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Resumo

IoT é um conceito cada vez mais presente nas mais diversas áreas, sendo crescente o seu interesse

para diferentes aplicações de monitorização. Por vezes, os ambientes que se pretendem monitorizar são

remotos e de difícil acesso, precisando certos de cuidados para que seja exequível a sua monitorização. O

projeto Link4S tem como um dos seus objetivos responder a esta necessidade da maneira mais eficiente

possível, sendo imprescindível que haja uma boa cobertura de rede e que a duração da bateria seja

longa. As LPWAN são uma boa solução para a problemática da cobertura de rede com bom trade-off

entre o alcance e o consumo de energia. Mais concretamente, as soluções Narrowband-IoT (NB-IoT) de

baixa potência surgem como possível resposta à necessidade de grande durabilidade de bateria. Posto

isto, existem diversos modems comerciais que fazem uso da tecnologia NB-IoT e existem também di-

ferentes MCUs que trarão diferentes vantagens e desvantagens, quer em termos de performance quer em

termos de consumos de energia. Estas variantes e o seu impacto no desenvolvimento de um dispositivo

IoT de reduzido consumo de energia com recurso a comunicação sem fios NB-IoT para aplicações de

monitorização é o que se pretende avaliar nesta dissertação. Para isso é feito o refactoring do código

Link4S já existente para funcionar com a nova placa e modem Murata Type1SE, que se diferencia por ter

o STM32L462RE (MCU) integrado e também ter a possibilidade de trabalhar com eSIM. Este novo módulo

é testado como parte de um Discovery Kit. Ainda no contexto desta dissertação, foi feito o design e de

uma nova PCB customizada para acomodar este mesmo módulo, na qual funcionará a mesma aplicação,

pois é esperado que o seu consumo de energia seja menor.

keywords: IoT, NB-IoT, Modem, Low-power
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Abstract

Internet of Things (IoT) is a concept that is increasingly present in the most diverse areas, and its interest

in different monitoring applications is growing. Sometimes, the environments to be monitored are remote

and difficult to access, requiring a series of steps to ensure monitoring is feasible. One of LinK4S’ goals is

to respond to this need in the most efficient way possible, since it is essential that there is a good network

range and that the battery life is long. LPWANs are the solution to network problems with the best trade-off

between range and energy consumption. More specifically, low-power Narrowband-IoT (NB-IoT) solutions

emerge as a possible answer to the need for high-energy durability. That said, there are several modems

that make use of NB-IoT technology, and there are also different MCUs that will bring different advantages

and disadvantages, either in terms of performance or in terms of energy consumption. These variants

and their impact on the development of a low-power NB-IoT device for monitoring applications are what we

intend to evaluate in this dissertation. Regarding this, the existing Link4S code is refactored to work with

the new Murata Type1SE modem, which is different from the previous work as it has the STM32L462RE

(MCU) integrated and also has the possibility of working with eSIM. This new module is tested as part of

a Discovery Kit. A new and customized PCB is designed to accommodate this same module and run the

same application, in the context of this dissertation, as it is expected to be less energy consuming.

keywords: IoT, NB-IoT, Modem, Low-power

vii



Contents

Resumo vi

Abstract vii

1 Introduction 1

1.1 Contextualization and Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.2 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

1.3 Document Structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 State of the Art 4

2.1 The Internet of Things . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.1.1 IoT and Service Oriented Architecture . . . . . . . . . . . . . . . . . . . . . 5

2.1.2 IoT Use Cases . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.1.3 IoT Market . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2.2 Wireless Technologies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.2.1 Comparison between Low Power Wide Area Networks . . . . . . . . . . . . . 11

2.2.2 LPWAN Market . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

2.2.3 Narrowband-IoT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.2.4 NB-IoT Applications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

2.3 eSIM . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.3.1 eSIM and IoT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2.4 Power Consumption . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2.4.1 Power saving modes of NB-IoT . . . . . . . . . . . . . . . . . . . . . . . . 19

2.4.2 Power Saving Techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

3 Specifications 25

3.1 Functional and Non-Functional Requirements . . . . . . . . . . . . . . . . . . . . . 26

3.2 Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.2.1 B-L462E-CELL1 Discovery Kit . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.2.2 Customized Board . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

viii



3.2.3 Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

4 Design and Implementation 40

4.1 Hardware . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.1.1 Schematic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.1.2 Layout . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.1.3 Implementation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.2 Software . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.2.1 Configurations of the MCU . . . . . . . . . . . . . . . . . . . . . . . . . . 53

4.2.2 Azure RTOS ThreadX . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4.2.3 Modem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

5 Tests and Results 66

5.1 Unit Tests . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

5.1.1 Modem . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

5.1.2 Server Messages . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

5.2 Experimental Setup . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5.3 Current Consumption Measurements . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.3.1 B-L462E-CELL1 Discovery Kit . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.3.2 Events Representation and Time Counting . . . . . . . . . . . . . . . . . . 72

5.4 Battery Life Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

5.4.1 Battery Life Expected for Customized PCB . . . . . . . . . . . . . . . . . . 76

6 Conclusions and Future Work 78

6.1 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

A Schematics 87

B BOM 93

ix



List of Figures

2.1 IoT Conventional Architecture. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

2.2 Top 10 IoT use cases. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

2.3 Global IoT market forecast (in billion connected IoT devices). . . . . . . . . . . . . . . 7

2.4 Different connectivity technologies regarding data rate and range. . . . . . . . . . . . 10

2.5 Respective advantages of Sigfox, LoRa, and NB-IoT in terms of IoT factors. . . . . . . . 12

2.6 Growth rates of global LPWAN connections (From IoT Analytics). . . . . . . . . . . . . 13

2.7 LPWAN Market Size . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

2.8 Operation modes for NB-IoT. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.9 PSM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20

2.10 eDRX. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.11 PSM and eDRX Power Saving Modes. . . . . . . . . . . . . . . . . . . . . . . . . . 22

3.1 System Overview. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

3.2 B-L462E-CELL1 Discovery Kit. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

3.3 B-L462E-CELL1 Discovery Kit Hardware. . . . . . . . . . . . . . . . . . . . . . . . . 28

3.4 Customized Board System Overview. . . . . . . . . . . . . . . . . . . . . . . . . . 29

3.5 Type1SE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.6 Type1SE Block Diagram. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

3.7 Software Tools. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3.8 Software Stack. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

4.1 Architectural layout. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

4.2 Type1SE. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 41

4.3 Capacitors. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

4.4 Programmer Interface. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

4.5 Sensors ans EEPROM Sheet. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

4.6 Sim card circuit. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.7 Power Sheet. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

4.8 Components and their holes and pads. . . . . . . . . . . . . . . . . . . . . . . . . 46

x



4.9 Polygons. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

4.10 Copper Cutout Around Sim Card Socket . . . . . . . . . . . . . . . . . . . . . . . . 47

4.11 Traces. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

4.12 Cross Talking. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

4.13 Trace Spacing. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

4.14 Proper Return Path. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.15 Via Stitching and Ground Continuity. . . . . . . . . . . . . . . . . . . . . . . . . . . 50

4.16 3D PCB Representation. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

4.17 Printed Circuit Board. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

4.18 STM32CubeMX MCU pins configuration. . . . . . . . . . . . . . . . . . . . . . . . . 53

4.19 STM32CubeMX MCU clock configuration. . . . . . . . . . . . . . . . . . . . . . . . 54

4.20 STM32CubeMX MCU pins configuration. . . . . . . . . . . . . . . . . . . . . . . . . 55

4.21 ThreadX Execution. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

4.22 ThreadX Initialization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

4.23 Threadx folder organization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57

4.24 TYPE1SC_close_channel fluxogram. . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.25 TYPE1SC_open_channel fluxogram. . . . . . . . . . . . . . . . . . . . . . . . . . . 60

4.26 Socket States. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.27 SOCKETDATA - AT command processing. . . . . . . . . . . . . . . . . . . . . . . . 63

5.1 Unit Test: Modem - Terminal. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

5.2 Config. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

5.3 Regular. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5.4 Experimental Setup. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

5.5 CATM1 w/o PSM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

5.6 NB-IoT w/o PSM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

5.7 NB-IoT w PSM. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

5.8 Sensors Sampling. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

5.9 Regular Transmission. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

5.10 Real-world application use case . . . . . . . . . . . . . . . . . . . . . . . . . . . . 75

5.11 Analysis of the impact of the application events on the Discovery Kit. . . . . . . . . . . 75

5.12 Analysis of the impact of the application events. . . . . . . . . . . . . . . . . . . . . 77

xi



A.1 Custom Board Schematics: Sheet 2. . . . . . . . . . . . . . . . . . . . . . . . . . 88

A.2 Custom Board Schematics: Sheet 3. . . . . . . . . . . . . . . . . . . . . . . . . . 89

A.3 Custom Board Schematics: Sheet 4. . . . . . . . . . . . . . . . . . . . . . . . . . 90

A.4 Custom Board Schematics: Sheet 5. . . . . . . . . . . . . . . . . . . . . . . . . . 91

A.5 Custom Board Schematics: Sheet 6. . . . . . . . . . . . . . . . . . . . . . . . . . 92

B.1 Bill of Materials. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

xii



List of Tables

2.1 Comparison between connectivity technologies. . . . . . . . . . . . . . . . . . . . . 10

2.2 Predominant LPWAN techologies comparison. . . . . . . . . . . . . . . . . . . . . . 12

2.3 LTE Enhancements. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

2.4 Differences Between LTE Cat-NB1 and LTE Cat-NB2. . . . . . . . . . . . . . . . . . . 17

3.1 Variation of System Clock. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

3.2 Power modes consumption. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

3.3 Type1SC power modes. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

3.4 Sensors overview. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

3.5 BR24G128FJ-3A EEPROM overview. . . . . . . . . . . . . . . . . . . . . . . . . . . 36

3.6 Link4S Application Threads. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

5.1 Full System Consumption for the B-L462E-CELL1 Discovery Kit. . . . . . . . . . . . . 74

5.2 Expected average consumption for the customized PCB. . . . . . . . . . . . . . . . . 76

xiii



Code Snippets

4.1 Part of the startup_stm32l462xx.s file code. . . . . . . . . . . . . . . . . . . . . . . 58

4.2 Peripherals Initialization. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

4.3 Open Socket. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

4.4 Switch case snippet (SOCKETDATA_CMD). . . . . . . . . . . . . . . . . . . . . . . . 63

4.5 Send Data. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 64

4.6 Get Cloud Data. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

xiv



List of Abbreviations

3GPP Third Generation Partnership Project.

AES Advanced Encryption Standard.

BoM Bill of Materials.

BOR Brown Out Reset.

CIoT Consumer Internet of Things.

CPS Cyber-physical systems.

DL Downlink.

EC-GSM-IoT Extended Coverage GSM IoTs.

eDRX Extended Discontinuous Reception.

ESD Electrostatic Discharge.

eSIM embedded SIM.

GPIO General Purpose Input/Output.

GSM Global System for Mobile Communications.

GSMA Global System for Mobile Communications Associa-

tion.

HAL Hardware Abstraction Layer.

I2C Inter-Integrated Circuit.

IIoT Industrial Internet of Things.

xv



IoT Internet of Things.

LPWAN Low Power Wide Area Network.

LTE Long Term Evolution.

MCU Microcontroller Unit.

NB-IoT Narrowband Internet of Things.

PCB Printed Circuit Board.

PSM Power Saving Mode.

PTW Paging Time Window.

PWPN Power Wireless Private Networks.

QoS Quality of Service.

RAT Radio Access Technology.

RAU Routing Area Update.

RC Resistor–capacitor.

RFID Radio Frequency Identification.

RTC Real-time clock.

SC-FDMA Single-Carrier Frequency-Division Multiple Access.

SOA Service Oriented Architecture.

SPI Serial Peripheral Interface.

TAU Tracking Area Update.

TVSS Transient Voltage Surge Suppressor.

xvi



UART Universal Asynchronous Receiver-Transmitter.

UL Uplink.

USART Universal Synchronous Asynchronous Receiver Trans-

mitter.

WLAN Wireless Local Area Network.

xvii



Chapter 1: Introduction

This chapter begins by outlining the context, inspiration, and objectives of this dissertation. First, the

contextualization offers a crucial viewpoint on the dissertation’s overall structure. The reason for under-

taking a study on this subject is then discussed, followed by the dissertation’s goals. The final section of

this chapter walks the reader through the document’s structure.

1.1 Contextualization and Motivation

A vast variety of industrial, commercial, and military devices, from toys and vehicles to tanks and

aircraft, contain embedded systems. The term ”embedded system” refers to a class of small, specialized

computers that are embedded in their surroundings and have a variety of inputs and outputs.

Traditionally, embedded systems had little communication with other devices and were created for a

specific purpose. Real-time processing of the information gathered from sensors in the real environment

was the goal. When the internet and other communication means were introduced, the term Internet of

Things (IoT) was added to the technology lexic. A networked sensor (or actuator) node is a term used to

describe an embedded system that has communication capabilities, either wired or wireless, as well as

different types of sensors or actuators [1].

One of the primary challenges with the rise of the Internet of Things (IoT) is developing an energy-

efficient solution that allows devices in remote locations with no access to a power supply to operate

for years without requiring maintenance (e.g. a battery replacement). Since sensing applications do not

require large data transfers, a battery life of years in the deployment phase is achievable. For providing a

wireless communication link, NB-IoT is a communication technology that enables IoT commercial devices

to be deployed successfully. Given this, it is of interest to assess different modems, boards, and software

stacks that will further optimize the IoT system’s energy usage.
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1.2 Objectives

The intention of this dissertation is to develop a low-power NB-IoT end device for monitoring applica-

tions. The device must research in remote locations. That’s why a wide-range network is needed. The

work will be focused firstly on migrating the current Link4S solution to work with the Murata Type1SE mo-

dem, on the BL462ECELL board. Later, a custom board will be specifically designed to accommodate the

modem. The comparison of these new solutions with the already existing and the comparison of power

consumption of the Murata Type1SE modem in comparison with the Quectel BC66 modem are two of the

final goals. Thus, the proposed objectives for this dissertation are:

• Migration from the current Link4S solution to a recent development board, BL462ECELL

The existent Link4S application has great level of portability among STM boards, however the code

still needs to be refactored to function properly with the new hardware.

• Interface development for Murata modem and BL462ECELL board sensors

The modem to be studied in this dissertation is different from the modems previously used with

this application. This way, the modem module and some of the code associated with it will need to

be developed.

• Design of a PCB to accommodate the Murata Type1SEmodem along with sensors and

other peripherals

Since the BL462ECELL has a great number of unused peripherals, it is possible to achieve greater

battery life by designing a board with only the necessary hardware.

• Analysis and evaluation of system performance and energy consumption

Since the project’s main goal is to minimize energy consumption, it is a priority to test this factor.

Also, it is important o test if the application works as predicted and that there are no errors in

run-time for both BL462ECELL Discovery Kit and the custom board.

• Comparison of energy consumption

It is of interest to compare the energy consumption of the new two solutions with the Murata Type1SE

modem with the existing solution (with Quectel BC66 modem and STM32L081 MCU)
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1.3 Document Structure

There are six chapters in this document, which will be briefly discussed next. The concepts utilized in

the dissertation are presented after this introductory chapter, in the state-of-the-art chapter.

Chapter 3 is related to the system specifications, which summarizes the hardware used in the disser-

tation and the software tools. It explains the different low-power saving modes available for STM32L462RE

and overviews the different peripherals that were selected for the custom board.

Chapter 4 contains the design and implementation of both the hardware and software. First, it covers

the schematics for the custom board, which is followed by the layout. Afterward, the chapter switches

its focus to the software part of the dissertation, which involves the refactoring of the code from an Arm

Cortex M0+ to an Arm Cortex M4 and from a Quectel modem to a Murata modem.

The tests and outcomes of the developed system, the dissertation’s conclusions, and some recom-

mendations for follow-up study are all presented in the final two chapters.
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Chapter 2: State of the Art

In this chapter, several research and projects relevant to this dissertation were discussed. The main

covered topics are related to IoT, Service Oriented Architecture (SOA) applied to the IoT, Low Power Devices,

LPWAN and NB-IoT.

2.1 The Internet of Things

IoT, or the Internet of Things, is a network of objects embedded with electronic circuits, software and

sensors. These objects collect and/or exchange data. The IoT allows the remote control and sensorization

of objects and environments, resulting in a greater digitalization of the physical world and, consequently,

better data management and increased efficiency [2].

The conventional architecture of an IoT device consists of Wireless Communication Technologies,

Actuators, Microcontroller Unit (MCU), Power Management, and Sensors. The application determines

the sensors and actuators, as well as the wireless technology to use [1]. An illustration of this traditional

architecture is presented in Figure 2.1.

Figure 2.1: IoT Conventional Architecture.
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2.1.1 IoT and Service Oriented Architecture

In designing the architecture of IoT, the extensibility, scalability, and interoperability among heteroge-

neous devices and their models should be taken into consideration.

Service Oriented Architecture (SOA) treats a complex system as a set of well-defined simple objects or

subsystems. Those objects or subsystems can be reused and are maintained individually; therefore, the

software and hardware components in an IoT device can be reused and upgraded efficiently. Due to these

advantages, SOA has been widely applied as a mainstream architecture.

Trappey et al. [3] constructed a logical framework by layers to categorize IoT technology, which was then

utilized to describe Cyber-physical systems (CPS). According to the publications [2] [4], the most frequent

layering in an IoT network has four primary levels:

1. Sensing Layer

To perceive the status of ”things” with a unique identity and to integrate, for example, actuators,

sensors, RFID tags or others;

2. Network Layer

To facilitate the flow of information from the sensing layer to the ”Service Layer” over a wired or

wireless network. This layer automatically detects and registers devices in the network, allowing all

devices to be connected for data sharing and exchange.

3. Service Layer

Employs a middleware technology to support services and applications requested by users or ap-

plications. This layer ensures interoperability across heterogeneous devices by providing valuable

functions such as information search engines and communication, data storing, sharing, and data

management.

4. Interface Layer

To support the interconnection and management of ”things” and to visualize data allowing the user

to engage with the system in a simple and understandable manner.
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2.1.2 IoT Use Cases

IoT is increasingly present in everyday life, leaving space for new terms according to the areas it is

applied to, such as Industrial Internet of Things (IIoT) which refers to the industrial applications of IoT,

or Consumer Internet of Things (CIoT), which refers to the Internet of Things in the context of consumer

applications, use cases and devices [5]. Figure 2.2 [6] presents a survey made by IoT Analytics regarding

the top 10 IoT use cases.

Figure 2.2: Top 10 IoT use cases [6].

It is possible to see that, unsurprisingly, the main application of IoT is still the easiest and less complex

to apply, which is ”Remote asset monitoring (read-only)”. Due to its simplicity, this use case is one of the

least expensive to set up. Remote asset monitoring frequently replaces the labor-intensive, costly manual

process of physically inspecting and recording asset conditions. The epidemic unmistakably speeded up

adoption in 2020, and it is predicted that this trend will continue as 36 percent of interviewed companies

said they intend to considerably increase their investment in this use case over the two years following the

interview.

Other vastly adopted use cases are IoT-based Process Automation with 33%, and Remote Asset Moni-

toring and Control (read/write) with 32% of applications among the interviewed companies.
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2.1.3 IoT Market

The intentions of investment are related to what might be the future market growth, however, it is not

the only factor to take into consideration.

Even though there is currently a problem regarding the chip shortage and despite the long-term impact

of COVID-19 on the supply chain, the internet of things industry is expanding. According to IoT Analytics,

the worldwide number of connected IoT devices increased by 8% to 12.2 billion in 2021 and more than 27

billion IoT connections are expected by 2025, as represented in Figure 2.3 [7] [8] [9].

Figure 2.3: Global IoT market forecast (in billion connected IoT devices) [7].

IoT device actuals for 2021 and the current projection for 2025 are both lower than anticipated. The

earlier forecast for 2025 predicted 27.1 billion connected IoT devices; the prior estimate for 2021 predicted

12.3 billion. The dip in the growth curve is caused by three fundamental factors:

• The COVID-19 pandemic has had an influence on both demand and supply. Supply was decreased

since manufacturing was suspended at times, and supply chains and raw material access were

disrupted. Budgets were frozen in the first half of 2020. Demand increased in the second half of

2020, but supply was often interrupted.

• The chip shortage began as a result of the COVID-19 impact on the supply chain. However, it has

created its own challenge; there is insufficient supply capacity to fulfill global chip demand.
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• As inflation increases in the majority of the world’s countries, forecasts for global growth are beco-

ming less optimistic. This raises expectations for rising interest rates and a subsequent slowdown

in the economy.

In terms of connectivity, new technological standards such as fifth-generation (5G), Wi-Fi 6, and LPWA

are propelling device connections. Also, satellite IoT has the potential to have a larger influence near the

end of the projection period.

It is worth noting that, even though the total number of IoT connections predicted has been reduced

for the reasons stated above and the growth of connected devices slowed in 2021, it is anticipated to pick

up again in 2022 and beyond. The number of linked IoT devices is expected to rise to 14.4 billion by the

end of 2022, despite the fact that new challenges for the sector have surfaced, including inflation and

extended supply shortages.

2.2 Wireless Technologies

Even though IoT is now a growing technological revolution, it was an abstract concept for a long time.

One of the factors that promoted this change were the several solutions developed with IoT in mind as for

example the Low Power Wide-Area-Networks, as well as many other technologies that helped IoT through

the years, such as:

• Radio Frequency Identification (RFID) A passive RFID system is made up of two major parts:

a tag (radio signal transponder) and a tag reader. RFID technology is mostly used in commodities

logistics. Recent research, however, is looking towards using the narrow RFID range for proximity

detection and localization [10].

• ZigBee is a wireless personal area network protocol that is used to establish local, low-rate, and

low-power networks [11]. The main advantages of ZigBee devices are their interoperability and

ability to operate as part of a mesh network. As a result, the failure of a single device has no effect

on the network as a whole.

• Bluetooth was designed to replace wiring in portable devices, but it has since expanded to be

employed in a wide range of applications. BLE is a low-power variant of Bluetooth that is still

intended for short-distance communications. BLE is envisioned as a connection option for IoT

short-range connectivity [12].
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• Wi-Fi is a wireless networking technology that is based on the IEEE 802.11 standard for radio

Wireless Local Area Network (WLAN). Wi-Fi, which can handle large data speeds, is frequently

utilized for mobile connections. Unfortunately, it has significant limitations for IoT because of its

high energy consumption [13][14].

• Cellular Networks is a radio network that is spread out over land areas called cells and is sup-

ported by at least one base station, or fixed-location transceiver. Due to the high power consumption

involved in the connection with the base station and the high cost per basis unit, cellular networks

have always been a poor match for several IoT use cases. Nevertheless, 2G was chosen, in a num-

ber of IoT deployments, to connect with IoT devices using modest data transfers. This is changing

as new IoT connectivity choices for cellular networks, such as Cellular LPWAN (covered in later in

this section), become accessible.

• Low Power Wide-Area-Networks (LPWAN) are a new set of communication models designed

to meet the different needs of IoT applications, complementing classic short-range wireless and cel-

lular technologies. Some characteristics of LPWAN are: wide coverage; low bandwidth; potentially

small packet and application-layer data sizes; extended battery life.

The technologies are intended to facilitate communication between devices. Power consumption,

battery life, cost, and bandwidth must all be balanced in restricted networks. By accepting sub-

stantial bandwidth and duty cycle limits, LPWANs emphasize power and cost benefits. Short-range

wireless networks, such as Bluetooth, make other trade-offs, one of which is decreased coverage,

which is restricted to a few hundred meters in an ideal case. The cellular networks Global System

for Mobile Communications (GSM) and Long Term Evolution (LTE) provide extensive coverage. How-

ever, they do not reach the energy efficiency required for devices in remote locations that require a

longer battery life. This is due to its features such as switching between base stations and frequent

signaling, but primarily due to their high data rates [15] [16] [17].

LPWANs can be divided into two categories:

– Unlicensed Low-Power Wide-Area-Networks work in unlicensed spectrum, and various

solutions exist, including SigFox and LoRaWAN.The unlicensed spectrum is used by anyone

without any exclusivity. However, the usage of unlicensed spectrum has significant limitations

due to short duty cycles and access procedures. As a result, unlicensed LPWAN technologies

are frequently viewed as a supplement to current cellular networks.
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– Cellular LPWAN are primarily designed to meet the connection needs of mMTC applica-

tions. These needs are, for example, wide coverage area, reduced device complexity, and

great battery longevity. The Third Generation Partnership Project (3GPP) offered three LPWA

solutions to accomplish this: LTE Cat-M1 (LTE-M), Narrowband Internet of Things (NB-IoT),

and Extended Coverage GSM IoT (EC-GSM-IoT). The idea is to repurpose old cellular network

infrastructure to handle IoT connection [14].

In Table 2.1, one can see a summary of the characteristics of the technologies mentioned above.

Table 2.1: Comparison between connectivity technologies [14].

Zigbee BLE Wi-Fi
LPWAN

unlicensed

LPWAN

licensed

Scalability × × ✓ × ✓
Reliability × ✓ ✓ × ✓
Low power ✓ ✓ ✓ ✓ ✓
Low latency × ✓ ✓ × ✓

Large coverage × × ✓ ✓ ✓
Low module cost ✓ ✓ ✓ ✓ ✓
Mobility support × × × × ✓
Roaming support × × × × ✓

Figure 2.4 depicts how the different technologies behave regarding data rate and range. Low-Power

Wide Area Network (LPWAN) technologies are ideal for low-end limited devices because of their long-range

and low-power requirements, since these devices are typically power-restricted.

Figure 2.4: Different connectivity technologies regarding data rate and range (Adapted from [18]).
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The dominant LPWAN technologies include Sigfox, LoRa, and NB-IoT, which will be presented and

compared in the upcoming sections.

2.2.1 Comparison between Low Power Wide Area Networks

With the Internet of Things growing in popularity, there is a demand for devices that do not transfer a

lot of data, are inexpensive, have long-range coverage, and have exceptionally small power requirements.

Sigfox is a company that saw the potential and developed a solution that fulfills the expectations

of extremely low data rate and long-range use cases, with payloads of 12 bytes, a maximum of 140

transmissions per day, and a coverage range of 10km in urban and 40km in rural areas [19].

LoRaWAN (long range wide area network) was launched by LoRa-Alliance, with an increased payload

length of 243 bytes and limitless messages per day for certain applications. Sigfox and LoRa use unlicensed

radio bands, which may be prone to interference from external communication systems, among other

constraints [20].

NB-IoT is a protocol designed to use the LTE network’s licensed bands and can be implemented with

a software upgrade in addition to the existing LTE infrastructure. 3GPP specifies NB-IoT in release 13.

It has a substantially higher payload length than the preceding technologies, with a maximum payload

length of 1600 bytes. Since Sigfox and LoRa operate in unlicensed bands, they are unable to provide the

same level of Quality of Service (QoS) as NB-IoT, therefore any IoT application that requires guaranteed

QoS should use NB-IoT [21].

Sigfox, LoRa, and NB-IoT create the groundwork for User Equipments (UEs) that may be in sleep

mode for the majority of their lifetime without broadcasting or receiving data. This significantly decreases

a device’s average energy usage for an application that uses communications infrequently enough to stay

inactive long enough to enter sleep mode. The access mode used by NB-IoT demands greater peak current

than the Sigfox and LoRa access modes.

NB-IoT and LoRa class C have lower bidirectional latency than Sigfox and other LoRa classes, but they

use more energy. As a result, NB-IoT and LoRa class C are superior candidates for applications that require

low latency. Sigfox and LoRa allow for up to 50.000 end devices per cell, however NB-IoT is more scalable,

allowing for up to 100.000. Other important IoT considerations are network coverage, range, and cost.

Sigfox offers the most extensive base station coverage, with a range of more than 40 kilometers, LoRa up

to 20 kilometers, and NB-IoT up to 10 kilometers. As NB-IoT is an evolution from LTE, its deployment is

restricted to the range of LTE base stations [15].

In conclusion, Sigfox, LoRa, and NB-IoT are suitable for a variety of application demands. The primary
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characteristics of NB-IoT, include scalability, latency performance, payload length, QoS, and battery life.

It is also evident that Sigfox and LoRa address separate aspects of IoT, as Figure 2.5 represents, which

makes it possible for these technologies to co-exist.

Figure 2.5: Respective advantages of Sigfox, LoRa, and NB-IoT in terms of IoT factors [15].

Table 2.2 summarizes the LPWANs discussed above, regarding some characteristics such as fre-

quency, bandwidth, range, data rate, payload, among others. It is visible that each LPWAN can be more

useful than the others depending on the specific use case or on the location [22].

Table 2.2: Predominant LPWAN techologies comparison (Adapted from [23]).

LoRa-WAN SigFox NB-IoT

Licensed No No Yes

Cellular No No Yes

Standardization

Group

LoRa

Alliance
SigFox 3GPP

Frequency

(MHz)

EU 868, EU 433,

US 915, CN 490, etc.

EU 868, EU 433,

US 915
700-900

Bandwidth 125 k, 250 k, 500k 200 k (100 k each) 180 k or 200 k

Range

(km)

3-10 (urban)

30-50 (rural)

2-5 (urban)

10-20 (rural)

1 (urban)

10 (rural)

Payload

(bytes)
0-243

12 (UL)

8 (DL)
1600

Data Rate

(bps)
300-50 k 100 or 600 200 k
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2.2.2 LPWAN Market

Over 96 percent of the world’s installed base of LPWAN-enabled active devices is made up of four

different technologies: narrowband (NB)-IoT, long-range (LoRa), long-term evolution for machines (LTE-M),

and Sigfox. One important factor is that NB-IoT connections increased by 75% year on year in the first half

of 2021, as shown in Figure 2.6.

Figure 2.6: Growth rates of global LPWAN connections (From IoT Analytics).

NB-IoT as a single technology currently has a 47 percent market share of the LPWA connection market,

while LoRa has slid to second place with a 36 percent share of worldwide connections. These technologies

held 94 percent of the market share in 2019; by 2021, the share had climbed by an additional two

percentage points. [8].

The support from the top IoT vendors (such as Amazon, ARM, Cisco, Huawei, and Qualcomm) and

network operators (such as Vodafone, Orange, and Telefonica), has contributed to the success of these

four technologies and provided a wider range of products devices and applications, according to [8].

IoT Analytics also states China’s digitalization initiatives rely on LPWANmore than those in other nations

do, as reflected in Figure 2.7. As a result, China is the biggest user of the LPWAN, having the most NB-IoT

and LoRa devices installed.
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Figure 2.7: LPWAN Market Size (From IoT Analytics [8]).

Asset tracking and monitoring were the primary applications driving unlicensed LPWA growth in the

previous 12 months, while monitoring systems, buildings and infrastructure business verticals drove NB-

IoT growth. According to IoT Analytics, NB-IoT and LoRa/LoRaWAN will continue to dominate the industry

over the next 5 years, with LTE-M and Sigfox behind in third and fourth place, respectively. While other

technologies will continue to exist, it does not seem that they will play a substantial part in the broader

global market at this time, albeit they remain appealing for specific applications [7].

2.2.3 Narrowband-IoT

The most notable new and established LPWANs technologies, as well as their various ways of meeting

the demand for large area coverage while consuming little power were covered in the previous sections.

Scalability, latency performance, payload length, and QoS were determined to be the characteristics where

NB-IoT surpasses the other LPWAN options. This section will go through the link between LTE and NB-IoT,

as well as major NB-IoT technologies and network architecture.

LTE architecture and its evolution

NB-IoT repurposes LTE (Long Term Evolution) capability for IoT devices by simplifying and optimizing

it. When LTE was first established, the major needs for the new network were high peak data rates, quick

round trip time, and flexibility in frequency and bandwidth. High peak data throughput in this context refers

to throughput that is many orders of magnitude higher than that of the Universal Mobile Telecommunica-

tions System for 3G [24].
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3GPP has specified various LTE upgrades in order to capitalize on the previously existing technology

of LTE. The following were the objectives for IoT device connectivity [25]:

• Low-cost radios for devices;

• Thousands of devices per cell, transmitting a few bytes per day;

• Ultra-low power consumption (battery life of up to 10 years when transmitting a few bytes per day);

• Efficient support for devices with low data rates (in the order of tens and hundreds of kbits per

second maximum throughput).

Because there are so many diverse IoT use cases with different needs, no solution can address them

all. The most significant differences are in transmission frequency, bit-rate and coverage. Pure LTE

channels with frequencies of 10MHz or 20MHz do not give enough inside coverage. In light of this, 3GPP

has defined four LTE enhancements, as shown in Table 2.3: LTE Category 1 (LTE Cat-1), LTE Category

0 (LTE Cat-0), LTE Category M1 (LTE-M), and LTE Category NB1 (NB-IoT). The first three improvements

mostly bring additional functionality to the current LTE interface.

Table 2.3: LTE Enhancements [26].

LTE Rel-8

Cat-1

LTE Rel-8

Cat-0

LTE Rel-12

Cat-M1

Rel-13

NB-IoT

DL peak rate 10Mbps 1Mbps* 1Mbps* 0.2Mbps

UL peak rate 5Mbps 1Mbps* 1Mbps* 0.2Mbps

Duplex mode Full Half or Full Half or Full Half

UE bandwidth 20 MHz 20 MHz 1.4 MHz 0.18 MHz

Maximum transmit power 23 dBm 23 dBm 20/23 dBm 23 dBm

Relative modern complexity 100% 50% 20-25% 10%

*for full duplex mode

NB-IoT

After discussing LTE advancements for IoT applications and introducing NB-IoT and some of its main

characteristics, it is worth to note what makes the enhancement attractive for use cases requiring low

energy consumption and extended coverage.

Since NB-IoT can coexist with GSM and LTE, it solves the congestion problem that arises in other

LPWANs by inheriting the licensed bands of LTE, allowing it to utilise existing network gear and minimize
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implementation costs. The maximum NB-IoT data rate is lower when compared to other 3GPP technolo-

gies. However, cell coverage is improved and hardware complexity is lowered when compared to LTE,

allowing NB-IoT to minimize costs and energy consumption.

The most visible change, as the name suggests, is the bandwidth, which is reduced when compared

to Long Term Evolution Mobile (LTE-M). NB-IoT uses 180 kHz of spectrum at the physical layer, which

is substantially less than the LTE spectrum of 1.4-20 MHz. NB-IoT has a subcarrier spacing of 15 kHz

for downlink (DL), hence the 180 kHz channel is made up of 12 subcarriers. There are two distinct

possibilities defined in the uplink (UL): It may employ a single carrier or a number of carriers. Single-tone:

carrier spacing of 3.75 kHz (48 subcarriers) or 15 kHz (12 subcarriers). Multitone: 15 kHz carrier spacing

for SC-FDMA (optional). On either side of the usable spectrum, a 10 kHz guard-band is occupied for both

uplink and downlink [25].

As seen in Figure 2.8, the following operation modes are feasible with this frequency band selection

[15]:

• In-band operation: utilizing resource blocks inside an LTE carrier.

• Guard-band operation: making use of the unused resource blocks in an LTE carrier’s guard band.

• Stand-alone operation: one potential scenario is the usage of the GSM frequency bands now in use.

In-band mode Guard-band mode Stand-alone mode

LTE Carrier LTE Carrier GSM Carrier

NB-IoT NB-IoTNB-IoT

Figure 2.8: Operation modes for NB-IoT (Adapted from [15]).

Cat-NB1 was the first version of NB-IoT. It was introduced in 3GPP Release 13. Cat-NB2 is the

most recent version of NB-IoT. It was introduced in 3GPP Release 14. Cat-NB2 increases NB-IoT’s peak

downlink data transfer speed and its uplink peak data rate. 3GPP Release 14 also introduces advanced

positioning technologies for NB-IoT such as OTDOA (Observed Time Difference of Arrival) and Enhanced

Cell ID, improving location accuracy. Also a new feature for NB-IoT devices is Radio Resource Control (RRC)

connection re-establishment. This feature allows NB-IoT devices to transfer their cellular connection from
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one cell to another cell as the device moves between cells, without having to start this transfer process

over again if the device experiences a radio link failure.

Table 2.4: Differences Between LTE Cat-NB1 and LTE Cat-NB2 (Adapted from [27]).

NB-IoT

LTE Cat NB1 LTE Cat NB2

3GPP Release Release 13 Release 14

Downlink Peak Rate 26 kbit/s 127 kbit/s

Uplink Peak Rate 62 kbit/s 159 kbit/s

Duplex Mode Half Duplex Half Duplex

Device Receive Bandwidth 180 kHz 180 kHz

Device Transmit Power 20 / 23 dBm 14 / 20 / 23 dBm

2.2.4 NB-IoT Applications

Power Wireless Private Networks (PWPN) in the power industries have employed NB-IoT to achieve

broad and extensive coverage [28]. The authors’ analysis further demonstrates that NB-IoT is appropriate

for the latency tolerance services needed in PWPN.

According to [29], NB-IoT’s power consumption feature has made it possible for aviation industries

to use it, which will increase the efficiency of next-generation aircraft industries. Its application in smart

cities is encouraging, and the coexistence of NB-IoT with the LTE infrastructure has been made possible

by the incorporation of this technology into LTE functionalities [30].

More NB-IoT applications can be found in the utility sector, where smart meters and tracking are

common [31].

In [32] concluded the use of NB-IoT-based e-healthcare systems is possible for a wide range of health-

related professions, including caring for pediatric and elderly patients, the care of chronic illnesses and

emergency response. Its research centered on the creation of a tool to automatically transmit the occur-

rence of a fall to people outside the patient’s household, and to automatically communicate the location

of the patient to EMS operators.

The benefits of NB-IoT for smart grids are numerous. It decreases energy usage and improves compo-

nent compatibility. NB-IoT offers ideal qualities for a large scale deployment of sensors and motion-control

devices for measuring, monitoring [33][34]. NB-IoT offers increased energy effectiveness and simple to
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deploy. The NB-IoT’s sensors and actuators function for a longer amount of time than the other IoT vari-

ants. However, [34] also states that NB-IoT shouldn’t be used for time-sensitive control and monitoring.

Because a long latency may develop in the NB-IoT framework when the distance is significant and the

transmitted power is constrained.

2.3 eSIM

The GSMA, the worldwide group responsible for creating the overall communications framework com-

prising about 800 mobile carriers, defines eSIM as an embedded universal integrated circuit card. When

compared to traditional plastic, detachable SIM cards, the eSIM may be soldered directly into the device,

providing greater flexibility because devices can immediately connect, regardless of where they are de-

ployed or where they may go throughout their use. The advancement of the eSIM allows it to endure in

harsh situations with severe temperatures, humidity, or vibration [35].

2.3.1 eSIM and IoT

Even though IoT has seen constant and exponential growth, it has struggled to match the market growth

estimates set a decade ago. This is related to the complexities of project implementation and scale [36].

Swapping carrier profiles over the air is extremely critical when working with devices distributed all

over the world, since switching real SIM cards is both expensive and time-consuming [37].

The fundamental capability of being able to transfer carriers over the air has various benefits, including:

• Manufacturing process has been streamlined.

• Resistance to manipulation and environmental factors

• Protection against network sunsets and pricing adjustments in the future Global LTE-M and NB-IoT

solution for perpetual roaming constraints

The usage of eSIM throughout the manufacturing process makes it irrelevant whose country the device

finally ends up in. Manufacturing gets more simplified and less complex. Once the device is in the

deployment location, the most appropriate profile may be obtained, whether the selection is based on

local roaming constraints or the profile provider’s pricing.

The module may be entirely sealed throughout the production phase without the need to remove the

eSIM from the handset. As a result, the product may be made more secure against physical manipulation

by hostile people while also increasing tolerance to environmental conditions, as stated in [38].
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Another key application for eSIMs is to circumvent roaming restrictions. Some countries impose these

restrictions for 60-90 days. After that time, the devices are removed from the network. One workaround

is to take the device out of the country and connect it to a different network. Transporting a great number

of devices of different sizes is prohibitively costly. Loading a local profile where roaming limitations do not

apply is the solution in such circumstances, and eSIM can readily support this.

The development of trust relationships resulting from the SIM’s transition to the eSIM system is de-

scribed in [39]. The authors demonstrate the standardization work that was done to keep the ecosystem’s

trust and reliability. It is shown through a case study that there are problems with responsibility distribu-

tion. There is the risk that in the future operators might be unable to foresee problems or pinpoint their

core causes, resulting in difficulties in adequately explaining the issue to consumers or fulfilling their legal

responsibilities to maintain the confidentiality and integrity of communications.

2.4 Power Consumption

IoT applications have distinct requirements and one of the requirements for this dissertation is to achieve

low energy consumption in the device (> 10 years lifetime). Design considerations for low power include

the main system elements such as the microcontroller, wireless communications, sensors and power

management. Since one of the restrictions of this dissertation is to use NB-IoT, this will be one of the focus

points.

2.4.1 Power saving modes of NB-IoT

IoT devices send and receive data on a regular basis. A device can sleep between periods of data

transmission and reception to reduce power consumption and maximize battery life. The energy cost of

entirely disconnecting from the network when sleeping and then re-attaching when awake is substantial,

hence, in order to save power, the device stays attached during hibernation. The host network, on the

other hand, will periodically page the device, which must wake up and reply. The device will then go back

to sleep until it receives the next page or is required to wake up in order to transfer data.

Although the wake-respond-sleep cycle consumes a modest amount of energy, the total energy con-

sumption of a device over its lifetime might be significant. Power Save Mode handles this by allowing IoT

devices to agree with the network on an extended downtime. The network does not page the device during

this time, so it only wakes up when it needs to deliver data or when the sleep period finishes.

The twomain power-saving features for these technologies are Power Saving Mode (PSM) and Extended
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Discontinuous Reception (eDRX), which are detailed below.

PSM - Power Saving Mode

Power saving mode was first introduced in 3GPP Release 12. PSM is requested by the device via an

attach, a tracking area update (TAU), or a routing area update (RAU). It offers the network two preferred

timers, T3324 and T3412, respectively. The requested PSM period is the difference between them —

T3412 minus T3324. The network selects the time values that will be used based on the keyword. It may

accept or change the values requested by the device. The network saves connection state information,

and the sleeping device stays registered with the network. A reattachment procedure is not required if the

device awakens and sends data before the PSM period expires [40].

Many networks impose time limits on PSM periods. Each network has a maximum PSM span. When

the device sends the values T3412 and T3324, the network applies the limit. If T3412 minus T3324 is

greater than the maximum allowed, T3412 will be reset to the appropriate value.

During an active PSM period, the modem’s radio is completely turned off, and the device cannot send

or receive data. A simple illustration of how PSM works is shown in Figure 2.9.
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Figure 2.9: PSM (Adapted from [41]).

eDRX - Extended Discontinuous Reception

Extended Discontinuous Reception (introduced in 3GPP Release 13) makes it possible to define a time

period during which a device will remain in a low-power sleep state before waking to check for pending

data, as illustrated in Figure 2.10. The device can monitor for pending data indications without requiring a
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full network connection. This consumes less power than a full network connection, and the time required

to check for pending data is much less than the time required to establish a full network connection [40].

Depending on the application, it may be perfectly acceptable for a device to be inaccessible for several

seconds or longer. eDRX allows the device to indicate that it will not be listening to the network for a longer

period of time than usual. When eDRX is not enabled, the network determines how long a device can

sleep before waking up. eDRX delegates that decision to the application. The device asks the network for

a specific eDRX cycle; the network validates the eDRX cycle and provides a suitable Paging Time Window

(PTW). Since only certain periods are permitted for eDRX, the network will reply with the closest official

value, if the requested cycle time does not correspond to one of these [40].

eDRX has no effect on the module’s ability to send data; it simply disables reception for the configured

cycle. However, it does allow the application to choose a sleep time that is appropriate for its data flow,

lowering radio use and thus power consumption.
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Figure 2.10: eDRX (Adapted from [41]).

Comparing PSM and eDRX

Summarizing the information above, PSM and eDRX both allow energy saving [42].

• Power Saving Mode: allows the device to set sleep and active timers. After this timers are accepted

by the network, the device does not need to be reattached every time it wakes up. During sleep

phase, it is not available from the network side.

• Extended Discontinuous Reception consists in the extension of the time of the DRX that already

existed. It allows the device to not listen to the network for a more extended period of time (eDRX

inactive time), during the active time phase (Paging Time Window - PTW). In many applications of

the IoT, it is acceptable to be unreachable for some time, seconds or even longer.
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This makes the power consumption decrease, while the device is still reachable comparing to when

the power saving mode is applied. However for the eDRX the energy saved is not as high as with PSM.

These modes can be used simultaneously, as illustrated by Figure 2.11.

Figure 2.11: PSM and eDRX Power Saving Modes [43].

2.4.2 Power Saving Techniques

When dealing with wirelessly connected sensors, the most important problem to address is lowering

energy consumption. Actually, a more accurate statement would be that the prime objective is to increase

the operational lifetime of the network, but these two concerns frequently coexist. However, there are other

techniques to increase the operating lifespan, such as lowering power consumption, extending sample and

transmission intervals, employing renewable energy sources, or simply having larger batteries. Each of

these techniques has merits and limitations. Using low-power optimization approaches is inexpensive

since significant energy savings may be realized simply by making sensible software adjustments. The

downside is that network performance may suffer since nodes spend most of their time in sleep mode

[44].

Energy scavenging is an excellent method for increasing network longevity since a node that can

harvest more energy than it consumes can exist indefinitely or until its hardware fails. The disadvantage

is that the node cost and complexity increase. The alternative of just utilizing larger batteries can be quite

costly, and it can increase the size of the nodes. Batteries scale poorly as well; doubling the capacity of

a battery will double a device’s operational lifetime, while low-power approaches can make a node able to

operate several times longer.

The energy consumption of a sensor node may be separated into three major categories: the idle power

consumption (the power consumed while in sleep mode); the energy spent by the device when sampling

its sensors and processing sensor data; and wireless communication. These areas can be approached in
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a variety of ways in order to develop an energy-efficient sensor node.

The following are some common methods for reducing sensor node energy consumption.

• Dynamic Voltage Scaling

The supply voltage of themicrocontroller could be dynamically adjusted by a sensor node. Whenever

running at low clock rates, modern microcontrollers may minimize the voltage. As a result, dynamic

voltage scaling is frequently utilized in conjunction with dynamic frequency scaling. Because the

power usage of a microcontroller is heavily reliant on the voltage supply, dynamic voltage scaling is

an effective way to reduce total power consumption [45] [46].

• Dynamic Frequency Scaling

A microcontroller’s clock frequency could be dynamically adjusted to reduce power consumption

based on the workload. Nevertheless, it is worthy to note that simply keeping the clock frequency

low may increase energy usage because a lower clock frequency also means that some tasks

may take longer to complete. In some instances, it may be advantageous to execute as rapidly as

possible so that the microcontroller can revert to sleep mode. Because the energy consumption of a

microcontroller is almost directly proportional to its operational clock frequency, dynamic frequency

scaling is an appealing strategy for reducing power consumption [47] [46].

In [47], a Dynamic Voltage and Frequency Scaling (DVFS) technique is implemented to reduce the

power consumption of Virtex 5 FPGA. It was concluded that the proposed algorithm reduces 54.53%

of total power.

• Power down unused components

The power consumption of a system can be significantly lowered by shutting off components not

in use. However, designers must keep in mind that some parts may have a high power-up cost

in terms of time and energy. In some circumstances, putting a component to sleep rather than

shutting it down may be more efficient. As a result, it is important to profile all components inside

a system in order to properly explore their power consumption during different processes, startup

times, and interactions with other elements of the system [44].

• Duty-cycling (Using RTC)

Significant energy savings may be obtained by keeping a device in sleep mode for the majority of

the time, with peripheral components switched off or into a low-power state. After turning on the

relevant components, the device will periodically wake up and make measurements. After taking a

measurement, the device can go back to sleep or activate its radio transceiver as needed. Wake-up
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can also be reactive, in the sense that system activation is not (only) regulated by the system’s

Real-time Clock (RTC). Instead, the system may be triggered by sensor responses or interruptions,

as well as its radio transceiver and power supply.

A low-power scheduled alarm system using an LCD was developed in [48]. The power estimation

of the automated bell system with and without sleep mode shows that, with the implementation of

sleep mode using RTC for scheduling, 22.73% of total power is saved in the automated bell system.

Usually, a device will try to employ as many of these strategies as feasible to decrease power con-

sumption; however, depending on the device hardware, the sensors, the application requirements, and

the communication system, not all of the aforementioned methods may be accessible.
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This chapter describes the base system that lays the foundation on which this work builds upon. It is

dedicated to the description of the system’s hardware specifications. Also, at the end of the chapter, a

brief software overview is presented in order to give context to the work done.

The device in use has a microcontroller that serves as the system’s processing unit and is equipped with

several sensors for monitoring environmental factors and an NB-IoT transceiver for wireless communication

while minimizing power consumption. End-device management, end-device control, and data collection

are all handled by the cloud. This system structure overview is depicted in Figure 3.1.

To improve energy efficiency, the device spends the majority of its operation in sleep mode, only waking

up to read the sensors and eventually report an abnormality the moment any sensor wakes up the MCU.

This is possible due to the selected sensors’ capability to continuously sample and notify the MCU while

operating in low-power mode.

MCU

Sensors

Modem

Power

LTE
NB-IoT

I2C

RS232

Figure 3.1: System Overview.

This dissertation explores a different alternative to the modem and MCU used in a previous work [49].

This alternative is based on a System-on-a-chip (SoC) that incorporates both the transceiver and the MCU,

which may or not be advantageous in terms of power consumption.
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3.1 Functional and Non-Functional Requirements

Since this is an ongoing project, it makes sense that many of the previous requirements still apply to

the work reflected in this dissertation while adding some new requirements.

Usually, in order to produce a finished result, each project development has its own set of functional

and non-functional requirements. Functional requirements specify what the system should accomplish,

whereas non-functional requirements identify system properties. The prerequisites and limitations of our

system are described below.

Functional Requirements

• Acquire environmental data;

• Send acquired data to the cloud;

• Signal unusual behavior;

• Receive cloud-based commands.

Non-functional Requirements

• Operate for at least ten years.
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3.2 Hardware

Since the purpose of this dissertation is to use and assess the LBAD0ZZ1SE module (Type1SE), a B-

L462E-CELL1 Discovery Kit was used. This kit served as a tool to prepare the code for the customized

PCB to be developed, since both have the same MCU and transceiver (integrated into the LBAD0ZZ1SE

module) and, therefore, can share a great part of the code for the application. The following sections will

briefly describe the B-L462E-CELL1 Discovery Kit, the customized PCB and its components.

3.2.1 B-L462E-CELL1 Discovery Kit

B-L462E-CELL1 Discovery Kit [50] is well equipped for IoT applications that employ NB-IoT for wireless

communications. The main reason this kit was chosen to work with was the fact that it offers the required

tools and sensors that are needed to test and develop the application with the new MCU+Modem solution,

integrated within the Type1SE [51].

The Discovery Kit, depicted in Figure 3.2, includes a global coverage antenna, and a low-power Discov-

ery main board that is powered by an LBAD0ZZ1SE module. An ST4SIM-200M GSMA-certified eSIM, an

LBAD0XX1SC-DM ultra-small LTE Cat M/NB modem, and an STM32L462REY6TR microcontroller are all

included in the LBAD0ZZ1SE module. The ST-LINK debugger/programmer, extensive STM32Cube soft-

ware libraries, and packaged software samples included in the B-L462E-CELL1 Discovery Kit enable end-

to-end connection demonstration. Also, this Discovery Kit comes with a SW library (X-CUBE-CELLULAR)

that hides the complexity of the management of cellular and related connectivity.

Figure 3.2: B-L462E-CELL1 Discovery Kit [50].
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In Figure 3.3, it is shown a block diagram of the Discovery Kit hardware and connections that are

intimately related to the Type1SE, where one can see the MCU and Modem part of Type1SE.

Figure 3.3: B-L462E-CELL1 Discovery Kit Hardware [52].

3.2.2 Customized Board

The customized PCB incorporates the LBAD0ZZ1SE module (Type1SE), the HDC2080, BMA400 and

APDS-9306-065 sensors, an EEPROM, a SIM card slot, connnectors, battery support and other electronic

parts. Its development had in mind the size of the board and power consumption, since the B-L462E-

CELL1 Discovery Kit is expected to have greater power consumption due to the higher number of periph-

erals, despite both solutions having the LBAD0ZZ1SE (Type1SE) module as their MCU+Modem.

The block diagram of the board to be developed is depicted in figure 3.4. It is equipped with different

sensors that are capable of measuring temperature and humidity (HDC2080), acceleration (BMA400), and

light intensity (APDS-9306-065). For the purpose of communicating with the cloud the Murata Type1SE

will be used, since it incorporates the NB-IoT Murata modem Type1SC. The Type1SE chip also integrates

a Microcontroller Unit (MCU), which has many low power features.

The Saft LM17500 battery powers the system. The MCU and sensors are powered via a low quiescent

TPS7A02 LDO, which regulates the supply voltage to 1.8 V.
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Type1SE

MCU

STM32L462RE


Murata Modem 
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LDO Battery
3V
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Figure 3.4: Customized Board System Overview.

Type1SE

As mentioned above, the Type 1SE [51], LBAD0ZZ1SE, module is a Cat. M1/NB-IoT module. It is a

device that incorporates MCU, eSIM (WLCSP) and LTE-M/NB1 modem. It has an antenna connection that

enables many different types of IoT applications.

The appealing characteristics of LBAD0ZZ1SE for applications are: geolocation, its small size (15.4 x

18.0 x 2.5 mm) and its design for low current consumption, enabling up to 10-year battery life, and low

cost. The module, presented in Figure 3.5 is equipped with:

• STM32L462REY6TR/Cortex M4 microcontroller w/512 KB Flash and 160 KB SRAM

• 1 MB on-board Serial Flash

• LBAD0XX1SC-DM ultra-small LTE Cat M/NB modem

• ST4SIM-200M GSMA-certified embedded SIM

• U.FL antenna connection
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Figure 3.5: Type1SE [53].

Below, in Figure 3.6, it is possible to see a block diagram representation of the module.

Figure 3.6: Type1SE Block Diagram [51].

MCU

The STM32L462REY6TR [54] is an ultra-low-power microcontroller built around the 32-bit RISC Arm

Cortex-M4 core that can operate at up to 80 MHz. A floating point unit (FPU) single precision is a char-

acteristic of the Cortex-M4 core that supports all single-precision data-processing instructions and data

formats. Additionally, it incorporates a memory protection unit (MPU) that increases program security. It

also incorporates high-speed memories (Flash memory up to 512 Kbyte, 160 Kbyte of SRAM), a Quad SPI

Flash memory interface, and a wide variety of enhanced I/Os and peripherals. The power supply can vary

from 1.71 to 3.6 V.

The majority of the digital circuitries are powered by two built-in linear voltage regulators: the main

regulator (MR) and the low-power regulator (LPR). Designing low-power applications is made possible by

a wide range of power-saving modes that make different uses of the voltage regulators and clocks [55], as

show in Table 3.1 and in the following text that summarizes the available low power modes:
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Table 3.1: Variation of System Clock [55].

Voltage Range SYSCLK MSI HSI16 HSE PLL

Range 1 80 MHz max. 48 MHz 16 MHz 48 MHz 80 MHz

Range 2 26 MHz max. 24 MHz 16 MHz 26 MHz 26 MHz

Low-power

run/sleep
2 MHz max. 2 MHz Allowed

Allowed

with divider
OFF

• Run mode

Dynamic voltage scaling is supported by the ultra low-power STM32L462RE to optimize its runmode

power consumption. The maximum operating frequency of the system can be used to modify the

voltage coming from the Main Regulator, which powers the logic (VCORE). There are two levels of

power consumption:

– Range 1, where the CPU can operate at up to 80 MHz;

– Range 2, where the CPU can operate at a maximum of 26 MHz. The maximum frequency

for all auxiliary clocks is 26 MHz. The main regulator can be turned off so that the low-power

regulator can supply the VCORE. Then, the system is operating in low-power mode.

• Sleep Mode

Only the CPU is turned off in Sleep mode. When an interrupt or event happens, all peripherals

continue to function and potentially wake up the CPU.

• Low-power run mode

To reduce the regulator’s working current, when in Low-Power Run mode the VCORE is powered by

the low-power regulator and the main regulator is switched off, allowing the CPU to function at up

to 2 MHz, while the peripherals can be independently clocked by the HSI16. The programming can

be performed from SRAM or Flash.

• Low-power sleep mode

This mode is accessed by switching from the low-power run mode. Only the processor clock is

turned off (uses LPR). When an event or an interrupt causes the system to wake up, it returns to

low-power run mode.

• Stop 0, Stop 1 and Stop 2 modes

Stop mode uses the least amount of power while still saving the contents of SRAM and registers.
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All clocks in the VCORE domain are deactivated, including the PLL, MSI RC, HSI16 RC, and HSE

crystal oscillators. The LSE or LSI continues to operate. There is the option for RTC to continue to

function. Some peripherals with wakeup functionality can use the HSI16 RC to detect their wakeup

situation while in Stop mode. Stop 0, Stop 1, and Stop 2 are the three stop modes offered. Most of

the VCORE domain is put into a lower consumption state in Stop 2 mode. Stop 1 has the most active

peripherals and wakeup sources, as well as a shorter wakeup time but higher energy consumption

than Stop 2. The main regulator stays on in Stop 0 mode, allowing for a very quick wakeup time but

significantly higher consumption. Depending on software settings, the system clock when exiting

Stop 0, Stop 1, or Stop 2 modes can be MSI up to 48 MHz or HSI16.

• Standby mode

Brown Out Reset (BOR) uses the Standby mode to achieve the lowest power usage. The internal

regulator is turned off, which turns off the VCORE domain. The PLL, MSI RC, HSI16 RC, and HSE

crystal oscillators are all turned off as well. The RTC can continue to function or not. In Standby

mode, the brown-out reset (BOR) is always operational. Except for registers in the Backup domain

and Standby circuitry, SRAM1 and register values are erased when entering Standby mode. SRAM2

can also be kept in Standby mode, powered by the low-power Regulator. An external reset (NRST

pin), an IWDG reset, a WKUP pin event (configurable rising or falling edge), or an RTC event (alert,

periodic wakeup, timestamp, tamper) or a failure on LSE causes the device to exit Standby mode

(CSS on LSE). After waking up, the system clock is MSI up to 8 MHz.

• Shutdown mode

The Shutdown mode allows for the most efficient power use. The internal regulator is turned off,

which turns off the VCORE domain. The PLL, HSI16, MSI, LSI, and HSE oscillators are all turned off

as well. The RTC can continue to function (Shutdownmode with RTC, Shutdownmode without RTC).

In Shutdown mode, the BOR is unavailable. The transition to Backup domain is not supported since

no power voltage monitoring is possible in this mode. Except for registers in the Backup domain,

the contents of SRAM1, SRAM2, and registers are lost. When an external reset (NRST pin), a WKUP

pin event (configurable rising or falling edge), or an RTC event happens, the device exits Shutdown

mode (alarm, periodic wakeup, timestamp, tamper). After waking up, the system clock is MSI at 4

MHz.

The consumption of the above mentioned modes of operation is presented in Table 3.2.
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Table 3.2: Power modes consumption [55].

Consumption Regulator Clocks RAM

Run mode
94 µA/MHz (Range 1)

85 µA/MHz (Range 2)
MR Any ON

Low-power run mode 95 µA/MHz LPR Any, except PLL ON

Sleep mode 27 µA/MHz MR Any ON

Low-power sleep mode 38 µA/MHz LPR Any, except PLL ON

Stop 0 125 µA/MHz MR LSE, LSI ON

Stop 1
9.85 µA/MHz w/o RTC

10.5 µA/MHz w RTC
LPR LSE, LSI ON

Stop 2
2.05 µA/MHz w/o RTC

2.3 µA/MHz w RTC
LPR LSE, LSI ON

Standby

LPR ON

0.35 µA/MHz w/o RTC

0.52 µA/MHz w RTC

LPR OFF

0.1 µA/MHz w/o RTC

0.27 µA/MHz w RTC

LPR

OFF

LSE, LSI

LPR ON

SRAM2

LPR OFF

OFF

Shutdown
0.02 µA/MHz w/o RTC

0.17 µA/MHz w RTC
OFF LSE OFF

The MCU contains up to four I2Cs, three SPIs, three USARTs, one UART, a Low-power UART, one SAI,

one SDMMC, one CAN. These interfaces allow the MCU to be connected to other components, such as

sensors and transceivers. Additionally, it has a number of analogue features, including a 12-bit ADC, two

ultra-low-power comparators, a number of timers, including two Low-power Timers (LPTIM), four general-

purpose timers (1x 32-bit timer and 3x16-bit), and two basic timers, a RTC and a SysTick, which can be

used as time bases. AES hardware encryption engine, two watchdogs, a window watchdog based on a

bus clock, a watchdog with independent clock and window capability, and more are also included.

The use of the RTC is essential for the periodical tasks in the application in question, as for example

sensor sampling and posterior remittance to the cloud server.
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Transceiver

The Type 1SC LTE-M module [56] is a small, low-cost LTE-M module that supports the cellular LTE-M

and NB1 network protocols. It is manufactured in a silver resin-shielded box and measures only 11.1 x 11.4

x 1.5 mm (max). It contains an Altair ALT1250 transceiver, a FEM module, and external flash memory.

Type 1SC supports multi-band coverage to cover the majority of the world and low current consumption

(through the use of eDRX and PSM). The 1SC module has the power modes shown in Table 3.3

Table 3.3: Type1SC power modes [56].

Power Mode Description

LS
Is mostly utilized for very brief periods of sleep and offers

very quick entry and recovery times. It is utilized for CDRX mode.

DS Offers quick entrance and recovery times and is mostly used in IDRX networking mode.

DH2
This networking protocol, which is mostly utilized in

the EDRX and IDRX networking modes, offers medium entrance and recovery times.

DH1
The same as DH2, but without the IO logic.

In this mode of operation, the average current is 48 muA

DH05
Offers lengthy entrance and recovery times; primarily utilized for PSM

and other extremely extended inactive intervals. In this mode, the IO output values are kept.

DH0
Similar to DH05, but no IO output values are saved.

In this mode of operation, the average current draw is 1.7 muA

PSM Current Draw

The current draw will fluctuate because the PSM mode of operation is not currently optimum for this

firmware release. The average current in the worst-case scenario is 33.76 mA.

eDRX Current Draw

This feature is significantly impacted by the SIM card. Different modes of operation are supported by

network carriers. The current draw for this configuration might be as low as 86uA instead of 377uA under

ideal circumstances when utilizing a SIM that can be deactivated.

Since this dissertation intends to use the NOS network, only PSM is available. Therefore, the mode of

operation that is used is DH0 with PSM, which represents 1.7 µA when idle and 33.76 mA when active.
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Sensors

In order to monitor the environment, the device is equipped with several sensors, which are sum-

marized in the Table 3.4. These sensors are responsible for measuring temperature, humidity, light and

acceleration. Some of the chosen sensors have low power features.

Table 3.4: Sensors overview.

Sensor Power Supply Consumption Size Interface
Low Power

Modes

BMA400 1.72 V – 3.6 V

3.5 µA - OSR-0 Normal mode

850 nA - OSR-0 Low-power mode

160 nA - Sleep mode

2 x 2

(mm)2

SPI

I2C

2 INT

Sleep

Low-power

Normal

APDS-9306-065 1.7 V - 3.6 V 85 µ Normal mode
2 x 2

(mm)2

I2C

1 INT

HDC2080 1.62 V – 3.6 V

650 µA/550 uA - hum/temp

measurement

0.55 µA - 1 measurement/second

of hum/temp

160 nA - sleep mode

3 x 3

(mm)2

I2C

1 INT

Sleep

Triggered

Auto

Light Sensor

The APDS-9306-065 [57] is a low voltage digital ambient light sensor that outputs digital signals with

an I2C interface based on light intensity. It includes a photodiode, an ADC, an oscillator, and a power-

on reset. The output count of the APDS-9306-065 is proportional to ambient light level, simulating the

direct readout response of the human eye. In order to react to events, the APDS-9306-065 enables

programmable hardware interrupt with hysteresis. The sensor can be used in space-sensitive applications

thanks to its ultra-slim size, with a height of 0.65 mm.

Temperature and Humidity Sensor

The HDC2080 [58] device is a combined humidity and temperature sensor that offers extremely accu-

rate readings in a compact DFN chip while consuming very little power. New integrated digital functions

and a heating element to remove condensation and moisture are both included in the capacitive sensor.

With the help of the customizable interrupt thresholds, alarms and system wake-ups can be provided
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without the need for a microcontroller to be constantly checking the system. The HDC2080 is made for

battery-powered systems and features adjustable sampling periods, low power consumption, and support

for a 1.8 V supply voltage.

Accelerometer Sensor

The triaxial BMA400 [59] from Bosch Sensortec is a true ultra-low power acceleration sensor. The new

acceleration sensor eliminates erroneous warnings by differentiating between crucial circumstances and

false signals.

A clever on-chip motion and position-triggered interrupt feature makes this 12-bit digital triaxial ac-

celeration sensor unique. Due to its auto low power mode and auto wake-up features, the BMA400 is

particularly well suited for ultra-low power devices that demand a long battery lifespan. As a result, the

BMA400 is particularly well suited for the case in study. Depending on the mode, the sensor’s power

consumption is different.

EEPROM

Since the application uses an EEPROM to store information and the STM32L462RE does not have one,

BR24G128FJ-3A was the chosen EEPROM to integrate the final board. It is a serial EEPROM with I2C BUS

as its interface method. It has 128 Kbits with a bit format of 16K x 8 [60]. Some of its characteristics are

presented in the Table 3.5.

Table 3.5: BR24G128FJ-3A EEPROM overview.

EEPROM Power Supply Consumption Size Interface

BR24G128FJ-3A 1.72 V – 5.5 V

Standby current - 2 µA

Supply current (Read) - 2 mA

Supply current (Write) - 2.5 mA

4.9 x 6

(mm)2
I2C

Power Supply

All the components are powered by the board power supply. There are two voltage ranges on this

board: 1.8 V and 3.0 V. The Low-Dropout Regulator (LDO) TPS7A02 [61] is used to supply the 1.8 V that

is required by the MCU and sensors. It is a very small, very low quiescent current (25 nA) LDO with good

transient performance that can source 200 mA. The Saft LM 17500 battery [62] powers the system. This

battery has a 3 V nominal voltage, a 3 Ah capacity, and a 1% leakage rate.

36



Chapter 3. Specifications

3.2.3 Software

Software Tools

For this dissertation, C was chosen as the programming language, since it was the language already

used in previous versions of the application. Below are listed the tools/COTS used for the development of

the software part of the project:

• Keil µVision5 - The Keil MDK IDE, a comprehensive software development environment for a

variety of Arm Cortex-M based microcontroller chips, was used as the development environment

for the end device [63].

• ST-LINK - Debugger on chip tool, that allows to follow the state of the board while debugging the

code [64].

• STM32CubeMX - The STM32CubeMX was additionally utilized for project generation. It is a

graphical utility that makes configuring STM32 microcontrollers simple. Generates code for the

initialization and some configurations of the board’s peripherals [65].

• Azure RTOS ThreadX - The Azure RTOS ThreadX is an advanced real-time operating system

(RTOS) that is open-source. [66].

• MATLAB - MATLAB is used as a programming and numeric computing platform to analyze data,

develop algorithms, and build models. In this project, it was used during the test phase to register

results. [67].

• Git - Git is a distributed version control system that is free and open source and made to manage

both small and large projects fast and effectively.

Figure 3.7: Software Tools.
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Previous Work and Alterations

The work in scope of this dissertation will have for its foundation the work developed in [49].The Link4S

application will be ported and modified so that it can work with the new Type1SE module. This section is

dedicated to briefly describing the work presented in [49] so that one can have a better understanding of

the application organization and of the work developed in this dissertation in the next chapters.

Software Stack

It is essential to cover the software stack, presented in Figure 3.8, if one wants to understand the

structure of an application.

Figure 3.8: Software Stack (Adapted from [49]).

The stack comprehends six layers, where four of these have the threads presented in Table 3.6:

• Hardware - The hardware layer that will be changed according to the content of the section 3.2.

• Azure RTOS ThreadX - This layer includes all the ThreadX files that make Azure RTOS ThreadX

work properly in the application.

• HAL Wrapper - This layer is responsible for abstracting, even more, the already abstracted hard-

ware in Hardware Abstraction Layer (HAL), which is developed by ST.

• External Peripherals HAL - The external peripherals HAL includes all the drivers for the added

peripherals, such as sensors, modem, etc.
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• Middleware - The lower levels required by the Application are controlled by the modules in the

middleware layer.

• Application - The application layer is responsible for coordinating the different parts of the appli-

cation. At first, it initializes the application. Afterwards, it enters a loop where it waits for flags that

will result in the execution of certain functions and where it does error correction.

Table 3.6: Link4S Application Threads.

Threads

Azure RTOS ThreadX Timer

External Peripherals HAL Message Receive

Middleware

Trace, Sensors Manager, Sample,

Emergency Manager, Commands Manager,

System Control Manager, Async Events,

Connection Manager

Application Application Manager

The layers of the system stack and most part of the application will remain the same. The objective is

to port it to an entirely new Hardware. This will require that the parts highlighted in red in Figure 3.8 are

reformulated.
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This chapter reflects the hardware and software development stage, which was based on the system

requirements with the goal of converting these into reality.

4.1 Hardware

In this section, the hardware development for a custom PCB is described. The purpose of this board

is to have a device that is specifically designed for the application to lower power consumption. Altium

Designer [68] was the chosen tool for the development of the customized board. It is one of the industry’s

leading PCB design software.

4.1.1 Schematic

The first step entails designing the circuit that will be integrated into the PCB while taking into ac-

count the previously established architectural layout (Figure 4.1). One needs to select the project-specific

components while also checking the market for their availability. The majority of external devices used

already have an Altium footprint available in the Altium Library Loader [69]. A footprint in PCB design

is a layout for an electronic component that will eventually be soldered there. Every component that is

soldered onto a printed circuit board requires a footprint, whether it is a through-hole connector, a surface

mount capacitor, or any other component. The devices that lack a schematic symbol and a footprint need

to be created. To accomplish this, it is necessary to verify the dimensions and pinout of the component

and use Altium’s functionalities in order to create the device’s footprint.

Figure 4.1: Architectural layout.
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LBAD0ZZ1SE

One of the main challenges of designing a custom board that would accommodate the Murata type1SE

was the little information available, since it is a fairly recent chip. A few documents were consulted as a

reference for the schematic design. These include ”Type1SC Hardware Design Guidelines” [56] and the

Type1SE datasheet [70]. This datasheet is still very brief. The only information or guidance available was

the short information about the GPIO in its datasheet and the hardware design guidelines for type1SC

(which is incorporated in type1SE). However, there were no hardware design guidelines for Type1SE.

The document that gave more insight on how to design hardware for the module was the schematic of

B-L462E-CELL1 Discovery from ST [71]. By consulting this document along with the two documents men-

tioned above, it was possible to reverse-engineer what the module needed regarding hardware protections

versus which protections the module already had inside and what connections were needed.

In Figure 4.2, one can see the Type1SE pinout. It has 126 pins. The microcontroller and some other

components were found in the Altium Library Loader.

Figure 4.2: Type1SE.

A capacitor is positioned next to each source pin in every chip, so the microcontroller chip is not an
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exception; for example, Figure 4.3 shows four decoupling capacitors A decoupling capacitor is a passive

part with the ability to store energy locally. It takes some time to charge and discharge due to the nature

of the device. By supplying adequate DC supply, it prevents abrupt voltage changes, hence safeguarding

the system or IC. The dimensions of decoupling capacitors come in standardized values.

Figure 4.3: Capacitors.

In order to program and debug the device, a JTAG interface is needed. In Figure 4.4, one can see the

interface for this purpose. It consists of a simple five pin connector: one for power, one for ground, two

for TMS (Test Mode Select) and TCK (Test Clock), pins PA14 and PA13 respectively, and a last one for the

STM reset that is also connected to a switch button.

Figure 4.4: Programmer Interface.

Sensors and EEPROM

All four sensors were chosen for their digital interface and low power consumption. The board design

was simplified by using I2C as the sensor’s communication protocol, requiring only the sharing of the two

communication lines (SDA and SCL). The sensors and the EEPROM are powered by 1.8V and each one

has an interrupt line. Any I/O pin will typically have pull-up resistors associated when they are open-drain.

All open drain I/Os require the use of an external pull-up or pull-down resistor to keep the digital output in
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a defined logic state. The SDA and SCL lines are no exception so they have their corresponding pull-up

resistors.

Figure 4.5: Sensors ans EEPROM Sheet.

SIM Card

The application requires a socket for an external SIM card. A sim card socket is always exposed to

electrostatic discharge (ESD), since it will be in contact with the user. This way, it is important that the

device has the ability to resist these effects, avoiding damage. ESD can be carried as a transient voltage

or radiated due to its fast rise time that can cause the application to behave erratically by interacting with

other signals. Printed circuit boards must be shielded against electrostatic discharge. The protections for

this purpose can be seen in Figure 4.6, highlighted in green, where the NSQA6V8AW5T2G is a Transient

Voltage Surge Suppressor (TVSS) with a low leakage current of less than 1 µA and a RC circuit that is also

meant to protect against ESD discharges.
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Figure 4.6: Sim card circuit.

Power

In the power section of the schematics one of the main points is the TPS7A02. It is an ultra-small,

ultra-low quiescent current low-dropout linear regulator (LDO). It will guarantee the 1.8 V part of the circuit

has the intended source voltage.

The capacitors present in this circuit are meant to absorb noise in the signal. The jumper, JP2, is a

testpoint for consumption measurements and to ensure the LDO stability.

Figure 4.7: Power Sheet.

4.1.2 Layout

A good layout holds the most accountability of a good PCB design. Therefore, the layout stage is one

of the most crucial stages of designing a PCB. The layout entails placing the devices in a defined area

with the desired PCB dimensions. The devices are positioned inside the PCB’s boundaries according to

the designer’s preferences, making it possible for different layouts to use the same components. Certain

connections between the devices require to be placed close to one another, however even in this case,
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several layouts can be created.

Signal Integrity

The integrity of a signal on a PCB can be compromised by a variety of interferences, and the higher

the rise time of the signal, the more susceptible it is to these issues. These interferences include ground

bounce, impedance mismatches, electromagnetic coupling or crosstalk, for example. These disturbances

will reduce the signal’s quality whichmay result in transmission errors if they are not managed. Inconsistent

signals can manifest as difficult-to-diagnose occasional issues or complete system failure.

A high-speed signal may overwhelm a lower-speed signal if they are routed too closely together.

Crosstalk between signals may lead to interference inside the system since the weaker signal may be

influenced by the stronger one rather than conveying its intended waveform. This is not unique to traces

that are routed next to one another; it can also occur between different layers of the same board.

The board was designed to have two copper layers. In this case, a circuit layout is imprinted on both

sides of a two-layer PCB, making handling crossed signals simpler. This is the first option considered

for manufacturing using bigger plated through holes and vias to install components. A higher number of

layers was not needed for this application.

The back layer of the PCB is primarily a ground surface in this instance, with only a few short traces

or localized power planes. The goal is to maintain a ground plane underneath every signal.

Component Placement

For the placement of the components the following aspects were taken in consideration:

• Components should be arranged according to functionality. For instance, as long as it

was possible, communication related components were confined to their own space in the board

and power management components were also placed in their own block. As a general rule, the

loudest signals should not be close to the most delicate ones. Additionally, one has better control

over the return path of components these are arranged according to their function.

• There should be space for routing. Smaller PCBs are necessary for many electronics appli-

cations, nevertheless many times there is an ideal size one must adhere to, or else routing every

trace will prove to be difficult. When positioning components, especially those close to when with a

lot of pins (as is the case of the Type1SE), it was important to make sure there was enough space

for copper traces to pass through.
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• Board-to-wire connectors should be kept close to the board’s edge. Not only does it appear

ordered, but positioning connectors close to the edge also avoids accidental contact with other PCB

components and makes their use easier.

In Figure 4.8, it is possible to see a 2D representation of the board, more specifically of the board

components placing and corresponding pads and holes.

(a) Upper Layer. (b) Bottom Layer.

Figure 4.8: Components and their holes and pads.

Polygon Pours

Polygons give a straightforward technique to control power and ground distribution over a complex PCB.

Polygons are sections of the PCB that are filled or flooded with copper. They are also known as copper pours

or polygon pours [72]. This zone is poured around existing components and traces, resulting in a copper-

filled region with predefined clearance. Polygons should not be left floating and should be connected to a

ground net to ensure isolation. The polygons in the customized board are depicted in Figure 4.9.
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(a) Top Layer. (b) Bottom Layer.

Figure 4.9: Polygons.

In the two figures above, one can see both layers of the PCB filled with copper. This polygons are both

connected to ground. Because of the presence of other tracks, pads, and so on, there may be sections of

a polygon that are completely isolated from the connected net when it is poured. These areas are called

dead copper and should be removed.

In Figure 4.10, it was needed to cut part of the copper plane in order to protect the circuit from ESD.

By cutting the copper around the SIM socket it will further ensure the protection of the circuit from the

possible discharges that will happen when the user touches the socket.

Figure 4.10: Copper Cutout Around Sim Card Socket
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Clearance Rules

Several clearance rules were created for this design depending on electrical characteristics of the

signals. The general rule applied to the layout was a clearance of 8 mil. For the ’3V’ net and the ’NetBT2_1’

net (linked to the battery) the clearance was set to 20 mil. For ’NetC10_2’ net (around the sim card socket)

the clearance was set to 50 mil.

Routing

After all components are placed it is time to connect the pins. As shown in Figure 4.11, signals on the

top layer are represented in red and on the bottom they are represented in blue. If a connection needs

to be made between the top layer and the bottom layer, this connection between is enabled by a metal

hole (via) that allows the conduction of electricity between the upper and lower tracks. Oftentimes, the

connection between layers is necessary to prevent the overlap of the traces.

(a) Top Layer. (b) Bottom Layer.

Figure 4.11: Traces.

A good practice is to make traces horizontal in the upper layer and mostly vertical in the bottom layer.

This is to avoid a phenomenon called ”Crosstalk”. Crosstalk happens when there is an undesirable

electromagnetic coupling between traces on a PCB. This coupling results in the overriding of one signal in

a trace by another, even though the two traces are not physically connected. This can happen within the

same layer or even between different layers. The bigger the overlap area, greater the interference is. This

phenomenon is known as broadside coupling, and it occurs because the two signal layers are separated

by only a very thin layer of core material. To prevent this, the orientation of the traces in upper and bottom
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layers should be different. If two traces run parallel to each other across two layers, the overlap is greater

than that of two perpendicular traces. In Figure 4.12, it is illustrated how crosstalk happens (on the left)

and how it can be avoided (on the right).

Figure 4.12: Cross Talking.

To avoid cross talking from occurring within the same layer, one should pay attention to the space

between traces, as show in Figure 4.13.

Figure 4.13: Trace Spacing.

Proper Return Path and Via Stitching

A return path of current is the path current follows when it returns to its origin. When a signal is sent

from its origin and arrives at its destination, it will desire to return to its source. This is because of the

conservation energy principle. The return path is always the shortest trip back through the path of least

resistance. This is a fundamental rule of circuit design.

Sometimes the return path can be affected as illustrated in the left side of Figure 4.14. What happens

in this cases is that, even with a ground plane on both layers of the PCB, the path of return will be affected

if there is no copper connecting the top and bottom ground plane, resulting in no proper path for the signal

to return.
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The solution in this cases is via stitching. Via stitching is a method for connecting bigger copper

areas across multiple layers, effectively forming a solid vertical connection through the board structure

and preserving low impedance and short return loops [73]. Areas of copper that may otherwise be cut off

from their net can also be connected to that net via stitching.

Figure 4.14: Proper Return Path.

Other problem that via stitching solves is ground plane discontinuity which can be observed in Figure

4.15. Because allowing return current to flow is the ground plane’s primary function, there should be as

few interruptions as possible.

Figure 4.15: Via Stitching and Ground Continuity.

4.1.3 Implementation

A printed circuit board (PCB) was designed to produce an end device that is low-power, inexpensive,

and has NB-IoT capabilities. In Figure 4.16, it is possible to see a 3D animated representation of what the

final product looks like.
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(a) Top Layer. (b) Bottom Layer.

Figure 4.16: 3D PCB Representation.

The dimensions of the board are 57 mm × 59 mm with all modules integrated, not needing external

connectors to function. Figure 4.17 shows the printed circuit board without any soldered components.

Figure 4.17: Printed Circuit Board.

Due to chip shortages and delivery delays of the Type1SE module it was not possible to implement

and test the PCB on time, even though every other component arrived and was soldered. It was even

attempted to remove the module from the discovery kit so that it could be soldered onto the PCB, however

this attempt was unsuccessful.
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BoM

Bill of Materials (BoM) is a list of the materials used in the schematics. BoM is generated automatically

by the software, with the manufacturer and a reference for each product added. This step is crucial for

determining whether the chosen electronic devices are offered by common electronic service providers

because, even if a device has an online user manual, it doesn’t necessarily mean it is available on the

market. By choosing the suppliers, it is possible to calculate the cost of the PCB with the components and

create an order at the same time. The BOM, or list of the number of devices, suppliers, and references,

may be found in Appendix B.
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4.2 Software

As already mentioned in the previous chapters, the software developed in the scope of this dissertation

had for its basis the work developed in [49]. The main goal of this dissertation is to study the already

developed Link4S application and port it to work with the newMCU andmodem that constitute the Type1SE

module.

Since the code has an abstraction layer, ”HAL Wrapper”, the portability between STM platforms is

easier. This layer is responsible for abstracting even more the already abstracted hardware in Hardware

Abstraction Layer (HAL), which is developed by ST. Despite the many benefits of this abstraction layer, there

are still undeniable differences between the MCUs and the modems that need to be considered and new

code will need to be developed for the application to function properly with the new hardware. Furthermore,

the module used in this work is recent, which made the refactoring process more challenging.

This section is dedicated to the software developed to reach the goal of porting the application to the

new hardware. The alterations mentioned in the section 3.2.3 will be further explained in this section.

4.2.1 Configurations of the MCU

A STM32CubeMX project serves as the foundation for the software developed. All project configura-

tions are set through the STM32CubeMx tool. The board’s pin configurations are shown in Figure 4.18.

The specific pins (such as power supply or BOOT) that are highlighted in yellow or light green are not

accessible as peripheral signals. The pins in green are the ones that are set up.

Figure 4.18: STM32CubeMX MCU pins configuration.
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The STM32CubeMX tool’s clock configuration menu was used to modify the operating clock frequency

as needed. The options available for the MCU selected are shown in Figure 4.19. The several clock sources

for the system clock and the two multiplexers (mux) that let users choose the source clock for the RTC and

the system clock are highlighted in green. MSI was chosen for System Clock. For the RTC the LSE clock

was selected.

Figure 4.19: STM32CubeMX MCU clock configuration.

The C code project is generated once all settings have been established. Keil µVision was the chosen

IDE because of prior work history with this tool and its extensive debugging capabilities for STMicroelec-

tronics MCUs.

In Figure 4.20, one can see some of the system interrupts. The Pendable request for system service

and the System tick timer interrupts were disabled for the integration of the ThreadX OS, which is further

explained in section 4.2.2.
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Figure 4.20: STM32CubeMX MCU pins configuration.

4.2.2 Azure RTOS ThreadX

This section focuses on Azure RTOS ThreadX, the OS that was selected for this system. An overview

of how it functions will be provided in the first part. The subsequent parts will then go over how ThreadX

was validated and ported to the STM32L462RE.

Overview

ThreadX enters its thread scheduling loop after initialization is finished. All program execution that

occurs between processor reset and the start of the thread scheduling loop is considered initialization.

The scheduling loop searches for an application thread that is prepared to run. ThreadX gives control to

a ready thread after it has been located. When a thread is ended (or another thread with a higher priority

becomes available), execution switches back to the thread scheduling loop to identify the next available

thread with the highest priority. The most prevalent method of program execution in ThreadX applications

is the technique of continuously scheduling and running threads, as depicted in Figure 4.21.

Initialization

Hardware Reset

Thread Execution

Interrupt Service
Routines Application Timers

Figure 4.21: ThreadX Execution (Adapted from [74]).
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Initialization

It is essential to comprehend how an RTOS initializes, especially if it needs to be ported to a different

architecture. As shown in Figure 4.22, the kernel’s initialization procedure is broken down into six parts:

System Reset
Vector

entry point

development tool
initialization

main()

tx_kernel_enter(mem_ptr)


tx_application_define()


thread scheculing
loop


1

2

3

4

5

6

Figure 4.22: ThreadX Initialization (Adapted from [74]).

1. Reset logic is a function that is common to all microprocessors. The address of the application’s

entry point is acquired from a specific memory region when a reset takes place. The CPU transmits

control to the entry point after retrieving it. The application entry point is typically provided by the

development tools and is frequently written in native assembly code.

2. The development tool’s high-level initialization takes over once the low-level initialization is finished.

Usually, initialized global and static C variables are set up in this stage.

3. Control is passed to the main function after the development tool initialization is finished. The

application is in charge of the following events at this stage.

4. The entry into ThreadX, tx_kernel_enter, is usually only called by the main function in most pro-

grams. Applications can, however, carry out preparatory processing before entering ThreadX (often
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for hardware startup). Prior to invoking the tx_application_define function for the application, the

entry function coordinates initialization of different internal ThreadX data structures.

5. All of the initial application threads, queues, semaphores, mutexes, event flags, memory pools, and

timers are defined by the tx_application_define function. All resources for the initial application,

nevertheless, are defined here. There is only one input argument for the tx_application_define

function, which is the first RAM address that is available.

6. Control is passed to the thread scheduling loop after tx_application_define has finished returning.

The initialization process is now complete.

ThreadX Porting

Firstly, one needs to add the ThreadX source code [75] to the project. This source code is organized in

several folders. There is a main folder called ”threadx” and, inside this one, there are three subfolders:

common, ports and samples. The code necessary to import to the project is the common folder and its

contents and the port folder specific for the given case is cortexm4 > ac5 (AC5 compiler), as depicted in

Figure 4.23.

threadx

common ports samples

inc src cortexm0

cortexm4

...

ac5

ac6

inc

src

...

others ...

Figure 4.23: Threadx folder organization.
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Unlike other similar RTOS, ThreadX is designed in a way that makes supporting multiple architectures

considerably simpler. The API in ThreadX is totally unrelated to the hardware below. Therefore, just the

kernel files and the tx_port header inside the ports folder need to be changed in order to migrate to a

different architecture.

To port TreadX to the application one had to:

1. Remove the original stm32l4xx_it.c PendSV and Systick Interrupt service function, by comment-

ing or by setting the configurations in MxCube, as seen in Figure 4.20, since these will be sub-

stituted by __tx_PendSVHandler and systick_cycles (declared in main as (SystemCoreClock /

TX_TIMER_TICKS_PER_SECOND) - 1), respectively.

2. The tx_initialize_low_level.s file is used to define a portion of the interrupt processing function,

establish the system pulse, initialize the stack address and vector table, and configure the interrupt

priority. However, some of these functions are already in the starting file, startup_stm32l462xx.s.

This way it is important to manage and eliminate any conflicts.

In Code 4.1, one can see some configurations implemented by _tx_initialize_low_level(), namely the

configuration of the interrupt vector table, the adress of the system stack pointer and the SysTick.

; /* Setup Vector Table Offset Register. */
;

MOV r0, #0xE000E000 ; Build address of NVIC
registers
LDR r1, =__tx_vectors ; Pickup address of
vector table
STR r1, [r0, #0xD08] ; Set vector table
address

;
; /* Set system stack pointer from vector value. */
;

LDR r0, =_tx_thread_system_stack_ptr ; Build address of
system stack pointer
LDR r1, =__tx_vectors ; Pickup address of
vector table
LDR r1, [r1] ; Pickup reset stack
pointer
STR r1, [r0] ; Save system stack
pointer

; /* Configure SysTick. */
MOV r0, #0xE000E000 ; Build address of NVIC
registers
LDR r1, =systick_cycles

LDR r1, [r1]
STR r1, [r0, #0x14] ; Setup SysTick Reload
Value
MOV r1, #0x7 ; Build SysTick Control
Enable Value
STR r1, [r0, #0x10] ; Setup SysTick Control

Code 4.1: Part of the startup_stm32l462xx.s file code.
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4.2.3 Modem

One of the main changes to the architecture of the device was the modem. In the previous application

the modem was a Quectel BC66 and in this application it is Murata Type1SC. While some of the commands

and part of the structure associated with the Modem code remained the same, there were several changes

that needed to be made.

Initialization

One of those changes was to the peripherals initialization in the main(), as shown in Code 4.2. In order

for the modem to work, the functions ”TYPE1SC_close_channel()” and ”TYPE1SC_open_channel()” need

to come after GPIO initialization and before the initialization of the USART responsible for the communica-

tions between the modem and the MCU, in this case USART3.

/* Initialize all configured peripherals */
MX_GPIO_Init();
TYPE1SC_close_channel(); // these two functions need to be
TYPE1SC_open_channel(); // before MX_USART3_UART_Init();
MX_USART3_UART_Init();
MX_RTC_Init();
MX_I2C1_Init();
MX_AES_Init();
MX_CRC_Init();
MX_I2C3_Init();
MX_LPTIM1_Init();
MX_TIM6_Init();
MX_USART1_UART_Init();

Code 4.2: Peripherals Initialization.

The ”TYPE1SC_close_channel()” function is responsible for setting the data terminal ready (DTR),

which is the pin PC8, to low. The corresponding fluxogram is shown in Figure 4.24.

HAL_Delay(150)

Set HOST_TO_MODEM to LOW 

Return success

TYPE1SC_close_channel()

Figure 4.24: TYPE1SC_close_channel fluxogram.

The ”TYPE1SC_open_channel()” function is responsible for setting the data terminal ready (DTR),
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which is the pin PC8, to high. The corresponding fluxogram is show in Figure 4.25.

On the front of many external modems are LED indications, one of which is TR (”terminal ready”).

The DTR pin’s status is tracked by it. When DTR is high, the LED is on, and when it is low, it is off.

count < count_max

HAL_Delay(count_delay)

count++



HOST_RX set to LOW


?


Y

Y

N

N

HOST_RX pin configuration

Return success

TYPE1SC_open_channel()

Return error

Set HOST_TO_MODEM to HIGH

Initialize count, count_max and
count_delay

Figure 4.25: TYPE1SC_open_channel fluxogram.

Modem Configurations

After being initialized, the modem needs to be configured to work according to the application’s needs.

This happens in configModem_e function. In this function: the modem is configured to work at a 9600

bps baud rate; PDP context and authentication are defined; the preferred Radio Access Technology (RAT)

list is set to ”NBIOT”; power saving methods specific to the modem are configured here, in the case of the

network used only PSM is available.
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Sockets

In Figure 4.26, the three different socket states possible for this modem are represented.

These states are: closed, allocated and connected.

CONNECTED CLOSED

ALLOCATED

ALLOCATEACTIVATE

DELETE

DELETEDEACTIVATE

FASTSEND

Figure 4.26: Socket States (Adapted from [76]).

Regarding the AT commands, the structure of the commands and their functionalities is in some cases

vastly different from the previous modem, making it mandatory for the structure of the code to change, as

for example the data processing. Some examples of these situations are the parsing of the date sent by

the modem to the MCU to update the RTC or the parsing of the messages.

Create and Open Socket

When using sockets for communication, there is the need to first create a socket. This socket can use

either TCP or UDP. The creation of the socket is made through the AT command:

”AT%SOCKETCMD=”ALLOCATE”,<SessionID>,”UDP”,”OPEN”,<IP>, <Destination UDP/TCP port>,

<Source UDP/TCP port>”.

After the socket is created, it is still not ready to send or receive data. It needs to be activated through

the AT command ”AT%SOCKETCMD=”ACTIVATE”,<id>”, as shown in the Code 4.3.

status_et modemOpenSocket_e(uint8_t socket_u8 , const char* ip_addr_cc ,
const char* dest_port_cc , const char*

src_port_cc){
status_et status_e;
unsigned long actual_flags_ul;

/* Using status_e as command message length*/

/* open UDP socket with local port */
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status_e = (status_et)snprintf(m_tx_ac, CMD_STR_SIZE , "AT%%SOCKETCMD=\"
ALLOCATE\",0,\"UDP\",\"OPEN\",\"%s\",%s,%s", ip_addr_cc , dest_port_cc ,
src_port_cc);

/* Clean event flags */
tx_event_flags_get(&m_eventflags , socket_open_ef|error_ef,

TX_OR_CLEAR , &actual_flags_ul , TX_NO_WAIT);

status_e = checkRcv_e(m_tx_ac, status_e , 2000);
if (status_e != success){

return status_e;
}
socket = nb_iot.last_msg[0];
status_e = (status_et)snprintf(m_tx_ac, CMD_STR_SIZE , "AT%%SOCKETCMD=\"
ACTIVATE\",%c", nb_iot.last_msg[0]);

status_e = checkRcv_e(m_tx_ac, status_e , 2000);
if (status_e != success){

return status_e;
}

return success;
}

Code 4.3: Open Socket.

Send and Receive Data

In order to interpret the AT commands that are received, the application has a switch case that checks if

a keyword of the AT command was received and then proceeds to treat it accordingly. Some of the keywords

are for example: ”OK”, ”ERROR”, ”PINGCMD”, ”SOCKETEV”, ”SOCKETDATA”, ”SOCKETCMD”, etc.

Unlike the modem used in the previous application, this modem has the same AT command for

both sending and receiving data through a socket. The AT command ”AT%SOCKETDATA” is used in both

situations. This creates the need to distinguish when an AT command response is to confirm data was

sent and when it contains a message.

To solve this problem a flag was created. This flag is called ”msg_rcv_ef” and it is set every time

the modem sends a request to read any available message it might have received. When the keyword

”SOCKETDATA” is detected, the application proceeds to check if this flag is active. If this is the case,

it means a message was received and the program will save it. If this is not the case, it means it is

information regarding the arrival of the data sent by the device itself. An illustration of this decision-making

process is displayed in Figure 4.27. Also, the corresponding code snippet is shown in Code 4.4.
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SOCKETDATA_CMD

MESSAGE RECEIVED MESSAGE SENT

msg_rcv_ef = 1 msg_rcv_ef != 1

Figure 4.27: SOCKETDATA - AT command processing.

case SOCKETDATA_CMD:
if ((circStrstr((const char*)m_rx_au8,"SOCKETDATA", begin_i_u32 ,
M_RX_BUFFER_SIZE) != NULL)){

/*CHECK IF "SOCKECTDATA="RECEIVE",..." WAS ALREADY SENT*/
status_e = (status_et)tx_event_flags_get(&m_eventflags , msg_rcv_ef ,

TX_OR_CLEAR , &actual_flags_ul , MS_TO_TICKS(3000));

if(status_e == success){
//Murata modem answer --> \%SOCKETDATA:<socket_id >[,<rlength>,<more

Data>[,<rdata >]] OK/ERROR

char *ptr_pc;
token_pc = (char*)&m_rx_au8[index_u32 + 3];

uint16_t len_rcv_u16 = TO_UINT16(circStrtoul(CHAR_PTR(m_rx_au8), &
ptr_pc, 10, begin_i_u32+(token_pc -CHAR_PTR(&m_rx_au8[begin_i_u32])),
M_RX_BUFFER_SIZE));

circStrtoul(CHAR_PTR(m_rx_au8), &ptr_pc, 10, begin_i_u32+(&ptr_pc[1]-
CHAR_PTR(&m_rx_au8[begin_i_u32])), M_RX_BUFFER_SIZE);

if(ptr_pc[0] == ',') {
circMemcpy(nb_iot.cloud_dest_pau8 + nb_iot.data_rcv_u16 , m_rx_au8,

len_rcv_u16*2, begin_i_u32+(&ptr_pc[2]-CHAR_PTR(&m_rx_au8[begin_i_u32]))
, M_RX_BUFFER_SIZE);

//len_rcv_u16*2 because data is received in hexa, so it has double
the size

/*Convert hexa to text*/
char buf = 0;
for (int i = 0; i < (len_rcv_u16*2) && (i/2 + 1) <= len_rcv_u16; i++)

{
if (i \% 2 != 0) {

nb_iot.cloud_dest_pau8[i/2] = hex_to_ascii(buf, nb_iot.
cloud_dest_pau8[i]);

}
else {
buf = nb_iot.cloud_dest_pau8[i];
}

}

nb_iot.data_rcv_u16 += len_rcv_u16;

/* Set event flag to alert URC received. */
tx_event_flags_set(&m_eventflags , rcv_data_ef , TX_OR);

}
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}
else
/*ELSE --> SENT "SOCKECTDATA="SEND",..."*/
tx_event_flags_set(&m_eventflags , send_ok_ef , TX_OR);

}
break;

Code 4.4: Switch case snippet (SOCKETDATA_CMD).

Send Data

After the socket is open, the modem is ready to send a message. The modem sends and receives

data in hexadecimal format. Because of this, it is important to convert text to hexa before sending the

data. After the data is sent, the application waits for the confirmation that the operation was successful,

otherwise it will return an error, as in Code 4.5.

status_et modemSendData_e(uint8_t socket_u8 , uint8_t *data_pu8 , uint16_t
data_len_u16){
unsigned long actual_flags_ul;
status_et status_e;

/* Clear send_ok_ef and error event flag */
tx_event_flags_get(&m_eventflags , ok_ef|error_ef, TX_OR_CLEAR , &
actual_flags_ul , TX_NO_WAIT);

status_e = (status_et)snprintf(m_tx_ac, CMD_STR_SIZE , "AT%%SOCKETDATA
=\"SEND\",1,%d,\"",data_len_u16);
writeUART_v(MODEM, (uint8_t*)m_tx_ac, status_e);

char data_pu8_hexa[2];
for(int i = 0; i<data_len_u16; i++){

sprintf(data_pu8_hexa , "%02X", data_pu8[i]);
writeUART_v(MODEM, (uint8_t*)data_pu8_hexa , 2);

}
/* Send \r\n */
writeUART_v(MODEM, (uint8_t*)"\"\r", 2);

/* Waits for OK or ERROR event flag*/
if(tx_event_flags_get(&m_eventflags , ok_ef|error_ef , TX_OR_CLEAR ,

&actual_flags_ul , MS_TO_TICKS(10000))!= TX_SUCCESS){
return timeout;

}

if((actual_flags_ul & ok_ef) == 0){
return failure;

}
return success;

}

Code 4.5: Send Data.

Get Cloud Data

In some cases where the modem receives data, it will first receive an AT command ”AT%SOCKETEV” that

will notify that there is data to be read. Afterward, the modem needs to send an AT command requesting
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to read the data: ”AT%SOCKETDATA=”RECEIVE”,...”. After making this request, the application activates

rcv_data_ef, as in Code 4.6. This way the application will know that the next command the modem

receives contains a message, as stated previously.

status_et modemGetCloudData_e(uint8_t *dest_pu8 , uint16_t* len_pu16 ,
uint16_t max_len_u16){
char* token_pc = NULL;
char *ptr_pc = NULL;
uint8_t connect_id_u8;
status_et status_e;
unsigned long actual_flags_ul;

nb_iot.cloud_dest_pau8 = dest_pu8;
nb_iot.data_rcv_u16 = 0;

status_e = (status_et)snprintf(m_tx_ac, CMD_STR_SIZE , "AT%%SOCKETDATA
=\"RECEIVE\",%d,%d",socket,nb_iot.dest_max_len_u16);

/* Clear rcv event flag*/
tx_event_flags_get(&m_eventflags , rcv_data_ef , TX_OR_CLEAR , &

actual_flags_ul , TX_NO_WAIT);

status_e = checkRcv_e(m_tx_ac, status_e , 3000);
if (status_e != success){

return status_e;
}

status_e = (status_et)tx_event_flags_get(&m_eventflags , rcv_data_ef
, TX_OR_CLEAR , &actual_flags_ul , MS_TO_TICKS(3000));

return success;
}

Code 4.6: Get Cloud Data.
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This section describes the results of some hardware and system functionality tests, as well as the power

consumption measurement. First, the systems’ functionality was tested. Following that, a brief explanation

of the equipment utilized is provided. The most relevant results will then be analyzed.

5.1 Unit Tests

The basic purpose of unit testing is to separate the smallest portion of a system from the rest and assess

whether or not it operates as expected. This is an important step in avoiding problems when merging all

modules because it reduces the extent of such faults.

5.1.1 Modem

In order to test the communication with the modem and the connection to the server, a simpler bare-

metal application was developed. This application consisted of two USARTS, USART3 (modem-MCU)

and USART1 (mcu-user). This way one could communicate with the modem and test the different AT

commands without the complexity of the final application. In Figure 5.1, it is possible to see the result of

the application on the terminal.
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(a) NOS Sim Card - NB-IoT. (b) Truphone eSIM - LTE Roaming.

Figure 5.1: Unit Test: Modem - Terminal.

On the left, the ping command is being tested for NB-IoT using the NOS SIM card. On the right, the

same test is done for LTE using the Truphone eSIM on Roaming.

5.1.2 Server Messages

Figure 5.2 and Figure 5.3 below show both messages in the server (which was developed out of the

scope of this dissertation), proving that messages are being sent and that their content has adequate data.

The first message shows the config message, that is sent after the modem is connected. Some of

the information shown by this type of message includes, for example, the sensors that are sampling,

if emergencies are on or off, the board identification and the RTC alarm interval. As one can see, the

board_id is the same as the CIMI in Figure 5.1, proving that it is the same device communicating.
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Figure 5.2: Config.

The second message (see Figure 5.3) shows the regular message, that is sent every time the RTC

alarm completes its previously set interval. This message shows the board_id and the last sensor samples

before the RTC alarm trigger, among other information.
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Figure 5.3: Regular.

5.2 Experimental Setup

In Figure 5.4 the setup used to test the power consumption is depicted. It was made up of an os-

cilloscope Tektronix MDO3012 (on the right) to capture MCU GPIO toggles from the application, and the

precise Source/Measure Unit (SMU) Keysight B2901A (on the left). The oscilloscope data was obtained

using Tektronix’s OpenChoiceDesktop program. The end-device power consumption was measured using

the Keysigh B2900 Quick IV Measurement Software, and the average current consumption was calculated,

plotted, and post-processed using Matlab.

Figure 5.4: Experimental Setup.
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5.3 Current Consumption Measurements

Current consumption measurements are shown in the present section. These consumption measure-

ments were used to understand the consumption of different operation modes of the modem and the

consumption of different application events and estimate the battery life in a later section.

5.3.1 B-L462E-CELL1 Discovery Kit

In this subsection, some consumption measurements are presented regarding the different power-

saving modes and the application events running the application on B-L462E-CELL1 Discovery Kit.

LTE-M vs NB-IoT Default vs NB-IoT with PSM

In the three following figures, Figure 5.5, Figure 5.6, and Figure 5.7, one can see the current con-

sumption of the discovery kit while running the application using different technologies and power-saving

modes available for NOS, namely: LTE-M, NB-IoT and NB-IoT with PSM. These three tests and the other

measurements shown later were executed regarding the full system running for 100 seconds on the B-

L462E-CELL1 Discovery Kit at 4 MHz, with an RTC interval of 40 seconds, which means a regular message

is sent from the modem to the server each 40s. The spikes of the graphics will be explained in greater

detail in the next subsection.

Figure 5.5 displays the discovery kit’s current consumption while the application uses LTE-M (or CATM).

Figure 5.5: CATM1 w/o PSM.
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Figure 5.6 shows the discovery kit’s current consumption while the application is being used with

NB-IoT, yet without PSM.

Figure 5.6: NB-IoT w/o PSM.

Figure 5.7 shows the discovery kit’s current consumption while the application is being used with NB-IoT

and PSM active.

Figure 5.7: NB-IoT w PSM.

It is possible to see PSM’s impact on power consumption, by comparing the three figures. If the time-
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space between regular transmissions is big enough the current draw of the application using PSM will be

less than when the application runs without PSM. Also, the characteristics of PSM are clearly noticeable in

Figure 5.7: the period of the DRX cycles is followed by an idling period (PSM) which drastically decreases

the power consumption. The use of eDRX is not available in the NOS network, henceforth it was not

possible to be tested.

5.3.2 Events Representation and Time Counting

In Figure 5.8, the orange dashed lines represent at first the initialization of the sensors and afterward

(starting at 27.18 s) they represent the sensor’s sampling every 5 seconds. It is worth noting that the

current draw resulting from the sampling of the sensors goes unnoticed since the full system is being

considered (as it is not possible to test the components separately in the Discovery Kit).

Figure 5.8: Sensors Sampling.

These figures show current spikes while the modem is being initialized, as well as the DateTime

request and configuration are transmitted through the modem. Later, the modem enters a stage where

it can receive data from the cloud and enters PSM. In Figure 5.9, the red dashed lines highlight the

transmission of a regular message, set to happen every 40 seconds, as previously stated.
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Figure 5.9: Regular Transmission.

5.4 Battery Life Estimation

To estimate the application power consumption, it is necessary to estimate the number of milliamps

hours (mAh) per day that the system uses. As a result, it may be written as the sum of the modem’s

average power consumption, the MCU’s and sensors’ average power consumption, and the battery leakage,

as shown in Equation 5.1. However, since it was not possible to test the components of the B-L462E-

CELL1 Discovery Kit individually, the equation for the discovery kit is as in Equation 5.2. The possibility of

individualized consumption measurement was one more reason for the design of the customized PCB.

QTotal = QModem[mAh] +QMCU [mAh] +QPeripherals[mAh] +QLeakage (5.1)

QTotal = QDiscovery_Kit[mAh] +QLeakage (5.2)

The capacity of a battery in milliamps hours (mAh) is equal to the current drawn from the battery in

milliamps (mA) times the time in hours (h) during which the current is drawn, as presented in Equation

5.3. Consequently, the battery life of a device can be calculated through Equation 5.4.

Q[mAh] = I[mA]× t[h] (5.3)
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Battery_life[h] =
Q[mAh]

I[mA]
(5.4)

On table 5.1, one can see the full system consumption for each of the main events of the application

running on the discovery kit. For each event, the average current consumption and duration are displayed.

The resulting average current consumption is then converted to mA.h per day based on the number of

occurrences (n) of each event and the amount of time the modem is sleeping (which is given by 24 −

Treg − Tcomp − Tsamp ). The board power consumption is the sum of each type of power consumption

per day, which is the same as summing the values of the column on the right, (1)+(2)+(3)+(4). Each type

of power consumption per day is calculated by multiplying the average current consumption (mA) by the

time (h) per day.

Table 5.1: Full System Consumption for the B-L462E-CELL1 Discovery Kit.

Event Average Current (mA) Time (s) Time (h) per day mA.h per day

Regular

Transmission
55.7 12.501 nreg×12.501

3600
(1)

Command

Transmission
61.2 10.98 ncom×10.98

3600
(2)

Sensors

Sampling
25.2 0.34 nsamp×0.34

3600
(3)

Sleep 25.1 -
Remaining

Time
(4)

Total
∑4

i=1(i)

The battery used is a Saft LM 17500, which has a 1% leakage [62]. The battery capacity (QB) in

mAh determines the average leakage current, and IL% is the annual self-leakage percentage. Equation 5.5

depicts the average leakage current consumption, which is 0.003425 mAh/day.

Ileakage =
QB×IL%
24× 365

(5.5)

Theoretically, the number of days that the system can run can be calculated by dividing the battery

capacity by the daily average, as shown in Equation 5.6.
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days =
QB

AvgDaily

(5.6)

As an example of a real-world application, the same usecase as in [49] was used for comparison.

The temperature, humidity, and light sensors will do 72 samples each, resulting in 216 samples between

transmission every 6 hours. Per day 864 samples, four regular transmissions and 0.33 command trans-

missions.

R R R R

00:00 06:00 12:00 18:00

216 samples 216 samples 216 samples

R

00:00

216 samples

72 samples 

for each sensor Total

864 samples (72 x 3 x 4)
4 regular transmissions

0.33 command transmissions (one each 3 days)

6h = 21600 s on the RTC alarm

Figure 5.10: Real-world application use case

The average daily consumption for this usecase equals 602.8729 mAh, leading to a battery life of

4.97 days, considering Saft LM 1750 battery.

The weight of the events on the estimation of the average daily consumption of the discovery kit is

represented in Figure 5.11a, while the percentage of time spent in each event is shown in Figure 5.11b.

(a) Weight of the events on power consumption. (b) Weight of the events according to their time.

Figure 5.11: Analysis of the impact of the application events on the Discovery Kit.

It is possible to conclude that sleep is the most time-consuming event. At the same time, it has the

most weight on the consumption of the discovery kit. This happens because even though Sleep consumes
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less than the other events, it still has high consumption considering it is supposed to be for a low-power

application. One can see almost a proportion between the time spent by an event and the weight it has

on the consumption of the device.

5.4.1 Battery Life Expected for Customized PCB

Even though it was not possible to measure the consumption of the customized PCB, it was possible to

estimate it by consulting the datasheets of the different components.

In table 5.2, one can see an estimate for the consumption of the customized PCB. This table specifies

the expected consumption for the various parts of the system, for example, the Type1SC modem (that is

part of Type1SE), the MCU, and the sensors. For Type1SC the value for consumption in idle is 1.7 µA,

while during transmission the PSM current draw is 33.7 mA in the worst-case scenario which will be the

value considered for all types of transmissions. Meanwhile, the MCU’s current draw when in Standby

mode is 2.08 µA and 340 µA when in Run mode (Range 2) for a clock frequency of 4 MHz. As for the

sensors, the consumptions mentioned in section 3.2.2 were considered.

Table 5.2: Expected average consumption for the customized PCB.

Average Current (mA)
Event

Sensors MCU Type1SC Total

Time

(s)

Time (h)

per day

mA.h

per day

Regular

Transmission
0.00232 0.34 33.7 34.04232 12.5010 nreg×12.501

3600
(1)

Command

Transmission
0.00232 0.34 33.7 34.04232 10.98 ncom×10.98

3600
(2)

Sensors

Sampling
0.0864 0.34 0.0017 0.4281 0.34 nsamp×0.34

3600
(3)

Sleep 0.00232 0.00208 0.0017 0.0061 -
Remaining

Time
(4)

Total
∑4

i=1(i)

The average daily consumption for the use case presented before equals 0.6879 mAh.

Since the battery life estimation is based on the component’s documentation, it is advisable to consider

an error margin. In this case, a margin of 5% was considered. The total estimation of the average daily

consumption includes not only the estimation based on the datasheets and its error margin but also

the battery leakage. Equation 5.7 gives the formula to obtain the total estimation of the average daily

consumption considering all these factors.
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AvgTotal_daily_estimated = AvgDaily_estimated × (1 + 0.05) + AvgLeakage (5.7)

According to this same equation, the total estimation of the average daily consumption obtained is

0.7257 mAh, which leads to a battery life of 4134 days or 11.33 years.

The weight of the events on the estimation of the average daily consumption is represented in Figure

5.12a, while the percentage of time spent in each event is shown in Figure 5.12b.

(a) Weight of the events on power consumption. (b) Weight of the events according to their time.

Figure 5.12: Analysis of the impact of the application events.

It is possible to conclude that the Regular Transmission has the greatest weight on the estimated power

consumption even though it is one of the less time-consuming events of the application. At the same time,

the Sleep event represents most of the application activity and is predicted to consume the least amount

of energy, contrary to what can be seen in Figure 5.11.
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It has never been more crucial to employ IoT devices to collect data that can eventually be used to feed

machine learning models or to monitor the environment. The current systems would benefit greatly from

the addition of devices powered by batteries with expanded (>10 years) lifespan, while being independent

of reticulated power, since they can collect data for many years without human intervention in remote

locations. One of the several LPWAN technologies that enables achieving this lifetime is the NB-IoT. NB-IoT

connects to the network via the existing LTE service. It can do so even in areas with low LTE coverage, like

distant or even underground locations.

One of the goals of this dissertation was to refactor the previously developed application to work with

a new MCU and modem, both integrated into Type1SE module, in order to evaluate its potential for low-

power use cases. The software was developed and tested in B-L462E-CELL1 Discovery Kit, as it has the

module Type1SE that is intended to be studied. However, as a discovery kit has several peripherals that

are not needed for the use case, a customized PCB was designed to accommodate the Type1SE and only

the necessary peripherals. Also, in order to better compare with previous versions, the PCB needs to be

as similar as possible to the hardware of previous versions, using the same battery and, if possible, the

same sensors.

The B-L462E-CELL1 Discovery Kit lifetime, when powered by a Saft LM 17500, is expected to be

around 4.97 days, with an average daily consumption of 602.8729mAh. This battery life is low, considering

it is for a low-power IoT application. This is greatly due to the fact that the board has a high number of

peripherals and electrical components that are unnecessary to the use case. Meanwhile, the estimated

battery life for the customized PCB built in this work is 4134 days or 11.33 years, with an average daily

consumption of 0.7257 mAh. Even though the estimated battery life for the customized PCB is significantly

higher than the battery life of the development kit, it is still shorter than the previously developed version

[49]. This happens for several reasons: the MCU being tested is more powerful; the modem Type1SC

consumes more energy than the previously used modem; the light sensor used in previous versions was

not available, and this sensor is more energy-consuming. Nonetheless, the estimated battery life for the

customized PCB exceeds the criteria for a battery life of more than ten years.
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6.1 Future Work

Despite the work developed throughout this dissertation, there are still certain aspects that have room

for improvement. Because of this, some areas for future development are listed below along with potential

fixes:

• Peripherals

Besides the I2C and the sensors, there are still many different peripherals that can be integrated

into the application so that it can fulfill different purposes. Also, from a hardware standpoint, new

and more optimized components are always entering the market, so it might be advantageous to

change part of it in the future.

• eSIM

Further analysis can be made regarding the power consumption and efficiency that results from

using an eSIM. Operator-related issues must be cleared out before pursuing this solution.

• Custom Board Soldering and Testing

Due to the chip shortages, there was a delay in the delivery of the Type1SE module, which made

it impossible to test the custom board. This board, as stated before, would likely produce more

interesting results and conclusions, regarding power consumption. A clear goal for the near future

is to test the power consumption for the already designed custom board and compare it with the

previous solutions.
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Figure A.1: Custom Board Schematics: Sheet 2.
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Figure A.2: Custom Board Schematics: Sheet 3.
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Figure A.3: Custom Board Schematics: Sheet 4.
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Appendix A. Schematics

Figure A.4: Custom Board Schematics: Sheet 5.
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Figure A.5: Custom Board Schematics: Sheet 6.
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Appendix B: BOM

Figure B.1: Bill of Materials.
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