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Abstract

The exponential growth of digital information that has been witnessed in recent years requires a continuous
evolution and optimization of data management systems, such as databases and storage solutions.

In order to provide efficient processing and storage capabilities for large amounts of data, data man-
agement systems must adopt different optimizations (e.g., caching, replication, data reduction) that in-
crease their complexity. As a result, developing, configuring and maintaining a data management system
becomes increasingly difficult and costly.

Tracing and analyzing the interactions and exchanges between components of these systems is funda-
mental to uncover performance, correctness and dependability issues almost unavoidable in any complex
solution. On the other hand, this presents several challenges, such as minimizing the impact on applica-
tions’ performance and storage space, improving tracing accuracy and achieving real-time analysis, that
must be explored.

With this thesis, we present a tracing and analysis pipeline capable of capturing and analyzing the 1/0
patterns of these data-centric systems in order to better understand their behavior, using LTTng as tracing
tool.

In particular, the proposed solution includes a tracing component that efficiently collects disk and
network 1/0 metrics originated by the target application. This component is the major focus of this thesis
and allows for the capture of system calls that the application executes, as well as their arguments, in a
non-intrusive and almost real-time way. The rest of the pipeline facilitates the analysis and visualization
of captured events through search queries and diagrams, allowing the user to find potential performance
and optimization problems.

In the end, we demonstrate that the proposed solution allows for the identification of inefficient and
redundant |/O patterns in production applications without causing significant impacts on the runtime

performance of the application and allowing for near real-time analysis.

Keywords analysis, data management, |/0 patterns, LTTng, performance, tracing



Resumo

0 crescimento exponencial de dados digitais a que se tem assistido nos ultimos anos exige uma evolucao
e otimizacao dos sistemas de gestdo de dados, como bases de dados e sistemas de armazenamento.

De modo a fornecer processamento e armazenamento eficaz de grandes quantidades de dados, 0s
sistemas de gestao de dados devem adotar diferentes otimizacdes (e.g., caching, replicacao, reducao de
dados) que aumenta a sua complexidade. Desta forma, desenvolver, configurar e manter um sistema de
gestao de dados tornam-se cada vez mais tarefas dificeis e dispendiosas.

Analisar as interacoes entre componentes destes sistemas é fundamental para descobrir problemas
de desempenho, correcao e confiabilidade quase inevitveis em qualquer solucao complexa. Por outro
lado, isto apresenta varios desafios, como minimizar o impacto no desempenho das aplicacdes e no
espaco de armazenamento, melhorar a precisao do tracing e alcancar analise em tempo real, que devem
ser explorados.

Com esta tese, apresentamos uma pipeline de tracing e analise capaz de capturar e analisar padroes
I/0 destes sistemas com o objetivo de melhor compreender o seu comportamento, utilizando o LTTng
como ferramenta de tracing.

Em particular, a solucdo proposta contempla uma componente que coleciona de forma eficaz os
pedidos de disco e métricas de E/S de rede originados pela aplicacao alvo. Esta componente é o foco
principal da tese e permite a captura de todas as chamadas ao sistema operativo que a aplicacdo execute,
bem como os seus argumentos, de forma nao intrusiva e quase em tempo real. O resto da pipeline facilita
a analise e visualizacao dos eventos capturados atraws de interrogacées de pesquisa e de diagramas,
permitindo ao utilizar encontrar potenciais problemas de desempenho e otimizacao.

No final, demonstramos que a solucao proposta permite identificar padrdes E/S ineficientes e redun-
dantes em aplicacdes de producdo sem causar impactos significativos na execucdo normal da aplicacao

e possibilitando analise quase em tempo real.

Palavras-chave andlise, captura, desempenho, gestdo de dados, LTTng, padrdes E/S
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Chapter 1

Introduction

The amount of digital data and the demand for its durability and dependability have grown exponentially
in recent years due to technological advances. People rely on digital information more than ever before
and this reliance will only increase in the future as consumers progressively embrace the technological
evolution. The consequence of this increasing reliance on data will be a never-ending expansion in the
amount of data that is created, captured and replicated around the world. International Data Corporation
(IDC) predicts that this value will grow from 84 zettabytes (1 zettabyte is 1 000 000 000 terabytes) in 2021
to 221 zettabytes by 2026 with an annual growth of 21.2% [39].

Data management systems, such as databases and storage solutions, must implement several opti-
mizations (e.g., caching, replication, deduplication, compression) in order to provide effective processing
and storage capabilities for large amounts of data, which increases their complexity. As a result, develop-
ing, configuring and maintaining a data management system becomes increasingly complex and expensive
[28].

Users’ lives can be affected and their trust eroded by system flaws. Consider the example of the
Boeing 737 Max accidents in 2018 and 2019. These tragic incidents were a result of a software glitch
in the Maneuvering Characteristics Augmentation System (MCAS) system. This flaw caused two separate
plane crashes, claiming the lives of 346 individuals. The MCAS software malfunction triggered the planes
to pitch downwards, ultimately leading to the catastrophic accidents [66]. This emphasizes the critical
importance of addressing software vulnerabilities to ensure safety in complex systems.

As a result, detecting and troubleshooting anomalous behavior in a timely and effective manner is
crucial to ensure that services are trustworthy [59]. However, modern applications interact with the rest of
the system in complex and volatile ways, making it difficult to understand and analyze their behavior [2].

The oldest and most commonly used tools to understand and analyze application’s behavior are de-
buggers (e.g., GNU Debugger (GDBY)). They can assist the developer in finding and fixing bugs, but they are

unable to help in discovering performance issues or understanding the application’s multiple interactions



with the Operating System (OS) and the outside world. On the other hand, profilers are tools that can
be used to discover performance issues. These tools are important to understand where the system’s
performance is affected. However, they do not provide any indication of the cause of the performance
loss at any particular time. To do so, it would be essential to look into the execution history as well as the
overall context and status of the applications. This is where tracingis useful. Tracers, which work similarly
to a tape recorder collecting executions’ events, help developers to understand what is happening in a
running application [53].

Therefore, the tasks of understanding and analyzing application’s behavior can be helped by trac-
ing and analysis frameworks, which allow for the monitoring of applications requests as they propagate
over a distributed system, providing useful insights into how the system’s state develops over time [28],
making them almost unavoidable for developers and maintainers to work with. Tracing and analysis are

fundamental to find performance bottlenecks, security vulnerabilities, malicious behavior, etc. [2].

1.1 Problem statement

Tracing tools are widely available in today’s Linux distributions (strace [45], Iltrace [11], ebpf[23], LTTng
[53], ftrace [62], gperftools [34], dyninst [8] etc.). However, current tools often come with various prob-
lems:

Intrusion. Many tracing tools require changing the application’s source code or adding binary instru-
mentation. However, application code is often not available, making it impossible to use these tracers. This
intrusive approach increases the complexity of the tracer setup for developers and maintainers, making it
as difficult as the application’s complexity [28].

Performance impact. It is impossible to build a tracer that does not affect the system’s perfor-
mance. However, this can be problematic if the user perceives the impact or if the overhead changes the
behavior of the application, making the tracer unrealistic and inappropriate for production environments
[2]. This effect is proportional to the number of events registered by the tracer, as well as the amount of
data collected by it. If there are several collection points and/or large quantities of data being gathered,
it might result in considerable overheads in terms of performance and resource usage (e.g., RAM, CPU,
storage) [28]. As a result, a balance must be struck between the system capacity, the number of collection
points and the amount of information collected.

Scope. The scope at which data is collected is relevant. Collecting information at the user space

level provides more precise data about the application, but increases the number of events gathered and



implies more intrusive solutions [9]. Capturing data at the kernel level, on the other hand, is less invasive,
but less accurate (i.e., contains less information). Therefore, it is important to find a balance that allows
for collecting relevant data on the execution of the target application without being intrusive (e.g., capturing
and analyzing system calls).

File system impact. Most of the current tracers save the trace results in disk. This means that all
captured events are stored in a file, resulting in files that are too large and introducing overhead in the
file system. Therefore, the ability to filter events or the exploration of new types of storage (e.g., efficient
databases) is necessary.

Complexity of results. The use of a tracing tool, by itself, does not allow the user to obtain a
complete view and easy understanding of the execution of a certain system. This is due to the complexity
and the enormous amount of data resulting from the events captured by the tracing tool. In order to
address this, these tools should be combined with an analysis pipeline to automate and facilitate the
reading and understanding of the results obtained.

Analysis timing. The ideal scenario would allow the analysis and visualization of applications’ be-
havior during their execution, that is, without waiting for the end of the execution. However, this approach
requires events to be sent to a specific analysis pipeline during the execution of the application, which

impacts the performance of the application being traced.

1.2 Objectives and contributions

This thesis aims to assist in the development, configuration and maintenance of data management systems
by presenting a new tool for capturing and analyzing |/ O patterns of complex systems to better understand
their behavior.

Taking into account the issues raised in 1.1, the solution must be non-intrusive, meaning that no
changes to the target application’s source code are required; have minimal performance impact and use
as few storage resources as possible, making it suitable to run in production environments; and provide a
way to analyze and visualize the tracing results in near real-time.

To achieve this goal, this thesis explores the LTTng tool to provide a non-intrusive and low-overhead
solution [53]. LTTng is used to capture the I/0 requests of the target application at the system call level,
providing a view of the requests executed by the application. Additionally, our solution integrates the LTTng
tracer with an analysis pipeline, using the ELK stack, which includes Elasticsearch and Kibana, to automate

the process of storing, correlating, analyzing, and visualizing the obtained data [25].



Hence, a new plugin for Babeltrace, which is a trace processing framework used for analyzing and
converting trace data from various sources and formats [6]), was developed to send the data collected by
the tracer to Elasticsearch in near realtime, taking advantage of LTTng's [53] live mode.

To validate the proposed solution, performance tests were conducted on the various introduced com-
ponents, and two real-world applications were traced and analyzed. This allowed us to assess the perfor-
mance of the solution and validate its usefulness in real-world case studies.

Through the conducted tests, we have demonstrated that the presented solution does not cause signif-
icant impacts on the normal execution of applications and allows for near real-time analysis. Additionally,
we have shown that the solution enables not only understanding the execution of a real-world applica-
tion, but also identifying potential performance issues through undesired |/0O patterns. We have also
demonstrated that our solution can be used to assist in identifying the root cause of reported performance

problems in real-world applications.

1.3 Document structure

Chapter 2 presents a comprehensive study on tracing tools and tracing and analysis pipelines. Related
works are also addressed, along with examples of alternative solutions to LTTng and tracing and analysis
pipelines. Additionally, at the end of the chapter, a discussion is presented highlighting the advantages
and disadvantages of the alternatives compared to LTTng, as well as the distinguishing elements between
the proposed solution and all the related work.

Next is Chapter 3, which presents the principles followed in the design of the proposed solution, as
well as the architecture and important aspects of its implementation.

In Chapter 4, we present evidence of the usefulness of our solution through the execution of test sce-
narios. This chapter provides an overview of the test setup, the methodology employed, and a description
of each executed test case. Following the functional tests, a brief discussion is provided, gathering the
facts that demonstrate the utility of the proposed solution in this thesis.

In the final chapter, Chapter 5, a conclusion of the work carried out in this thesis is presented. Further,

future work is proposed to enhance the presented solution.



Chapter 2

State of the Art

The use of tracing and analysis pipelines has become increasingly prevalent in the analysis and optimiza-
tion of complex systems. As a result, a large number of research has been dedicated to the development
of efficient and effective methods for tracing, analysis, and visualization.

In this chapter, we provide a comprehensive review of the current state of the art in this field. We begin
by outlining the key challenges and open questions that remain in trace-based analysis, including issues
related to scalability, accuracy, and interpretability. Next, we explore multiple methods and approaches

that have been proposed for tracing, analysis, and visualization, discussing their strengths and limitations.

2.1 Background

Monitoring a system’s performance and security is critical throughout its lifetime. It assists developers
in testing and understanding efficiency problems early in the implementation process, allowing them to
improve the implemented solution. During the deployment phase, it assists administrators in identifying
and predicting potential bottlenecks in the system, allowing them to make judgments on possible changes
to the configuration to improve its performance and security. After deployment, in the support phase,
when customers report an issue, it assists maintainers in observing and understanding the cause of the
problem, minimizing wasted time and increasing efficiency in the problem identification process [68].
Software tracing is an effective method of recording information about the execution of a program. It
is used by programmers, system administrators and technical support employees to diagnose problems,
improve application performance, and get a better knowledge of system behavior. Tracing is important for
analyzing/debugging applications that include multiple processes interacting with the operating system
and with one another (e.g., web servers, databases, telecommunications systems, storage systems, etc.).
Tracers often capture events that occur frequently. Thus, tracers must be tuned to handle large volumes

of data while having the least influence on system performance [69].



Merely capturing information using tracing tools is insufficient to achieve a thorough understanding
of complex systems. As aforementioned, tracing tools must be complemented with data analysis and
visualization tools to facilitate the interpretation and comprehension of the large volume of collected data.
Consequently, it is necessary to integrate the tracing tool into an analysis pipeline that simplifies and
automates the processing and analysis of data obtained through tracing.

Analysis pipelines, which are responsible for analyzing and presenting the results in a visual and
summarized way, make it easier for consumers to employ tracing tools. These pipelines automate the
tracing process by passing the tracer's captured results to the analysis component, which then passes
the information to the visualization component, where the final results are displayed, thus serving as a

supplement to the tracers and improving the usability and effectiveness of the tracing process.

2.1.1 Tracing tools

Tracing tools are a reliable and efficient method of debugging and reverse engineering complex systems.
Many tracers have arisen during the last decade, covering all layers of the software stack and even reaching
the hardware level (e.g., Intel VTune Profiler [38]).

In general, tracing is a method for intercepting and recording events generated by applications, such
as functions invoked by the application. Typically, function handlers (known as probes) are attached to
points of interest (e.g., system call tracepoints) to be invoked whenever an event reach these (e.g., when
a system call is called). These probes are responsible for collecting the desired data about the event that
occurred, such as timestamps, event type and/or arguments [33].

Tracepoints are points of interest located in strategic points of the code (e.g., throughout the kernel)
that provide a hook for invoking a probe. These tracepoints can be turned on or off (i.e., connected to the
probe or not). When a tracepoint is off, it has no performance impact on the traced system other than to
add a tiny time and space penalty for checking conditions. On the other hand, when the tracepoint is on,
the probe is called whenever it is reached [18]. Probes connected with tracepoints should be low cost to

avoid large overheads and have no influence on applications’ performance.

Dynamic and static instrumentation

Tracepoints can be set either at compile time (statically) or during runtime (dynamically). In static in-
strumentation, the instrumentation code is injected into the binary at build time, and the location of the
tracepoints is known beforehand. On the other hand, in dynamic instrumentation, this instrumentation

code is injected during runtime by following user-defined points. Dynamic tracing is frequently misun-



derstood with dynamic instrumentation, however dynamic tracing means that tracing can be enabled or
disabled at runtime, and it can support both static and dynamic instrumentation [33].

A static instrumentation example is having each function call of an application preceded by a call to
a common tracing probe. In other words, the binary contains explicit calls to a specific probe upon each
function entry (or exit). This may be accomplished by using the —pg flag on GCC, which generates a binary
with the mcount routine call as a preamble for each function [32]. Hence, whenever the application invoke
a function, the mcount probe will be called and executed.

Trap-based instrumentation is an example of a dynamic instrumentation mechanism. It makes use
of the operating system’s traps feature to insert and execute custom probes at almost any position in the
kernel. Linux kernel implements this method via Kprobe infrastructure [33]. When a Kprobe is registered,
it replaces the instruction at the probepoint with a breakpoint instruction [55]. When the breakpoint is later
executed, the kernel’s breakpoint handler is called to store the application’s state (e.g., registers, stack,
etc.) and give control to the Kprobe infrastructure, which then calls the tracing probe. Once this process
completes, the original instruction (i.e., replaced by the breakpoint) is executed and the application’s

execution resumes with the instruction following the probepoint [43].

Kernel and user space tracing

Tracing can be done in either kernel or user space and while many tools provide both options, the majority
of them cannot perform both at the same time.

The impact of capturing events at the kernel level differs from that of capturing events at the user space
level. User space tracing provides more detailed information about the event that occurred (e.g., can obtain
information about the application’s functions that were executed and their arguments), but these events
occur more frequently, and the creation of tracepoints in the application is necessary, making user space
tracing quite intrusive.

On the other hand, at the kernel level, it is not necessary to introduce tracepoints into the application,
making the tracing process less intrusive. This makes it possible to capture events without changing the
source code of the target application. Consequently, the level of detail of the information collected at the
kernel level is lower than at the user space level (e.g., provide information about low level events such as
system calls instead of application’s functions).

As one of the main goals is to minimize intrusiveness, this thesis focuses on kernel-level tracing, which

allows capturing system calls and their associated arguments.



2.1.2 Kernel-based tracing tools

strace

Strace is a command-line utility for tracing system calls in Unix systems [46, 41]. It is essential for system
administrators and troubleshooters to find and fix problems in applications when the source code is not
available, since tracing them with strace does not require recompilation. Additionally, it can be useful
for students to better understand how simple programs and system calls work. Furthermore, developers
can use strace to closely examine the interactions between kernel and user space, assisting them in
understanding what the application is doing [45].

It makes use of ptrace system call that allows one process (tracer) to monitor and control the execution
of another process (targeted process). It provides tracing of system calls, signals and read and write
operations to memory and registers. In detail, the targeted process is stopped once it enters or exits a
system call, allowing for the tracer to collect the program values (i.e., system call name, arguments and
return value) [28, 37, 45].

As a disadvantage, stopping the target process execution on each system call may impose significant
performance overhead on the targeted application, which is not suitable for production environments

133, 28].

eBPF

The Extended Berkeley Packet Filter (eBPF) is a universal in-kernel virtual machine that allows user space
applications to inject code into the kernel at runtime, without changing kernel source code [56]. Today,
eBPF is widely used in a variety of scenarios, including high-performance networking and load-balancing,
extracting observability data at low overhead, application tracing and much more [23].

It allows attaching small programs to specific points in kernel and user space (i.e., tracepoint, kprobe,
uprobe), in order to be executed anytime an event (e.g., system call or kernel function) arises. It also
includes maps (key-value data storage) for sharing data between eBPF programs, kernel and user space.
Moreover, it uses a ring buffer, which is a circular buffer used to store tracing data, with a fixed size that
overwrites old data when it is full.

Furthermore, eBPF is acknowledged as a secure method of instrumenting the Linux kernel since its
Verifier component runs a sanity-check on the eBPF program before attaching it. This method ensures that
it does not compromise the kernel's stability and security. Meanwhile, this mechanism has implications

such as the restriction of the total amount of instructions and stack space [23, 28].



ftrace

Ftrace is a tracer included in the Linux kernel that traces all kernel function entries to reveal insights
into its internal operations. It includes multiple configurations like the buffer’s size and the clock source to
timestamp the events. Ftrace can be used for a variety of purposes, including function tracing, tracepoints,
system call tracing and dynamic instrumentation [32, 64].

Function tracing reports the entry and exit of kernel level functions. Ftrace leveragesthe TRACE _EVENT
for static instrumentation or the kprobe to dynamically hook into different points of the kernel. Additionally,
ftrace's probe uses a ring buffer to store the events captured. The ring buffer can be configured to either
overwrite the oldest events or drop incoming events when it is full [33].

By default, ftrace timestamps the recorded events using the local clock (i.e., a CPU-local clock source
for quicker reads). However, this clock does not guarantee monotonicity or synchronization with other
clocks. Alternatively, ftrace can be configured to use other clock sources, such as a global clock (i.e.,
system-wide clock) or a logical counter [33].

Ftrace segments its ring buffers into pages and manages each one separately, thus limiting the size
of an event, including its payload [63]. Although this implementation choice has advantages such as
avoiding lazy memory allocations, it also results in two major drawbacks: i) the size of an event, including

its payload, is limited to the size of a page, and ii) a page can only be read when it is full [33].

LTTng

The Linux Trace Toolkit: next generation (LTTng) is an efficient and full-system tracer that supports both
kernel and user space tracing. It was designed to have minimal performance impact [69, 48]. Similar to
ftrace, LTTng leverages per-CPU buffers to avoid concurrent writing and synchronization. LTTng's trace
files are produced in the CTF format, which is a file format optimized for the analysis of multi-gigabyte data
[20, 33].

LTTng can create multiple recording sessions, enable and disable recording event rules, filter events
efficiently, start and stop tracing, etc. Generated trace files can either be saved on disk or sent over
the network. Moreover, LTTng can be configured to execute user-defined actions when it emits an event
(trigger). Although creating an event might be processing costly because there is a need to evaluate the
arguments of the instrumentation point, LTTng implements multiple optimizations to avoid it when the
tracer knows, thanks to independent properties, that the instrumentation point would never emit such an
event. This knowledge come from properties like the instrumentation point type, name and log level.

Additionally, LTTng provides multiple instrumentation point types depending on the tracing domain



used. For kernel tracing, it provides LTTnhg tracepoint (i.e., a statically defined point in the source code
of the kernel image or module), Linux kernel system call (i.e., entry, exit or both of a Linux kernel system
call), kprobe or kretprobe (i.e., a single probe dynamically placed in the compiled kernel code) and Linux
user space probe (i.e., a single probe dynamically placed at the entry of a compiled user space application
function through the kernel). As for the user space tracing, it provides LTTng tracepoint (i.e., a statically
defined point in the source code of a C/C++ application).

It also has four recording session modes: i) local mode, in which the trace data is written into the local
file system, ii) network streaming mode, where the trace data is sent over the network after the trace is
finished, iii) snapshot mode, in which the trace data is only written when LTTng takes a snapshot, and iv)
live mode, where the trace data is sent over the network for live reading.

In order to manage ring buffers, LTTng uses channels. A channel is an object that is in charge of a
group of ring buffers, with at least one ring buffer per CPU. Each ring buffer is divided into multiple sub-
buffers. When a recording event rule matches an event, LTTng can record it to one or more sub-buffers
of one or more channels. When a sub-buffer runs out of space, the tracer marks it as consumable and
forwards subsequent events to another sub-buffer that is available. A marked sub-buffer returns to the
available state after being consumed by a consumer daemon [19].

At some point, all sub-buffers can be full, leaving no space to record the following events. By default,
LTTng loses event records to prevent substantial delays in the execution of the application, privileging
performance over integrity. However, the user space tracer support a blocking mode. Moreover, LTTng
can be configured to either take a discard approach, where it discards the newest event records until a
sub-buffer becomes available or an overwrite approach, where the sub-buffer holding the oldest event

records is emptied so that the newest event records can be written [53].

2.1.3 Tracing and analysis pipelines

Using a complete tracing and analysis pipeline offers several advantages over using standalone tracing.
It allows the collection of a more complete and detailed picture of a system’s behavior, which may lead
to a deeper understanding of system performance. A tracing and analysis pipeline can also save time
and effort for developers and system administrators by automating the processing and analysis of large
amounts of data.

Additionally, the visualization tools provided by a tracing and analysis pipeline can make it easier
to read and understand the data collected by the tracing process, leading to faster issue detection and

resolution [42].
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Generally, tracing and analysis pipelines have three main components, as depicted in Figure 1:
W Interpreted

W Trace ( Data (
3 >» Visualization

Tracer J 'L Analysis J ,L

Figure 1: Base architecture for a tracing and analysis pipeline.

Tracer. This component is responsible for capturing the events. It relies on tracing tools such as
strace, eBPF and LTTng [45, 23, 53]. These tools are used by the tracer component to intercept the context
(e.g., type of event, timestamp, PID) and the content (e.g., buffers) of network (e.g., connect, disconnect,
send, receive) and storage (e.g., open, close, read, write) requests, preferably in a non-intrusive way [28].
As in a distributed system many events are collected, the data (e.g, files) resulting from this component
is extremely large, leading to increased storage overhead. Hence, pipelines must implement a solution to
face these problems.

Analysis. The analysis component is responsible for receiving events related to the tracing of ap-
plications’ executions and store, process and correlate them in order to return detailed and summarized
information about the applications’ behavior. In this regard, the main challenges of this module are how
and where to store the data, how to correlate it, and how to provide it to the user.

Visualization. This component is responsible for presenting the results generated by the analysis
component to the user. Generally, the results’ presentation is graphical through tables, time series and/or
dashboards. Typically, these charts are paired with filters and various customizations, such as colors and
labels, that eases the interpretation of more complex systems.

A good example of analysis and visualization components is the ELK stack [25], where Elasticsearch
(analysis component) stores the data for fast and powerful search that scales with ease, allowing the
execution of complex queries on stored data [24], and Kibana (visualization component) displays the
Elasticsearch data, providing multiple graphics, filters and customizations to understand and show the

way application flows [26].
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2.2 Related work

In this section, we present multiple examples of tracing and analysis pipelines. There are several examples
of incomplete pipelines (without all components) and complete pipelines, some of which use LTTng in the
tracer component and others use other tracing tools mentioned earlier (e.g., strace, eBPF).

Given that, this section is divided into three different subsections: Section 2.2.1 presents complete
pipeline solutions that do not use LTTng in the tracing component, Section 2.2.2 details pipelines that use
LTTng to capture data but do not have a complete pipeline, and Section 2.2.3 presents complete pipeline

solutions with LTTng as the tracing tool.

2.2.1 Complete pipelines without LTTng

Falcon [58], CaT [28], and Horus [59] are good examples of complete pipelines without LTTng as the
tracing tool.

Falcon focus on the causality of events. It can receive data from different sources (e.g., log4j, strace,
tshark [44, 36, 13]) and causally relates their events to present a space-time diagram with their ordered
global execution [58, 52, 17]. The other two examples are based on Falcon. CaT is a monitoring pipeline
that innovates in the tracing and analysis phase, as it also captures the content where the events operate
(network and storage data buffers), and calculates the similarity of these to detect data mutation, corruption
or leakage in identical 1I/0 messages [28]. Finally, Horus innovates in the visualization component, where
the results are saved in Neodj, which is a graph database that includes a powerful query language for
filtering, refining and visualizing graphs [51, 59].

Another good example of a complete pipeline is DIO [29]. This tool focuses on tracing system calls and
uses eBPF as its tracing mechanism, which provides greater flexibility in data collection without the need
to modify the application’s source code [23]. Additionally, DIO provides a near real-time pipeline as it can
asynchronously and in real-time send events to an Elasticsearch, enabling their subsequent visualization
in Kibana [24, 26].

The solution presented in this thesis is inspired by and based on the pipeline introduced in DIO, with

the main objective of using LTTng as the tracing tool to feed a similar pipeline.
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2.2.2 Incomplete pipelines with LTTng

Re-animator

Re-animator [2] is a sophisticated system-call tracing tool that concentrates on storage-related system calls
(e.g, read, write, open, close) and collects as much information as possible, including full data buffers and
arguments. The traces are written in a compact, efficient and self-explanatory format named DataSeries
[3]. Re-animator also includes a working prototype replayer that concentrates on calls related to file-system
state.

The goal of this tool is to improve the accuracy of capturing and replaying a complete set of collected
events while minimizing overhead and being scalable and verifiable. It also supports summary hashes for
the content of data contained in system calls, such as write and reads, avoiding storage overhead from
increasing, as recording all available information might result in enormous log files.

In addition to the system call arguments, Re-animator records the exact time the call began and ended,
the PID, TID, parent and process group PID, and errno, as well as the data buffers for reads and writes.
Re-animator’'s main tracing tool, is based on LTTng [53], however, there is also a library to use strace
[45]. The LTTng-based version imposes low performance overhead on the traced program, but requires
kernel patches installation. On the other hand, the strace-based version has higher overhead but does not
require kernel changes or special privileges.

The strace solution allows them to record event information without changing the source code [45].
However, in order to capture the same type of content using LTTng, they had to make adjustments to the
LTTng source code, modifying the probes pre-defined by it [2].

Because it lacks an analysis pipeline, this approach comes up short of becoming a complete monitoring

pipeline.

Performance Anomaly Detection through Sequence Alignment

Performance issues within a program or task can be difficult to identify, especially when the program
or task has a complex structure or involves a significant number of steps. One method of uncovering
performance issues is through the analysis of the execution’s critical path. The critical path represents the
sequence of steps that must be completed in a specific order and without delay in order for the program
or task to be completed successfully. By identifying the critical path, it is possible to prioritize the most
important steps and focus on any bottlenecks or other issues that may be impacting the performance of

the program or task [65].
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Janecek et al. [40] present a tool for identifying performance issues through the examination of the
execution critical path. After the data is collected, a preliminary analysis is conducted to identify any
anomalies. In the event that anomalies are detected, machine learning algorithms and sequence alignment
techniques are utilized to identify and locate the source.

The tool in question receives two distinct sets of traced data. The first set represents a normal execution
of the program, while the second set represents an execution that is to be analyzed for possible anomalies.
These data sets are collected using the LTTng tool and are separated into individual executions. The critical
path is then calculated for each execution, and two types of critical path vectors are generated. This method
is similar to the approach described in DepGraph [73], where the various possible states of a thread are
used to identify the internal and external dependencies of a given execution [40].

After the data is collected and the various vectors are calculated, a preliminary analysis is conducted
to identify potential performance issues within a particular execution. If no anomalies are detected, the
execution is deemed normal and the analysis is terminated. In the event that anomalies are identified,
the anomalous executions are subjected to further scrutiny in the following phases. Machine learning
algorithms are used to extract the different types of execution from the calculated vectors, and similarity
algorithms are utilized to identify executions with abnormal behavior. These executions are then subjected
to the final phase of the pipeline, which involves the localization of the anomaly through the use of sequence
alignment techniques to identify the specific differences between normal and anomalous executions [4,
70].

The data analysis is primarily automated, and not all necessary data is provided to enable the user to
understand the traced execution. Additionally, no analysis or visualization tools are provided to facilitate
reading and filtering of the collected data. Therefore, it cannot be considered a complete tracing and

analysis pipeline.

2.2.3 Complete pipelines with LTTng

Automatic Integrated Anomaly Detection Framework

Performance anomaly analysis is essentially finding patterns in the execution flow that do not conform
to expected behavior. These anomalies can have different sources such as application bugs, hardware
failures, etc. Performance anomalies are different from high resource utilization. An application may be
using a high number of resources, as long as it is considered as expected, it is not considered an anomaly

[54, 31].

14



One of the main ways of detecting these anomalies is through tracing, as it continuously provides us
with detailed information about the system. However, most existing solutions require human administrators
to analyze the huge amount of data, decreasing efficiency and even accuracy in detecting anomalies. That
said, Kohyarnejadfard et al. [48] propose a precise anomaly detection framework with minimal human
intervention.

As shown in Figure 2, this framework is divided into different modules. System call data is collected
through LTTng during program execution. The tracing data is then sent to a Data Extraction module,
which processes it. Data extraction and transformation is done using Trace Compass, that is a Java tool
for analyzing and visualizing any type of logs or traces. This module is responsible for processing the
data and preparing it for the detection module. This data contains vectors extracted from the tracing data
collected by LTTng that are used both to train the model and to detect anomalies, based on the execution

time and frequency of the system calls [48].

Tracing and data extraction module

Kernel Tracing
] (LTTng)
' 5 An anomaly
. . Feature Vectors is detected
Training Raw ' Raw Data Fo======== Detection module @ |f======= > Alarm
Data ] [
1 [
\ [
1
1

[%_ Data Extraction}

Figure 2: Base architecture for the anomaly detection framework. Extracted from [49]

DepGraph

DepGraph is a tool whose main objective is to detect bottlenecks caused by blocking dependencies. This
tool is based on tracing to identify blocking dependencies between threads and presents a graph showing
the relationships between different threads, as well as the resources used during the execution of a given
task [73, 47].

Despite being innovative, it is not the only tool capable of generating a graph of blocking dependen-
cies. wperf is another example, however, it only focuses on identifying events with a large impact on all

threads [74]. DepGraph innovates in identifying the reason for these unexpected latencies, focusing on
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the performance of a single thread interacting with other threads and all system resources.

DepGraph’s main job is to extract all the dependencies needed to complete a given run. For this,
certain system calls are collected through tracing at the kernel level. In order to reduce the size of the
tracing data, they transform the trace content into states. A thread can have 5 different states: running,
waiting for disk, waiting for another thread, waiting for CPU or contented on a lock. After extracting the
state transitions of the threads, a Waiting Dependency Graph is constructed. This graph allows one to
analyze and compare dependencies between different threads and between threads and resources. In the
end, it is possible to identify the main reasons for latency problems, since it is possible to see in which
situations a thread is waiting for another [73].

As mentioned above, the tracing component is one of the main components of this tool and is com-
posed by LTTng. In this case, DepGraph does not need to capture all system calls in the system. It focuses
on collecting the most relevant events that can help identify performance issues, such as socket_accept
and socket_shutdown, as they indicate the start and end of a specific request. To allow the identifica-
tion of blocking dependencies between different threads, the tracing component starts by identifying state
changes in the threads. For this purpose, it captures specific system calls that mark these state transi-
tions: sched_switch indicates that a thread is going to be replaced by another; irq_handler, softirg, and
hrtimer_expire indicate that a particular thread is currently blocked; sched_wakeup indicates that a thread

has woken up and is no longer blocked.

Analysis of distributed storage clusters

Distributed storage systems are increasingly popular due to their flexibility, scalability, and fault tolerance
[71]. However, as mentioned earlier, the complexity of these systems increases the difficulties in analyzing
and detecting problems on behalf of administrators. To address this, there are different tools that automate
the process of analysis in order to assist system administrators.

Benchmarking tools, such as CBT and RADOS Bench, allow for the evaluation of a cluster’s perfor-
mance using different workloads and analyzing various collected metrics (e.g., execution time, resource
utilization), however, these tools work with synthetic workloads and cannot be used in real-world scenar-
ios [60, 35]. On the other hand, monitoring tools provide another type of information about the state of
the cluster. In this case, metrics are collected in real-time and allow for graphical visualization of them.
However, the information collected from the various metrics used is not sufficient to identify the cause of
the problems found.

Daoud and Dagenais [16] propose a performance analysis framework that provides important data
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about the system, collecting information at both the kernel and user space levels.

The tracer component uses LTTng to perform kernel and user space tracing on the different nodes
of the system. However, in order to use tracing in production environments, they have created a different
approach. This approach is based on two different tracing sessions: exhaustive tracing and lightweight
tracing. With this approach, it is possible to keep tracing active indefinitely without impacting the rest of
the system’s behavior. In the case of lightweight tracing, it is always active and collects a smaller number
of events that can be immediately analyzed to detect potential problems. If no problems are detected, the
tracing results can be discarded, avoiding taking up disk space. When a problem is detected, exhaustive
tracing is activated, which collects all the necessary tracepoints for a more detailed analysis of the problem.
In this case, the tracing results are saved and sent to Trace Compass for later analysis and visualization

[16].

Recovering disk storage metrics

Performance metrics are numerical values that are used to assess the performance of a storage system.
These metrics may include measures of throughput, latency, efficiency, and reliability [12]. Tracing, on
the other hand, is a technique that involves the systematic collection of data related to the operation of
a system over a period of time. By analyzing traces of a storage system, it is possible to gain a more
detailed understanding of the system’s behavior and identify patterns and correlations that may not be
apparent through the analysis of performance metrics alone. Tracing can therefore be a valuable tool for
supplementing performance metrics and identifying the root causes of performance issues.

In [15], a complete pipeline solution for analyzing storage subsystems is presented. This pipeline
consists of the various different components of a tracing and analysis pipeline: tracer, analysis, and
visualization.

The tracer component of this solution uses LTTng. System call event tracing provides a wealth of
information, but it is not sufficient for a thorough understanding of the inner workings of the storage
subsystem. In order to gain insight into storage activity beyond system calls, tracepoints must also be
used. While the Linux kernel includes several storage-related tracepoints, they do not provide sufficient
detail for in-depth analysis. To overcome this limitation, a module based on Kprobes was added to LTTng
to provide the necessary additional tracepoints for more detailed tracing data analysis [50, 15].

This tool enables the user to view and filter metrics that are derived from the tracing data. However,
due to the large volume of data, it is not practical to compute and calculate these metrics on demand

every time the user requires them. As a result, after data collection, the trace result is fully processed and
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the various metrics are calculated and stored in efficient data structures to enhance the efficiency of user
filtering and visualization [57]. Data visualization is accomplished using Trace Compass, which required

the development of a plugin to provide various views and charts of the storage subsystems [1].

2.3 Discussion

Of the four tracing tools presented in 2.1.2, only strace does not provide user space tracing or static
instrumentation. On the other hand, eBPF, ftrace and LTTng support user space and kernel space tracing,
as well as static instrumentation (e.g., tracepoints) and dynamic instrumentation (e.g., kprobe, uprobe).

However, strace guarantees that no events are lost along the trace, unlike other solutions that cannot
guarantee this. In the remaining solutions, if the speed of creating new events is greater than the speed
of consuming them, the ring buffers will be full and events will have to be discarded. LTTng and ftrace
can be configured to have the same behavior as eBPF or to simply drop new events until there is free
space again. Additionally, LTTng's user space interface can be configured to adopt a blocking approach
like strace, thus ensuring that events will not be missed, however, this decision can increase the impact
on application performance.

In terms of features and configuration, LTTng is the most complete tracing tool, allowing the propaga-
tion of trace results over the network, as well as a live recording mode where events can be consumed and
read in real time. This approach makes it unnecessary to create a trace file, which can grow uncontrollably,
thus reducing the storage overhead caused by the tracer. Further, the trace file generated by LTTng is in
a compressed format, thus taking up less space than the files generated by the other tools.

Gebai and Dagenais [33] conducted an assessment of the application performance impact of different
tracers and concluded that strace had the greatest impact on the application. The tracer with the least
impact on the application was LTTng, followed by ftrace and finally, but before strace, eBPF. They also
concluded that, when comparing the fastest tracers, that is, LTTng and ftrace, the main advantage of
LTTng was in data serialization, where it managed to do it in almost half the time compared to ftrace.

As a result, it is a goal to this thesis to explore and integrate LTTng into a tracing and analysis pipeline.
It will be necessary to understand how the communication between LTTng and an analysis platform can
be done. LTTng's live session mode is a possible solution to accomplish that. In this mode, LTTng spreads
the collected data over the network instead of storing it on disk. Thus, the captured data can be sent to the
analysis component while having less storage overhead. However, this integration brings implementation

challenges, such as, the incompatibility of the format generated by LTTng with the input format of the
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analysis component. To solve this, it is necessary to introduce an extra component that takes the data
from LTTng and translates it into a format that the analysis component supports.

Hence, this master thesis aims to overcome the aforementioned challenges, resulting in a complete
pipeline with a tracer, analysis and visualization components. The tracer component includes LTTng that
is responsible to collect and send data over the network to the rest of the pipeline while being non-intrusive
and having less overhead as possible.

The solutions presented in 2.2.3 also use LTTng as the main tracing component and provide a com-
plete pipeline. However, all of these tools focus only on detecting problems, and if no anomalies are
detected, they do not provide any information about the application’s execution. In contrast, our solution
allows the user to understand the behavior of the application without the need for anomalies to occur and
allows the creation of dashboards, charts, and searches that allow the user to quickly detect problems in
a particular execution. The tracing and analysis pipeline presented by our solution provides total freedom
to the user to define the filters, searches, and/or rules that determine whether an execution contains
any anomaly, unlike the previously presented solutions that rely on an algorithm that can fail and mask
potential problems that are not included in it.

Therefore, the solution presented in this thesis provides a complete tracing and analysis pipeline that
allows the user to understand and visualize the entire execution of the application, as well as create complex

dashboards, charts, and searches on the captured data to quickly detect possible problems.
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Chapter 3

Design and Architecture

The previous chapter explores tracing and analysis pipeline concepts, as well as examples of existing tracing
tools and related pipelines. Based on this research, this chapter details the design and architecture of our
solution.

Our solution involves a complete tracing and analysis pipeline capable of addressing the problems
mentioned in Section 1.1 using LTTng as a tracing tool. Therefore, our solution follows the principles

indicated in Section 3.1 and the architecture presented in Section 3.2.

3.1 Design principles

Our solution contemplates the following design principles to address the problems and achieve the objec-
tives mentioned earlier.

One of the first and main problems mentioned was the intrusion of current tracing tools. As one of
the main objectives was to address this issue, we presented a solution that explores kernel-level tracing
tools, such as LTTng. Although LTTng allows for tracing at the user space level, this solution focuses on
kernel-level tracing, allowing it to be non-intrusive to the application and not requiring any changes to its
source code.

Another objective was to minimize the overhead introduced by the tracer in the application’s execution.
Once again, the use of LTTng allows us to achieve this objective, as Gebai and Dagenais [33] showed, it
is one of the tracing tools with the least impact on the application’s performance.

Another challenge previously identified is the high number of generated events and the difficulty in
correlating and analyzing these events as the application itself becomes more complex. Therefore, the
presented solution provides analysis and visualization components that use the ELK stack, allowing users
to store, analyze, perform complex filtering, and view charts to ease the understanding of the data resulting

from the tracing phase.
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Finally, reducing the storage impact on the file system and obtaining near-real-time analysis are also
objectives of this solution, which can be achieved through the live mode tracing feature provided by LTTng.
This feature allows the collected data to be sent over the network as LTTng captures events, avoiding the

need to wait for the end of execution to collect the captured data.

3.2 System architecture

As depicted in Figure 3, our solution is composed by a tracer, a parser, an analyzer and a visualizer. The
tracer component intercepts the system calls selected by the user, and the parser receives the collected
system calls, parses them, and sends them in real-time to the analyzer component. The analyzer compo-
nent persists the received system calls, and allows for complex queries and summaries/ statistics about
them. After the data is persisted, it can be viewed through the visualizer component, which queries the
analyzer component and allows for the construction of dashboards and charts that facilitate the user’s
reading of the results.

Only the tracer needs to be deployed on the same machine as the target application. The other
components, including the parser, can be distributed across different machines, reducing the performance

overhead imposed on the machine that runs the application.
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Figure 3: Architecture.

3.2.1 Tracer and parser

The tracer must run alongside the target application and collect data from the system calls generated by
it. In this way, LTTng [53] is used as the tracing tool to trace the application in a non-intrusive manner. To
do this, LTTng uses probes that generate events at each entry and exit of a system call, capturing all of

their arguments as well as the return value. These events are stored in ring buffers to be consumed later
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at the user space level.

The tracer consumes these events present in the ring buffer and can save them to disk or send them
over the network to a listening reader. These events are always stored on disk or sent over the network in
the CTF format [21].

Our solution is capable of intercepting all system calls supported by LTTng, which currently are 340
different system calls'. Additionally, although LTTng does not directly allow tracing on a specific executable
(i.e., like strace, which traces the executable process itself and any possible children), a solution was
implemented that allows LTTng to run on a specific executable command, which filters the events captured
by the process being executed and by its child processes.

By default, an event generated by LTTng captures all arguments of the system call, as well as the result
returned by it. However, it is possible to add extra context to each of the events generated by the tracer in
order to ease their analysis in a more advanced stage of the pipeline. Currently, LTTng provides 144 more
extra context variables that can be collected together with the system call arguments. Among these are
some essential variables for processing this data, such as PID, PPID, TID, hostname, and process name.
Many of these context variables are also performance counters that allow monitoring the impact of the
system call on CPU and memory usage [5].

The parser can receive data directly from the tracer over the network or read it from disk. Itis composed
by babeltrace?2 [6], which allows translating the CTF format to a human-readable format. This parser is
responsible not only for translating the received events, but also for organizing them in a way that obtains
a structure with all the information about the system call. Since two events are generated per system call
(an entry event and an exit event), it is at this stage that these two events are merged, generating a single
event that includes the execution of the system call with all available information, such as the arguments,
return value, entry and exit timestamps, and extra process information (e.g., PID, PPID, TID, hostname,
process name).

In the end, a JSON object is generated with this event representing the execution of a system call, in

order to facilitate its analysis in the next stages of the pipeline, and sent to the analyzer.

3.2.2 Analyzer

This component is composed by Elasticsearch [24]. Elasticsearch allows persisting and analyzing the
collected data. This data is persisted by indexing it in a document-based fashion, which increases the per-

formance of executing complex search queries. In addition to executing search queries, Elasticsearch also

1 Retrieved from the execution of LTTng's list command
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allows updating existing documents and transforming data before indexing it through an ingest pipeline.

3.2.3 Visualizer

The visualizer provides a visual interface for exploring the previously indexed events. It allows executing
queries and filtering the captured events, and provides a graphical visualization through dashboards and
diagrams of the analysis results on the collected data. This component uses Kibana [26], which allows cre-
ating multiple dashboards and different types of charts (e.g., histograms, time series charts) that represent

the data indexed by Elasticsearch.

3.3 Optimizations, pipeline integration and implementation

As aforementioned, it was necessary to implement a command to use LTTng to start a tracing session on a

specific executable and a Babeltrace?2 plugin that parses and sends the results obtained to Elasticsearch.

3.3.1 Process filtering

The default behavior of LTTng is to start a tracing session to capture events generated throughout the
system. It also provides functionality to enable tracing specific PIDs. However, while it is possible to use
the concept of this thesis in any tracing mode, it would be beneficial to enhance its usability by enabling
the execution of LTTng with an executable specified as an argument. This would ensure that the tracing
data collected is exclusively related to the execution of that specific program, similar to how strace operates
[45]. In addition to simplifying result analysis, this approach also helps minimize performance impact and
disk space usage, which are key objectives of this thesis.

Although LTTng supports tracing for a specific PID, it lacks the capability to trace a particular exe-
cutable. To address this limitation, we have implemented a solution that enables LTTng to be run on an
executable, thereby enabling tracing the execution of the targeted program (i.e., main process) and all its
related processes (i.e., any child process).

In order to achieve the aforementioned behavior, two components were implemented: /ttng-trace,
which starts a tracing session on a specific executable, and /ttng-noty which is responsible for adding the
PIDs of child processes as they are created. Both of these components were implemented using the C

library, liblttng-ctl, provided by LTTng itself.
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Ittng-trace

The behavior of this component is similar to the one provided by the /ttng-cli command. The goal is to
accept an executable as an input parameter and activate tracing for the specified executable and any child
processes that may be spawned during its execution.

Thus, this component is responsible for creating and starting the tracing session, and subsequently
activating the desired tracepoints. The goal was to simplify the process and abstract as much as possible
the commands required to run LTTng. In this sense, the activation of tracepoints and the addition of
context to events is done in this component.

The program can be used in two different ways: run with an executable as an argument or without
arguments. If the command is run without arguments, then the created session is simply started and
captures events generated by the entire system.

However, if an executable is passed as an argument, our program forks and activates the tracing
session for that PID only, leaving the child process in a sleep state while creating and activating triggers
so that, when a sched_process_fork event is captured, a notification is sent to the application with the
PID of the created process. However, it is necessary an application that listens to these notifications and
adds the PIDs to the whitelist of processes that are targets for the session’s tracing. This is where the
other component, /ttng-noty, comes in. Thus, after the triggers are activated, a child process is created
that runs /ttng-noty.

As triggers are active and the /ttng-noty is running in a child process, the tracing session is started
and a signal is sent so that the child process that will run the received executable can continue with its
execution.

When the execution is finished, the child process will terminate and the tracing session will be de-

stroyed, along with the deactivation of the previously activated triggers.

lttng-noty

The purpose of this program is to subscribe to notifications emitted by LTTng when a sched_process_ fork
event is captured and to add the new PID to the whitelist.

Similar to Ittng-trace, the liblttng-ct! library provided by LTTng was used to subscribe to notifications
generated by the capture of a sched_process_fork event. After receiving these notifications, the program
extracts the data captured in the generated event and adds the PID of the new child process to the tracing

session so that this process is added to the list of processes targeted by tracing.
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3.3.2 Pipeline integration

In order to send the captured data to Elasticsearch, it was necessary to implement a plugin for Babeltrace?2.
As previously mentioned, there are already plugins that implement components that allow data collection
from LTTng, both from file and real-time reading from a relay daemon. However, there are no plugins that
provide the offloading of events directly to Elasticsearch.

To address this, the elastic plugin was created, which incorporates a sink component specifically
designed to transmit data to an instance of Elasticsearch.

Despite the ease of use of the python bindings provided by Babeltrace? in developing a plugin, they
have a huge impact on performance. Given the expectation of dealing with numerous events per second,
using them to implement the plugin was not feasible. Therefore, the C library, libbabeltrace2, provided by
Babeltrace? was used instead.

In order to implement a sink component, the C library provided by Babeltrace? offers an API that
iterates over the messages generated by the filter component. As we have seen, LTTng creates two events
for each call to a given system call, an entry event and an exit event. Our goal with this plugin is to correlate
these two events and transform them into a single one, sending the result to an instance of Elasticsearch.

Firstly, it was necessary to establish a strategy for associating the entry and exit events of a system
call, as they may not be sequential. To solve this problem, a data structure was created that is responsible
for storing input events that are pending for the output event.

Figure 4 depicts the flow followed by an event from the entry point of the developed sink component
until its exit. As we can see, an event is classified as an entry or exit event. When an entry event is
processed, the data is extracted to a data structure, and it is stored in a hash table of pending events
where the key is the concatenation of the session name with the TID that generated the event. Then, when
the corresponding exit event is processed, the key is searched in the hash table, the information extracted
from the exit event is added to the data structure, and a JSON object with the data of the respective system

call is generated and sent to Elasticsearch.
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Figure 4: Event flow on developed sink component.

In the process of generating the JSON object to send to Elasticsearch, several relevant extra fields are
added. Fields such as category, event_type, and type are created to categorize the system calls based on
the data they work with, for example, to differentiate a system call that works at the storage or network
level. These fields are useful for later understanding the amount of system calls related to storage or
network. Additionally, a field representing the execution time of the system call (execution_time), resulting
from the subtraction of the timestamp of the exit event from the entry event, is also included.

After sending the data to Elasticsearch, the data structure representing the system call is no longer
useful and is removed from memory.

Given the high number of events, it is not feasible to send the data to Elasticsearch through generic
HTTP libraries such as curl, as the overhead would be excessive. Therefore, to facilitate communication
with Elasticsearch and take advantage of its bulk indexing capabilities, the go-elasticsearch? library provided
by Elasticsearch was used. This library allows adding messages to a Bulkindexerto be sent asynchronously
in bulk. To integrate this with our C-written plugin, it was necessary to create a Go module that encapsulated

communication with Elasticsearch.

3.4 Configuration and usage

The installation of our solution should be performed in two distinct phases. Initially, an infrastructure
with part of the analysis pipeline should be set up, including Elasticsearch and Kibana. As demonstrated

earlier, these components can be installed and initialized on separate servers to reduce the overhead on

https://pkg.go.dev/github.com/elastic/go-elasticsearch/v7@v7.13.1
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the target application. After deploying the analysis pipeline, the user can proceed with the installation and
configuration of the tracer and parser.

To proceed with the installation of the tracer, it is necessary to install the LTTng kernel modules, which
can be achieved by installing the package /ttng-modules. Once the LTTng modules are installed, no further
installation is required. Simply use the Docker images built as part of this thesis to run the tracer and
parser.

The parser should be started before the tracer to be immediately listening for events. Therefore, the

parser can be initialized as follows:

$ docker run -it --name parser --net=host -e ES_ADDRESSES=<elasticsearch address> -e
— ES_USER=<elasticsearch user> -e ES_PWD=<elasticsearch password> -e
— ES_INDEX_NAME=<elasticsearch index> -e LTTNG_ADDRESS=<tracer address> -e

— pedrordgs/babeltrace:latest

Previous command will create a container with a Docker image where the parser is installed and

running according to the configurations provided as environment variables. Next, we can start the tracer

as follows:

$ docker run -it --name lttng_ls --pid=host --privileged --cap-add=ALL --net=host -v
< /lib/modules:/lib/modules -v /usr/src:/usr/src -v

— /sys/kernel/debug/:/sys/kernel/debug/ -e LTTNG_SESSION_NAME=<session name> -e

< LTTNG_SYSCALLS='open;close;creat;read;write' -e

< LTTNG_EXTRA_CONTEXT='pid;tid;hostname;procname;ppid' pedrordgs/lttng:latest

— <command>

This command creates a container with the tracer running on the specified command and sending
events over the network. The system calls and additional information to capture are defined through
environment variables, as shown above.

With this setup, the tracer will capture the system calls generated during the execution of the received
command and send them over the network. Meanwhile, there will be an instance of the parser running
and listening for events at a specific address. As it collects the events, it correlates them and sends them

to an Elasticsearch instance, allowing for their visualization through Kibana.
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Chapter 4

Evaluation

In this chapter, our solution was subjected to several tests in order to evaluate its performance impact, as
well as to confirm its usefulness against real-world application use-cases. In this regard, with this chapter,

we intend to answer two fundamental questions:

¢ What is the performance overhead introduced by the different components of the solution?

* How can the solution be used to understand and discover issues in real-world applications?

Therefore, two different types of tests were performed. To answer the first question, several stress tests
were created, where the application under analysis was subjected to a high amount of load to understand
the impact that our solution imposes when analyzing large volumes of data. The goal of this type of test
is to validate the impact caused by each component of our solution.

On the other hand, to answer the second question, two real-world applications, Elasticsearch and
RocksDB [24, 30], were analyzed using our solution in order to obtain data that facilitate the understanding
of them, as well as the detection of possible unexpected |/0O patterns and issues.

In the next sections, we detail the experimental setup used in the tests, as well as all the test cases

executed, including their workloads and the results obtained.

4.1 Experimental setup

All the indicated tests were run with the same setup: one server with the application, tracer, and parser,
and two separate servers for the remaining analysis and visualization components.

All servers ran on Linux Ubuntu 20.04.5 LTS with kernel version 5.4.0-125-generic. The application
was running on a server with a 4-core Intel(R) Core(TM) i3-7100 CPU @ 3.90GHz, 16 GiB of RAM, consisting
of two 8GiB DIMM DDR4 Synchronous Unbuffered (Unregistered) 2400 MHz (0.4 ns) devices, a Samsung
SSD 970 EVO Plus 250GB, and a 250GB Samsung SSD 860.
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Additionally, both nodes running Kibana and Elasticsearch are equipped with a 6-core Intel(R) Core(TM)
i5-9500 CPU @ 3.00GHz, 16 GiB of RAM, with a 16GiB DIMM DDR4 Synchronous 2666 MHz (0.4 ns)
device, a Samsung SSD 970 EVO Plus 250GB and a HDD 500GB WDC WD5000AZLX-7.

4.2 Performance tests

The first set of experiments addresses the question of the impact of our solution on the execution of an
application issuing a large volume of storage requests. Thus, we intend to determine the impact of the
different components of our solution with different configurations, allowing us to answer this question in
more detail. In the following subsections, we detail the workload used, as well as the methodology and

results obtained from the tests.

4.2.1 Workload

In order to evaluate the performance of our solution, we conducted tests using the Filebench benchmarking
tool [67]. Filebench is a flexible and powerful tool for testing and benchmarking file systems and storage
solutions.

We used a workload that simulates a file server, where clients are reading and writing files of different
sizes in parallel. The workload was designed to test the performance of the system under heavy load, with
a large number of files and threads being processed simultaneously.

The workload was designed to create 10,000 files of 128KB each in a single directory. The workload
then performed a number of operations on these files, including reading, writing, appending, and deleting
files.

To simulate a real-world file server scenario, we used 4 threads to read and write files in parallel. Each
thread performed a series of operations on a randomly chosen file, such as creating, writing, reading, and
deleting the file. The workload was designed to be 1/0 intensive, with large 1/0 sizes and frequent 1/0
operations.

To ensure consistent and accurate results, we ran the workload for a fixed duration of 20 minutes. We
also preallocated the files and cleared the file system cache before each test run to eliminate any caching

effects.
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4.2.2 Test methodology

For each test run, metrics were collected regarding analysis statistics (e.g., number of processed/discarded
events, execution time), Filebench throughput and latency, and system information such as CPU, RAM,
and disk usage obtained through dstat, which is a versatile tool that allows users to gather system resource
usage data and monitor performance metrics in realtime [72].

To ensure more reliable results, each test case was run three times, and the average and standard

deviation of the three runs were calculated.

4.2.3 Configuration

As mentioned before, seven different test cases were created. Although LTTng supports 343 different
system calls and 144 extra context variables, it doesn’t make sense to activate all of them. Taking this into
account, and since we intend to conduct performance testing, we have configured our solution to collect
55 different system calls: read, write, open, close, stat, fstat, Istat, Iseek, pread64, pwrite64, readv, writev,
socket, connect, accept, sendto, recvfrom, sendmsg, recvmsg, bind, listen, socketpair, setsockopt, get-
sockopt, fsync, fdatasync, truncate, ftruncate, rename, creat, unlink, readlink, mknod, fstatfs, readahead,
setxattr, Isetxattr, fsetxattr, getxattr, Igetxattr, fgetxattr, listxattr, llistxattr, flistxattr, removexattr, Iremovex-
attr, fremovexattr, openat, mknodat, newfstatat, unlinkat, renameat, readlinkat, accept4 e renameat?2; and

we add only 4 context variables necessary for event correlation: pid, tid, hostname, procname e ppid.

Vanilla

This test case only runs Filebench without any type of active tracing. The main goal is to obtain a reference
point to calculate the impact of the remaining components in relation to the normal execution of the

application being analyzed.

Impact of LTTng

For this test case, only the tracer with LTTng running in normal mode, which writes the collected events
to a file, was activated. After the Filebench execution, the obtained results were passed to the parser
to extract metrics such as the number of captured and discarded events. Metrics of latency and system

information were collected separately for the tracing and parsing phases.
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Impact of LTTng live mode

Similar to the previous test case, in this test case, we have the tracing phase separated from the parsing
phase. The main difference is the use of LTTng with live mode, allowing us to understand the impact of
this feature on the tracing process. Although LTTng operates in live mode, the results are also written to
disk in the CTF format. This strategy enables separating the parsing phase from the tracing phase. Even
if there are no readers actively receiving the events sent over the network, they are stored on disk, making

later parsing possible.

Impact of babeltrace2

Unlike the previous setups, all the following test cases no longer have the tracing phase separated from
the parser phase, therefore, the tracer and the parser run concurrently and in live mode. In this case, the
parser runs babeltrace2 with its default plugin, where it was configured to discard all received events.
Impact of writing results to stdout

This test case is very similar to the previous one. The only difference is that the default plugin of babeltrace?
was configured to write the results to stdout.

Impact of the newly developed plugin

Similar to the previous case, the results obtained are written to stdout, however, the new developed plugin
(i.e., elastic plugin) is used, which generates the data in JSON format ready to be sent to Elasticsearch.
Impact of sending data to Elasticsearch

In this last test case, unlike the previous one, the collected data is sent to Elasticsearch through the plugin

developed on this thesis instead of being written to stdout.
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4.2.4 Results

Execution Time (s) ™ Parsing time (s) ™ Tracing time (s)

6814 6899

3306 3333 3109

Vanilla Impact of Impact of Impact of Impact of Impact of the Impact of

LTTng LTTng live babeltrace2  writing results newly sending results
mode to stdout developed to
plugin Elasticsearch
Test case

Figure 5: Tracing and parsing time in seconds.

Figure 5 shows the tracing and parsing times for each test case, except for the vanilla execution, which
represents the execution time of Filebench vanilla. For the LTTng impact and live mode test cases, since
the parsing phase is run separately after tracing, the total time corresponds to the sum of these two
times. In the remaining test cases, where the parsing runs at the same time as the tracing, the total time
corresponds to the longer of the two times, which is always the parsing time.

Therefore, we observed that in all test cases, in terms of tracing time, the tracing ends almost simul-
taneously with the application’s execution. This indicates that LTTng is capable of generating events and
organizing all the information during the application’s execution, allowing us to obtain results immediately
after its execution.

Regarding the parsing time, we noticed that ignoring the events or writing them to stdout does not have
a significant impact. In this case, writing the results to stdout even took less time than simply ignoring the
events, which can be explained by the lower number of events generated when they are written to stdout,
as observed in Table 1.

The most significant impact on the parsing time occurs in the test cases where the plugin developed

as part of this thesis is used, resulting in the parsing time being doubled. While the default plugin of
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babeltrace? receives the entry and exit events of the system call and simply prints them to stdout, the new
plugin contains additional logic to relate them, generate a single event resulting from the combination of
both, and convert the event into a JSON object ready to be sent to Elasticsearch. This extra processing
causes the parsing time to be longer with the developed plugin.

Comparing the test cases that use the new plugin, we can conclude that sending the events to Elastic-
search takes almost the same time as simply writing them to stdout. Although fewer events were generated
when sent to Elasticsearch, the parsing times are not significantly different. This is because the events

are sent to Elasticsearch asynchronously and in bulk, taking advantage of Elasticsearch’s bulk indexing

feature.
Metrics
Test case

Operations | Handled events | Lost events | % lost events
Vanilla 195 180 700 - - -
Impact of LTTng 173 487 606 473 163 902 307 0.000065
Impact of LTTng

174 493 605 475 832 700 65 968 0.0139
live mode
Impact of babeltrace? | 137 917 662 376 031 409 114 787 0.0305
Impact of writing

95 223 469 259 690 345 3011 0.00116
results to stdout
Impact of the newly

142 317 007 388 028 682 105 579 0.0272
developed plugin
Impact of sending

121 574 601 331 550 168 14 316 0.00432
results to Elasticsearch

Table 1: Metrics average values for each test case

In Table 1, the averages of the most significant metrics extracted in each test case are presented.
By analyzing this table, we can observe that activating tracing did not cause a significant impact on the
execution of Filebench. The biggest impact on the execution of Filebench was when we activated the parser
simultaneously with tracing, which caused the number of operations generated by Filebench to be lower.
This phenomenon can be explained by the fact that the parser consumes system resources, preventing
Filebench from executing as many operations as it would if it were running "alone”. Additionally, we can
observe that whenever more resource-consuming logic was added, such as writing to stdout or sending to

Elasticsearch, the number of operations generated by Filebench was lower.
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Regarding the other metrics, we can conclude that the live mode feature of LTTng causes a higher
percentage of lost events, however, this percentage remains quite low, always below 0.05%, which makes

this impact negligible.

Metrics
Test case
CPU (% usage) | RAM (GBytes)
Vanilla 96.715 2.31 GB
Tracing 94.524 1.97 GB
Impact of LTTng
Parsing 26.528 14.30 GB
Tracing 94.086 13.85 GB
Impact of LTTng live mode
Parsing 26.558 15.84 GB
Impact of babeltrace? 53.999 14.94 GB
Impact of writing results to stdout 69.853 14.87 GB
Impact of the newly developed plugin 38.103 15.58 GB
Impact of sending results to Elasticsearch 43.323 15.54 GB

Table 2: CPU and memory usage for each test case

Observing Table 2, which shows the CPU percentage and the number of memory bytes used in the
execution of each test case, we can observe that there was not a significant impact on resource usage
when activating the application tracing without live mode. We can also verify that the parser does not
require many CPU resources, however, on the contrary, we can observe that there was a large memory
usage in the execution of this component. Additionally, we observed that when activating the live mode of

LTTng, there was a significant increase in the amount of memory used during the execution of Filebench.

4.3 Use cases

In this section, we present two examples of real-world scenarios where the use of the solution proposed in
this thesis allows the detection of performance issues and unexpected |/O patterns. As mentioned earlier,
two real applications, RocksDB and Elasticsearch, were analyzed.

In the first case, we aim to identify the possible cause for some performance issues in RocksDB.
On the other hand, in the case of Elasticsearch, we aim to analyze /0 patterns and identify unexpected

patterns in the execution of a benchmark.
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In both tests, LTTng was configured to run in live mode, and babeltrace2 was configured to use the

newly developed plugin, sending the data to Elasticsearch.

4.3.1 RocksDB

With this test case, we aim to demonstrate that our solution assists developers in identifying potential
causes of performance issues. To accomplish this, we used our solution to pinpoint the reason behind
high tail latency observed in client requests sent to RocksDB. RocksDB is a high-performance, persistent
key-value storage engine developed by Facebook. It is specifically designed to enable efficient storage and
retrieval of data for modern, high-scale applications [30].

This issue was initially discovered in the Silk study by Balmau et al. [7]. The research highlighted the
occurrence of latency spikes in key-value storage systems such as RocksDB. While these storage systems
are designed to offer high write throughput, they can experience latency spikes during read operations
caused by the compaction process. Compaction involves merging smaller data files into larger ones,
which can introduce long pauses, ultimately affecting read latency and throughput.

In order to investigate this problem, we performed a test using the RocksDB’s db_bench benchmark
with 8 client threads executing a combination of read and write requests in a closed-loop manner, following
the YCSB workload [14]. As for RocksDB, it was configured with 8 background threads, where 1 thread
was dedicated to handling flushes and 7 threads were responsible for managing compactions.

Since this problem focuses on data-related operations, our solution was configured to collect only the
following system calls: open, openat, creat, read, pread, readv, write, pwrite, and close. This selective
collection ensures that fewer events are generated, reducing the analysis time and preventing unwanted

events from overwhelming the Elasticsearch database.
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Figure 6: Average of latency on clients requests over 10 minutes of the execution.

Figure 6 represents the latency of client requests made to RocksDB. This visualization was extracted
from benchmark data and not from Kibana visualizations. By taking a closer look, we can observe a
pattern where multiple latency spikes are identified in the operations performed by RocksDB clients. It
can be concluded that the latency of these operations ranged between 5 000 and 25 000 milliseconds.

After analyzing the issue in our visualization component, we observed that over 40 million events were
generated. In order to facilitate the analysis of the reported problem, we selected the time interval between
08:49 and 08:52, where we could easily identify latency spikes from the previous visual representation
(Figure 6). Additionally, a visualization was created in Kibana to identify the number of events executed
over time, grouped by thread group.

In this case, there are three different types of thread groups: db_bench, rocksdb:high, and rocksdb:low.
The db_bench thread group represents the operations performed by the clients. The rocksdb:high thread
group handles high-priority tasks such as writes and critical operations, while the rocksdb:low thread group
manages lower-priority background tasks. This division ensures a balanced and efficient execution of dif-

ferent operations within the RocksDB database engine.
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Figure 7: Number of system calls executed over time, grouped by thread groups.

By observing Figure 7, we can identify the specific time periods in which the latency spikes occurred,
as mentioned and shown earlier. Additionally, we can identify a pattern that explains these spikes. The
moments with higher latency correspond to instances when the lower-priority threads are under heavier
load and performing more 1/0 operations (moments 2 and 4). This results in a decrease in the number
of system calls executed by the db_bench threads, which are responsible for client requests, leading to
increased latency for those requests. On the other hand, when the number of events from the rocksdb:low
threads is lower, the number of events from the db_bench threads increases, resulting in faster processing
of requests and reduced latency observed by the clients (moments 1 and 3).

The observed phenomenon can be easily understood in the context of RocksDB’s operation principles.
As previously mentioned, RocksDB employs three distinct thread types: db_bench for processing client
requests, rocksdb:high for high-priority tasks like flushes and rocksdb:low for low-priority tasks such as
compactions.

Flushes play a vital role in ensuring the durability of data stored in memory-based structures. Initially,
when data is written to RocksDB, it is stored in memory for faster access. However, for long-term storage
and reliability, the data needs to be flushed to disk. During a flush, the data is sequentially written to disk,
freeing up memory for new write operations and maintaining data consistency. This process creates a
balance between performance and durability in data storage [22].

Compactions, on the other hand, are essential background operations that optimize data storage and
enhance performance. As data accumulates in RocksDB, it can become fragmented and inefficient to

access. Compactions address this issue by merging and reorganizing data files, reducing storage space
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requirements, and improving read and write efficiency. Different types of compactions, such as level-based
and universal compactions, are designed to handle specific scenarios. During a compaction, overlapping
key-value pairs are identified, obsolete data is discarded, and data files are compacted into a more efficient
format. This process ensures optimal data organization, reduces disk space usage, and mitigates write
amplification. By regularly performing compactions, RocksDB maintains data organization, enhancing
overall performance and storage efficiency [61].

However, when a compaction is triggered, it requires significant disk I/0 and CPU resources to merge
and rearrange data files. This can lead to increased contention for shared resources, causing delays in
processing client requests. As compactions consume disk bandwidth and CPU, the availability of these
resources for handling client operations decreases. Consequently, client requests may experience higher
latency as they wait for their turn to be processed, particularly during periods of heavy compaction activity.
Furthermore, compactions can introduce 1/0 amplification, where the read and write amplification caused
by compaction workloads further intensifies latency issues. Therefore, the interaction between compaction
threads and client operations, especially in scenarios with high compaction workloads or limited system

resources, can result in latency spikes in client requests.

4.3.2 Elasticsearch

The aim of this test is to demonstrate that our solution can be used to obtain information about the 1/0
operations of the application, as well as identify inefficient file access patterns.

For this purpose, Elasticsearch v8.3.0 [24] was chosen as the application to be analyzed. This use
case test involves loading the Elasticsearch search engine with data from the geonames dataset using the
Rally benchmark [10], which includes information on geographical locations such as cities, countries, and
postal codes. The aim is to simulate a real-world scenario where large amounts of data need to be indexed
and searched efficiently.

The benchmark was configured to run the geonames dataset, which, by default, indexes 11 396 503
documents in an Elasticsearch instance, with 8 concurrent clients. Additionally, our solution, similar to the
performance tests, was configured to collect nearly all available system calls as the objective of the test
was to understand the application’s execution. This results in a higher number of events, but it provides
more information about the application’s behavior, thus facilitating its comprehension.

Through the captured data and subsequent analysis in Kibana, we were able to understand that, with
the workload used, Elasticsearch executed over one million system calls, all related to storage operations.

Additionally, we observed that approximately 90% of the system calls were data-related operations.
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In Figure 8, taken from a Kibana dashboard, we can see the most frequently executed system calls by
Elasticsearch during the test execution. From this, we can observe that more than 60% of the system calls
were writes, and almost 25% were reads, indicating that approximately 85% of the system calls were either
reads or writes (i.e., read and pread64 system calls). This highlights the significant |/0O load introduced

by the benchmark used.

Iseek 3.86%

pread64 5.07%

read
19.23%

write
62.5%

Figure 8: Top system calls by number of executions.

Additionally, we were able to gather information about the most frequently accessed relative paths of
Elasticsearch (/usr/share/elasticsearch-8.3.0/data/*) using the openat system call during the test. This

insight was obtained through the visualization presented in Figure 9.
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# opens for path

Figure 9: Top open paths for files from Elasticsearch data directory.

We can also analyze how Elasticsearch accesses these files. To do so, we studied the .es_temp_file file
to understand how Elasticsearch accesses and manipulates it. With this in mind, using Kibana, we filtered

the various system call arguments that can receive the file path (i.e., path, pathname, and filename):

args.filename.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file”
or args.path.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file” or

args.pathname.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file”

Later on, when analyzing the data returned by the previous filter, we selected a thread that accesses
these files and filtered the system calls by the selected TID in order to reduce the number of events and

obtain a more detailed study:

(args.filename.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file”

or args.path.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file” or
args.pathname.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file”) and tid:
1556857

Since the system calls that manipulate files (i.e., write, read, close) receive the file descriptor as an
argument rather than the file path, we are not including them in this filter. To overcome this, we selected

two file descriptors returned by the previous results and added them to the filter:
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(args.fd: 376 or args.fd: 377 or args.filename.keyword : "/usr/share/elasticsearch-
8.3.0/data/.es_temp_file” or args.pathname.keyword :"/usr/share/elasticsearch-

8.3.0/data/.es_temp_file” or args.path.keyword : "/usr/share/elasticsearch-

8.3.0/data/.es_temp_file”) and tid : 1556857

By applying the necessary filter, we obtain the visual representation presented in Figure 10. Analyzing
these visual representations, we can observe that for each access of this file, Elasticsearch opens the
file, performs a write operation, opens the file again to perform a fsync, closes the two file descriptors,
and subsequently deletes the file. From this analysis, we can conclude that Elasticsearch opens this file
twice, once for writing and once for performing fsync. During this time period, this thread keeps two file

descriptors open pointing to the same file.

# events

4 -
2]

0-

Timeline I >

Figure 10: Sequence of system calls on /usr/share/elasticsearch-8.3.0/data/.es_temp_file file access.

Additionally, we can analyze the number of times Elasticsearch opens this file by applying the following

filter:

args.filename.keyword : "/usr/share/elasticsearch-8.3.0/data/.es_temp_file” and sys-

tem_call_name.keyword : openat

As we can see in Figure 11, Elasticsearch opens the file in question twice every two minutes. These two
openings correspond to the problem mentioned above. Thus, we demonstrate that the observed access

pattern occurs in a periodic manner, with a frequency of every 2 minutes.
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Figure 11: Timeline for /usr/share/elasticsearch-8.3.0/data/.es_temp_file opens.

After observing how Elasticsearch accesses and manipulates the .es_temp_file, we can compare our
findings with the code in their repository [27]. By searching for file accesses to .es_temp_file, we find
the file elasticsearch/server/src/main/java/org/elasticsearch/monitor/fs/FsHealthService.java, where
in the monitorFSHealth method of the FsHealthMonitor class, we can identify the previously observed

pattern. Upon analyzing the code, we observe the following sequence:

try (OutputStream os = Files.newOutputStream(tempDataPath,
< StandardOpenOption.CREATE_NEW)) {
os.write(bytesToWrite);
I0Utils.fsync(tempDataPath, false);
}

Files.delete(tempDataPath) ;

Upon analyzing the documentation of the fsync method in the /OUtils library, we concluded that this
method opens a channel to a specific file and closes it after the synchronization is completed. This means
that the method opens and closes the file again, resulting in two unnecessary system calls (open and
close), as the file is already open, and the thread holds a file descriptor pointing to it. This problem can
cause performance degradation in cases of |/0O-intensive workloads.

Based on this analysis, we were able to map the information obtained from the system calls using our
solution with the code in the Elasticsearch repository. The first open corresponds to the creation of the
OutputStream to write to .es_temp_file. Next, the write operation corresponds to os.write method, that
writes a random UUID to the previously opened stream. The following three system calls (open, fsync,
and close) are issued by fsync method from /OUtils library. After exiting the try block, the OutputStream is
closed, resulting in the subsequent close operation. Finally, the deletion of the temporary file issued the

unlink operation.
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Additionally, we can confirm that this pattern is executed every two minutes, as demonstrated in our
analysis. Upon reviewing the code, we can conclude that this temporary file is used for performing health
checks. The interval between these health checks is configurable, but it has a default value of two minutes,
defined in line 66 of the FsHealthService.java class file.

Therefore, we can conclude that the solution proposed in this thesis not only allows us to analyze
general metrics and aid in understanding the execution of an application but also identify undesirable 1/0

patterns that can impact the application’s performance.

4.3.3 Discussion

After executing the presented use cases, we can conclude that through our solution, we were able to
demonstrate that it is possible to identify the cause of a previously reported performance issue by studying
the problem of latency spikes in RocksDB. In this way, we were able to observe the problem and identify its
root cause without the need for code analysis. Identifying this problem through code analysis would involve
comprehending and analyzing over 440K lines of RocksDB code. Moreover, relying solely on a tracing tool
would require manually examining more than 40 million events. Therefore, our solution greatly facilitated
the identification and analysis of the root causes behind the reported latency issues.

Using our solution, we also gained a better understanding of the execution of a real-world program
like Elasticsearch, enabling us to identify various important metrics for its comprehension. Additionally,
we were able to study in more detail the access patterns of a specific file. Upon analysis, we discovered
that unnecessary operations were being performed, which could lead to performance issues under high
request loads.

Therefore, we have shown that our solution not only helps in understanding a specific execution but
also enables the identification of potential future issues in cases of higher intensity. Additionally, it allows

us to pinpoint the root cause of these problems.
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Chapter 5

Conclusion

The technology is constantly evolving, and the complexity and amount of data have grown exponentially.
Consequently, the applications and systems we rely on in our daily lives are becoming larger and more
complex. At the same time, they are becoming increasingly critical, and it is imperative to ensure their
reliability. In this sense, it is necessary to understand and monitor the operation of these applications in
order to detect and promptly address potential performance and reliability issues.

Thus, in this thesis, we present a comprehensive study of the state of the art and existing technologies
that facilitate the understanding and analysis of these applications. After this study, we concluded that it
was necessary not only to present specific metrics and data about the execution of a particular application,
but also to provide automated analysis tools to facilitate the reading and comprehension of the collected
data from a specific execution.

We concluded, therefore, that in order to facilitate the analysis of an application, it was necessary
to provide a tool that could collect, interpret and present informative data about the execution of the
application in question. At the same time, it was important to meet criteria such as not requiring visibility
into the application’s code and not impacting the normal operation of the application. It was also a goal
of this thesis to explore LTTng as the data collection tool (i.e., tracing tool).

Therefore, in this thesis, we present a new tracing and analysis pipeline that uses LTTng as a tracing
tool. Itis capable of collecting, interpreting, correlating traced data and sending it to Elasticsearch, enabling
analysis and the creation of visualization dashboards in Kibana, automating the analysis process.

In order to validate that the solution presented in this thesis fulfills the mentioned objectives, such as
being non-intrusive, have minimal impact and allow near real-time analysis, performance tests and utility
tests were conducted. In the performance tests, we demonstrated that enabling tracing with LTTng does
not cause significant impact on the application’s execution. On the other hand, when adding the parsing
phase, some impact on the application’s performance was observed. However, the parser and the rest

of the pipeline can be executed on a separate server due to the live mode of LTTng, which ensures that
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our solution does not cause significant impacts on the application’s execution. Additionally, through the
utility tests on real applications, we demonstrated that our solution not only facilitates the understanding
of the application but also enables the prediction of potential issues and the identification of their possible

causes. All of this without the need for code instrumentation at of the application.

5.1 Future work

In this section, we highlight potential enhancements that can be made to the solution presented in this
thesis, aiming to enrich its contributions. Throughout the development of this thesis, various ideas and
curiosities emerged, leading us to explore other areas to further enhance our work. Therefore, the following
ideas for improving the developed tool are presented, which would undoubtedly make it more valuable and
better equipped to achieve its goal of assisting programmers and system administrators in understanding
applications, anticipating potential issues, and identifying their root causes:

Add file information to events. In general, system calls only receive the file path during the file
opening. For subsequent file accesses, whether for reading or writing, the file descriptor is used as the
argument to identify the file. This means that it is not directly possible to associate a read or write event
with a specific file. Additional manual analysis work is required, as done in the Elasticsearch utility test,
to identify the file name corresponding to the file descriptor received by the system call at that moment.
Therefore, it would be important to establish this relationship in the parsing phase, namely in the plugin
developed for Babeltrace2, where file path information could be added to the read/write event.

Capturing content from references. LTTng captures all the arguments used in a system call
invocation. However, many system calls receive memory addresses referring to structures/buffers as
arguments. Although LTTng captures some of these references, such as the path of the file being opened,
it does not capture most of them. To provide more information to users, it is possible to capture additional
references passed to certain system calls. For example, it would enable observing the content written/read
to a file by reading the buffer or collecting network information passed as a reference to a structure in some
system calls. Currently, this functionality needs to be implemented manually, requiring the creation of a
custom probe for these system calls.

Add artificial intelligence to detect problematic patterns. In order to further automate the
analysis process, it would be interesting to add artificial intelligence capable of automatically detecting

undesired /0 patterns in the application’s execution, without the need for human detection.
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