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Abstract

Concerns on the efficiency and quality of public health systems have increased in
recent years due to population growth and ageing. With population ageing, the number
of persons with medical conditions that require supervision increases, thus increasing
the burden of healthcare professionals. The adoption of Information and Communica-
tion Technologies (ICT) is one of the proposed solutions to help address these societal
changes. Their application has been recognized as an aid to improve healthcare by
enabling support for continuous treatment, care and well-being, ultimately improving
quality of life.

Research areas such as Pervasive Healthcare have been proposed with the aim to
deliverer “healthcare to anyone, anytime, and anywhere.”, and paradigms such as the
Internet of Things (IoT) propose to address the deployment of interoperable infrastruc-
tures based on sensors, networks and services, by connecting “things” over the Internet,
eventually enabling what is proposed by Pervasive Healthcare. Yet, challenges on the
deployment of sensor technologies towards a Healthcare IoT still have to be addressed,
in order to provide healthcare applications that benefit its stakeholders.

The aim of this thesis is to develop and evaluate pervasive sensing interfaces, for
Healthcare IoT monitoring applications of senior citizens and patients under non-critical
continuous care. This is investigated by 1) developing three new pervasive gateways
solutions for interfacing medical devices, 2) evaluating commercial sensor devices to
verify their validity and reliability for healthcare applications, and 3) evaluating these
solutions in real world nursing homes to assess their feasibility and gain an understating
of the users’ experience.

The research developed indicates that a combination of available ICT may enable
Healthcare IoT. The method of developing sensor interfaces based on standard ICT,
which require minimal or zero configuration, may be appealing to the end users, since
minimal technical knowledge is required to use them and more focus can be put on
providing healthcare. Yet, challenges such as standardized access to health data, health-
care stakeholders’ acceptance, technology reliability and its real benefit, still have to
be further researched. The availability of the developed platforms may leverage the
research on these topics and, ultimately, leverage the deployment of Healthcare IoT.
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Resumo

Nos últimos anos tem havido uma crescente preocupação com a eficicência e quali-
dade dos serviços públicos de saúde devido ao aumento e envelhecimento da população.
O envelhecimento da população carece de especial atenção devido ao aumento de con-
dições médicas, que vão implicar um aumento da carga dos seus já sobrecarregados
profissionais. A adopção de tecnologias de informação e comunicação tem sido proposta
como uma solução para ajudar a resolver os problemas descritos. A sua aplicação
tem sido reconhecida como uma forma de melhorar o fornecimento de cuidados de
saúde, potenciando o tratamento, cuidado e bem-estar de uma forma continuada, o
que, eventualmente, pode aumentar a qualidade de vida dos pacientes.

Áreas de investigação como Pervasive Healthcare tem sido propostas para tentar
desenvolver a entrega de “cuidados de saúde para todos, a qualquer momento e em
qualquer lugar”, e paradigmas como a Internet of Things (IoT, Internet das Coisas)
propõe-se a investigar o desenvolvimento de infraestruturas interoperáveis baseadas em
sensores, redes e serviços, de forma a conectar “coisas” através da Internet, poten-
ciando os princípio propostos pela Pervasive Healthcare. No entanto, há desafios no
desenvolvimento das tecnologias de sensores que devem ser investigados, de forma a
poder criar e fornecer aplicações com mais-valia para cuidados de saúde.

Nesta tese é apresentado o desenvolvimento e avalição de interfaces pervasivas com
sensores para aplicações de cuidados de saúde baseadas na Internet of Things. As
soluções propostas tem em vista aplicações para monitorização remota de cidadãos
séniores e pacientes sobre cuidados paliativos. Estas soluções foram investigadas ao 1)
desenvolver três novos gateways para ligar dispositivos médicos de forma pervasiva, 2)
avaliar a validade e fiabilidade de dispositivos comerciais para aplicações remotas de
monitorização, e 3) avaliar as soluções desenvolvidas em lares de terceira idade, para
investigar a sua viabilidade e compreender a experiência dos utilizadores com estas
tecnologias.

A investigação desenvolvida evidencia que combinar tecnologias de informação e
comunicação disponíveis pode potenciar o desenvolvimento da IoT para a saúde. As
interfaces desenvolvidas baseadas em tecnologias standard, que implicam uma configu-
ração mínima ou nula destas, demonstrou ser uma abordagem interessante do ponto
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de vista dos utilizadores, uma vez que não são necessários conhecimentos avançados
sobre teconologia, tendo assim disponível mais tempo para providenciar cuidados de
saúde. No entanto, é necessária mais investigação em tópicos como a standardização de
dados, a validação e aceitação destas tecnologias, e os reais benfícos da sua aplicação.
A disponibilidade de plataformas como as que foram desenvolvidas podem ajudar à
investigação destes tópicos e, por fim, ajudar ao desenvolvimento da IoT para a saúde.
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Chapter 1

Introduction

In this chapter, the background for this thesis is presented, specifically the societal
changes occurring in Europe, followed by an introduction of technological solutions
that aim to attenuate these issues. After, the aim of this thesis, the research questions
and the methods that guided the research, as well as the structure of the thesis, are
presented.

1.1 Societal challenges

Concerns on the efficiency and quality of public health systems have increased in
recent years. In Europe, two of the factors are 1) the population growth and its aging
[10–12] and 2) the lack of qualified health professionals [11]. A population growth of
1.8% is projected in Europe, from 511 millions in 2016 to 520 millions by 2070. Factors
that are influencing these demographic changes are: dynamics of fertility (number of
births bellow the number of deaths), increasing migration rates as well as an increase
in life expectancy due to better healthcare systems and improvements in medicine [10].
The first impact of these factors is on the number of working-age people: in 2010 there
are about four working-age people for every person aged 65 years, while in 2070 the
number is projected to decrease to two [10]. On the health sector, a shortfall of one
million healthcare workers is expected by 2020 [11]. The main reasons for this are: an
undersupply by professional training organizations; current staff aging; professionals
moving to countries where better working and professional prospects and financial
incentives are offered; and more professionals moving to urban areas, leaving rural
areas with an undersupply of healthcare professionals [11].

Regarding the demographic changes, population ageing raises special attention as
the projections point to an increase of the number of people aged 65 or more from 29.6%
in 2016, to 51.2% by 2070 [10]. With this ageing increase there is also an increase on the
number of medical conditions that require supervision. With current public healthcare
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Chapter 1. Introduction

systems’ structure, this will become a burden to the healthcare professionals as there
will be a need to provide more care to more patients [13]. According to Scheil-Adlung
et al.[12], Long-Term Care (LTC) of the elder population is mainly provided by family
members and specialized professional caregivers, with the numbers varying globally
due to factors such as an expected shortfall of the referred workers, lack of funding
by governments and lack of legislation. Even when LTC is provided, physical and
psychological abuses may occur, as reported by Rytterström et al. [13], due to aspects
like carers workload, personal and professional demands, job satisfaction and focus on
efficiency, which ultimately may lead to uncaring behavior.

These factors are resulting in an increasing pressure on European public health
systems, which are starting to show their limitations: increasing costs, growing incidence
of medical errors and lack of adequate medical support, either by lack of human
resources and/or lack of time dedicated to patients care [14, 15]. Thus, a discussions
on what changes does the health sector require are necessary, yet challenging as they
imply convergence of various expectations of healthcare stakeholders [16].

1.2 Technological solutions

One of the proposed solutions to help address the previously described challenges
due to societal changes and improve healthcare is the adoption of Information and
Communication Technologies (ICT). Their application have been recognized as an aid
to improve healthcare workflows, which can ultimately benefit providers and patients
[17–25]. Bardram et al. [26] write that ICT adoption could enable:

1. support for continuous treatment, care and well-being, which can improve quality
of life. This is a paradigm shift from current medical practice focused on death and
disease [15], thus achieving it is difficult since they are based mainly on cultural
aspects which differ between populations. Yet, technology can be used as a tool to
perceive the surrounding environment, adapt to it and eventually improve quality
of life;

2. moving patient treatment and care from hospitals to the home setting. This
became possible due to the technological advances in the fields of informatics and
electronics. It is also desirable since patients at home may present faster recoveries
[27, 28], improving their well-being, and because it decentralizes and removes the
pressure from hospitals. Moving patients to the home setting also empowers them
with the ability of managing their own health, which may reduce care suffering
[29];

3. patient’s monitoring moving from a periodic sampling to a continuous one. As

2



1.2. Technological solutions

an example, blood pressure can be monitored on a more regular basis, e.g. daily,
at home by the patient alone or with help from a relative, instead of moving
to a health care unit where a nurse measures it more sparsely. With a more
continuous sampling, evolution of health conditions can be better monitored and
the occurrence of other conditions predicted;

4. a shift from clinical professionals centric medicine to a collaborative medicine
where patient and medical staff are both active health managers.

The efficiency of monitoring and controlling medical conditions has been actively
researched [25] for several conditions such as: high blood pressure [30–32], diabetes
[33, 34], weight loss [35, 36], chronic obstructive pulmonary disease (COPD) [18, 37–
39], heart failure [40], dementia [41] and rehabilitation [42]. But the acceptance by
various healthcare stakeholders still varies. Patients tend to embrace and approve the
use of technology to manage their health [43–45], although the scientific and medical
community is more divided due to uncertainty of the impact that technology may have
on health management [24, 44]. Health managers and political decision-makers also play
an important role in the application of these solutions. However they face challenges
regarding the deployment costs versus the promised benefits of telemedicine [24, 46]. In
order to understand the differences on the approaches and decisions made by various
stakeholder groups, it is important to understand the mindset of these heterogeneous
groups and the implications they have on the deployment of healthcare ICT solutions.
The different mindsets are presented in Table 1.1.

Several approaches focusing on the implementation of ICT on healthcare have been
proposed over recent years. Between them are:

eHealth is a “field in the intersection of medical informatics, public health and busi-
ness, referring to health services and information delivered or enhanced through
the Internet and related technologies” [47].

Telecare is “the use of communications technology to provide health and social care
directly to the user (patient). This excludes the exchange of information solely
between professionals, generally for diagnosis or referral” [48].

Telehealth is “the delivery of health care services, where patients and providers are
separated by distance. Telehealth uses ICT for the exchange of information for
the diagnosis and treatment of diseases and injuries, research and evaluation, and
for the continuing education of health professionals. Telehealth can contribute to
achieving universal health coverage by improving access for patients to quality,
cost-effective, health services wherever they may be. It is particularly valuable for
those in remote areas, vulnerable groups and ageing populations” [49].
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Chapter 1. Introduction

Stakeholder Discourse Mindset

Medical staff Humanist/Political
Economy

1. Are overwhelmed by information from electronic
health records and devices

2. Experience a lack of reimbursement for e-Health
3. Have concerns about the quality of the data generated

by e-Health and m-Health devices

IT specialists Modernists Are not well enough instructed on what health
information doctors need at what time

Patients Humanist 1. Do not always understand what is written down in
their electronic health record, because of what is often
referred to as ’doctors language’

2. Sometimes lack proper experience with information
technology, especially smartphone technology

Managers Political
Economy

Have concerns about the logistics of control of the data

Nursing staff Humanist Are afraid that they will be overwhelmed with data

Table 1.1: Mindset of the stakeholders involved on e-Health implementation [44]. The
discourse column represents the concerns and discourses usually associated with the healthcare

stakeholders, as presented by [16].

Telemedicine is sometimes presented as a synonym of Telehealth, by institutions such
as the World Health Organization [49] and the American Telemedicine Association
[50]. A possible explanation for this is the shared concern of delivering healthcare
services over distance, using ICT. Yet, from an etymological perspective, medicine
is “the practice concerned with the maintenance of health and the prevention,
alleviation, or cure of disease” [51], i.e. the set of methods, procedures and tools
to provide health care, while health “is a state of complete physical, mental and
social well-being and not merely the absence of disease or infirmity”[52]. From
this perspective, Telemedicine can be defined as the set of methods, procedures
and tools based on ICT for physicians to deliver health. The difference between
Telemedicine and Telehealth is also presented in the World Health Organization’s
2010 Telemedicine report [53].

Ambient Assisted Living (AAL) is the application of a multitude of technologies,
e.g. electronics (sensors), medical informatics and communications, to bring in-
telligence and sentience to living environments in order to support people inhab-
iting them. This area has its foundations in domotics, however it grew from the
automation of simple domestic tasks (light control, blindfolds opening/closing,
security alarms) to integrate context-awareness technologies improving the real-
ization of daily activities. In healthcare scenarios the focus is to enhance the
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1.2. Technological solutions

well-being of individuals by providing monitoring, assistive and persuasive tech-
nologies [54], and prevent and improve wellness and health conditions [28].

Pervasive Healthcare according to Varshney [55], it is defined as “healthcare to
anyone, anytime, and anywhere by removing locational, time and other restraints
while increasing both the coverage and quality of healthcare.” Bardram [26] presents
it as a unifying discipline whose scope is to merge and unify methods, techniques
and technologies developed and assessed on related concepts, with the idea of
“technology that disappears in the background” proposed by Ubiquitous Computing
[56].

Pervasive Healthcare is based on ICT such as wireless networks (cellular, wireless
LANs and ad hoc wireless networks), to be the foundation for connecting devices, infor-
mation services and people, eventually leveraging the ubiquitousness of health services
[55]. The introduction of ICT in healthcare has been a concern of fields such as Medical
Informatics and Biomedical Engineering, whose concerns are, respectively, the manage-
ment of health information, and the combination of engineering methods with medical
sciences [26]. Pervasive Healthcare shares the sames concerns as the presented fields,
but its approach is towards a decentralized healthcare service model using the research
of these different fields [26]. A representation of the unifying character of Pervasive
Healthcare is depicted in Figure 1.1.

Figure 1.1: Representation of the Pervasive Healthcare, as a unifying discipline of various
healthcare concepts.
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Chapter 1. Introduction

More recently, the concepts of Cyber-Physical Systems (CPS) and the Internet of
Things (IoT) emerged, which are promising for accomplishing the vision of Pervasive
Healthcare [57–59]. CPS concerns with the integration of the cyber and physical worlds,
i.e. “with the control and monitoring of physical environments and phenomena, through
sensing and actuation systems consisting of several distributed computing devices, tightly
coupled in their functions towards their physical environment” [57]. IoT concerns with
the technologies and infrastructures that connect the cyber and physical worlds. Accord-
ing to Xu et al. [59], it can be described as “a dynamic global network infrastructure
with self-configuring capabilities based on standard and interoperable communication
protocols where physical and virtual ‘Things’ have identities, physical attributes, and
virtual personalities and use intelligent interfaces, and are seamlessly integrated into
the information network”. Research on applying IoT technologies (sensors, wireless
networks, services) to healthcare [46, 60, 61] agrees with Varshney’s vision [55] of Per-
vasive Healthcare, therefore a combination of these can leverage what can be arguably
called Healthcare IoT.

According to Lin et al. [58], CPS is based on IoT infrastructures, thus it is nec-
essary to address the last in order to leverage the first. The vision of IoT can be
represented by a three-layered IoT architecture as depicted in Figure 1.2. Tier 1 is
known as the sensing or perception layer, where physical entities (persons and devices)
interact, usually through sensor-based technologies. Tier 2 is known as the network or
transmission layer and is responsible for transmitting information and data incoming
from the sensing layer, to the upper layers of the architecture. Tier 3 is known as the
application layer, where the data received from the bottom layers is stored, processed
and made available though services and applications. An inherent characteristic of this
architecture is the presence of human “things” which are the main data producers and
consumers [62], thus it is important to address Healthcare IoT’s challenges with a per-
spective of humans-in-the-loop [57]. Also, the potential users of these systems can have
some sort of physical or psychological impairment, thus developing technology they
can use becomes even more challenging [63]. Thus, it is important to understand how
Healthcare IoT technologies can be integrated and deployed to the end user, so their
acceptance and adherence to health management is enabled [64–66].

To accomplish an architecture such as the one depicted in Figure 1.2, there is a
need to create and establish standards and interfaces that seamlessly connect the het-
erogeneous systems present on the layers of an IoT system [46, 58, 60, 67–69]. One
such initiative is the Personal Connected Health Alliance (PCHAlliance) that promotes
the Continua Design Guidelines, “an open framework implementation guide for user-
friendly, secure and interoperable health data exchange in personal connected health”
[70]. The architecture proposed by the alliance is depicted in Figure 1.3 and resembles
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1.2. Technological solutions

Figure 1.2: Typical three-layered IoT architecture [67].

the architecture depicted in Figure 1.2. Here, Tier 1 is represented by the Personal
Health Devices interface, which connects Personal Health Devices (or sensors) with
the upper layers through Personal Health Gateways. Tier 2 is represented by the Ser-
vices Interface which represents the network connections between PANs and LANs with
Healthcare Information Services via WANs. Tier 3 is represented by the Healthcare In-
formation Services which enable the exchange of health records between heterogeneous
healthcare systems.

Figure 1.3: Continua Alliance’s architecture for healthcare deployment (image adapted from
[70]).

The wide availability of sensors is one of the main enablers of Healthcare IoT [38,
59, 60, 68, 69, 71], as the data they generate can be used to aid and empower users
to be active managers of their health on tasks such as medication in-take and physical
activity reminders [19], and even aid medical staff on tasks such as early detection of
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Chapter 1. Introduction

medical conditions [46]. Yet, they should provide a good user experience, i.e. be easy to
use so that end users do not get demotivated, which may lead to stop using them and
fail to adhere to their health management [72]. Healthcare sensors appear in several
forms such as medical devices (blood pressure monitors, weight scales, thermometers,
oximeters), mobile devices such as smartphones and tablets, wearables and Body Area
Networks (BAN) [2, 73, 74]. These are capable of measuring vital signs such as blood
pressure, weight, SpO2, heart rate, temperature, step counting and physical activity.

Recent sensors already support some kind of wireless communication standard such
as Bluetooth, Bluetooth Low Energy (BLE) or ZigBee [68, 72]. Due to the low-power
nature of these wireless communications, their range is limited to Personal Area Net-
works (PAN). Thus, interfacing these devices is accomplished by using using gateways,
especially mobile devices. These collect data via installed applications, usually provided
by the device’s manufacturer, and send it to remote healthcare services [60, 73]. Gate-
ways are also used as an external computational resource, due to the low-energy and
low-resources available on the device [72, 74]. However, this model presents interoper-
ability limitations such as the device’s high dependence on the gateway and its applica-
tions to fully operate, the creation of data closed “silos”, i.e. devices’ data is exchanged
and stored on the manufacturer’s application and cannot be exchanged, and forces user
interaction with the gateway [75, 76]. Zachariah, et al. [77] describes these problems
as follows: “Opening a new webpage on a laptop does not require a new application
on the Wi-Fi router, but connecting a new IoT device does require a new smartphone
app, a new laptop dongle, or a new basestation device (...)”. These limitations of the
mobile model highlights the importance of creating interfaces that are more pervasive,
i.e. interfaces that are able to reprogram themselves to adapt to the applications’ needs
so that “smart” services can be provided seamlessly to the end-user [68, 69].

Standardization of communications and information models are also pointed as chal-
lenges to be addressed for enabling interoperability of heterogeneous IoT components
[46, 61, 74, 78]. While at communication level a tendency towards adoption of commu-
nication standards such as 3G/4G, IP, HTTP, CoAP, MQTT can be observed, the same
can not be said for data [46, 61, 74]. Efforts such as Continua guidelines try to address
this by establishing interfaces based on information standards such as IEEE 11073
and HL7. With the emergence and growth of the mobile and wearables market, large
amounts of health data can be generated, however manufacturers are failing to adhere
to standardized information models [74], leading to the creation of already mentioned
“silos” [76]. Also devices feasibility, reliability and validity have to be verified in order
to eliminate the risk of inflicting harm to the user, and also to enable the potential
they promise for safe remote monitoring applications [38, 78, 79]. Moreover, the data
generated has to be processed and stored so that useful health information is provided
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to users [78]. Here, areas such as Big Data and artificial intelligence can be useful,
although challenges with data accuracy and interpretation still have to be addressed
[72, 80].

The described challenges are summarized in Table 1.2.

Challenge Description

CH1 Create pervasive interfaces that are able to adapt to the healthcare applications’
needs so that “smart” services can be provided seamlessly to the end-user

CH2 Definition and adoption of standard communication and health information models
that enable integration of heterogeneous healthcare systems

CH3 Validation of health and medical devices feasibility and reliability to enable their
potential as tools for safe remote monitoring applications

Table 1.2: Summary of the research challenges of Healthcare IoT.

1.3 Scope and Research questions

The aim of this thesis is to develop and evaluate pervasive sensing interfaces,
towards seamless deployment of Healthcare IoT applications. The presented solutions
target applications for remote monitoring senior citizens and patients under non-critical
continuous care. This was achieved by research on 1) developing three new models of
pervasive gateways for interfacing medical devices, 2) evaluating commercial sensor
devices to verify their validity and reliability for these types of applications, and 3)
evaluating these solutions in real world nursing homes to assess their feasibility and
gain an understating on the users’ experience.

To guide the research into these topics, the following research questions (RQ) were
formulated:

RQ1 What are the current challenges with pervasive sensing interfaces in Healthcare
IoT?

RQ2 Which IoT architectures and technologies can enable seamless deployment of
healthcare remote monitoring applications?

RQ3 How can IoT technologies be combined to support the seamless deployment of
Healthcare IoT and are they sufficient to address the current challenges (described
in Table 1.2)?

RQ4 What is non-technical users’ experience and understanding of Healthcare IoT
technologies and how do the Healthcare IoT technologies meet their expectations?

9



Chapter 1. Introduction

In order to answer RQ1 to RQ4, the thesis has the following objectives (O1 to O5):

O1 Review the state-of-the-art of technological solutions used for deploying and in-
terfacing sensors in healthcare remote monitoring applications.

O2 Develop experimental platforms for interfacing medical sensors using state-of-the-
art IoT technologies, to gain insight on the technical obstacles that challenge the
seamless connection and deployment of sensors in remote monitoring applications.

O3 Evaluate IoT platforms and devices with non-technical users to gain insights into
their understanding and expectations of these technologies, and understand what
obstacles they pose towards Healthcare IoT from an end-user perspective.

O4 Evaluate commercial off-the-shelf (COTS) medical devices to gain insights on
their feasibility, reliability and the obstacles they pose towards remote monitoring
applications.

O5 Propose and evaluate new architectural solutions that address integration and
deployment challenges found during the development and evaluation of IoT plat-
forms, towards seamless deployment of sensors in Healthcare IoT.

1.4 Research Methodology

In order to meet the presented objectives (O1 to O5) and answer the research
questions (RQ1 to RQ4), a methodology approach, described in the next section, was
defined to guide the research throughout this thesis, called research methods (RM),
specifically RM1 to RM5.

1.4.1 RM1: State-of-the-art of Healthcare IoT platforms

A review of IoT enabled research and commercial platforms was made to under-
stand the state-of-the-art architectures and technologies that are being used to interface
sensors in the IoT. This in-depth review focused on how IoT gateways are being devel-
oped to address the challenges of remote monitoring applications. This review study
addresses RQ1 and RQ2, targets objective O1 and was used to identify the research
gap and thus allowed to frame the remaining research questions. The results of this
study were presented in publication P1, which provides a review on edge gateways,
i.e. gateways deployed on the edge of the network such as in people’s homes, and how
sensing technologies (e.g. medical devices with wireless connectivity) interconnect with
other heterogeneous healthcare systems.
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1.4.2 RM2: Development of sensing gateway platforms

In order to explore the challenges with the deployment of sensors on the edge of the
network, three gateway platforms were developed. The first, the Common Recognition
and Identification Platform (CRIP) was developed during the project CareStore [76] and
it aimed to understand the challenges of embedding identification and communication
technologies for seamless deployment of sensors and identification of persons – details of
the platform are further presented in publications J1 and J2. The second, the CAMI’s
Data Collector gateway was developed during the CAMI project [81] and it aimed to
seamlessly integrate medical, ambient and wearable sensors. The third, the CARIOT
platform, enables non-Internet connected medical devices, such as blood pressure or
weight scales, to become IoT-ready. The development of these three platforms allowed
to address research questions RQ2 and RQ3, specifically, it provided insight into the
mechanisms that leverage seamless deployment of medical devices with Bluetooth and
BLE capabilities and the communication and information technologies that can connect
them with health services. The results of these research activities are published in
publications J1, J2, J4, C3, C4 and P2 and the results achieve objective O2 and served
as base for achieving objectives O3 and O4.

1.4.3 RM3: Evaluation of sensing gateway platforms on nursing homes

Three evaluations of the CareStore, CAMI and CARIOT platforms were performed
to gain insights into the user’s understanding and experience with them. The evalua-
tions were performed in nursing homes, with the participation of the nursing staff. The
CareStore platform was evaluated in a nursing home in Germany. The CAMI platform
was assessed in 20 private homes in Denmark, Romania and Poland. The CARIOT
platform is currently being evaluated at two nursing homes in Denmark. These evalua-
tions address research questions RQ3 and RQ4. The evaluation results of the CareStore
platform are published in C2 and C4, and objective O2 is achieved through these eval-
uations.

1.4.4 RM4: Evaluation of health devices

Technological and clinical evaluations of COTS medical devices were also performed
in order to understand the state-of-the-art of these tools as Healthcare IoT enablers. The
technological evaluations focused on exploring the usage and limitations of these devices,
specifically to understand if they can be deployed in remote monitoring applications.
This relates with the acceptance by the medical community of these devices as reliable
tools for remote monitoring of patients recovery in a home setting.

To showcase this, a clinical evaluation of pedometers was performed to assess the
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accuracy of these devices by verifying the number of steps counted against the gold
standard, i.e. manual counting. The results of this evaluation are published on J3. Also,
an evaluation of the CRIP was performed using Bluetooth enabled devices, specifically
a weight scale, a blood pressure monitor and an oxygen saturation (SpO2), to under-
stand the user experience of using seamless enabling technologies. The results of this
evaluation are published in J2 and C2. These evaluations address research questions
RQ3 and RQ4, and achieve objectives O3 and O4.

1.4.5 RM5: Proposal of new architectures to enable the development
of seamless platforms for Healthcare IoT

During the development of the gateways in the aforementioned projects, the com-
munication and information technologies used enabled an IoT integration of sensors
following a cloud based approach, as proposed by the Continua guidelines. Yet, the
proposed integration is made at the application layer of the IoT and does not address
integration at the sensing/perception and network layers, leaving this to the standard
PAN standards, such as ZigBee. However, not all the communication standards provide
features such as device and services discovery, security and uniform data and informa-
tion models at the three IoT layers. These issues were researched from a conceptual
perspective in article C1, where OPC UA (OPC Unified Architecture), a machine-
to-machine interoperability standard for industrial automation, and healthcare infor-
mation models were combined to address the previously mentioned challenges. The
integration of the aforementioned features is addressed in publication C4 by using a
microservice based architecture for the gateway development. These studies address
research questions RQ1, RQ2 and RQ3, while achieving objectives O2 and O5.

1.4.6 Research development timeline

As described, this research work was developed within the scope of three Healthcare
IoT research projects, specifically CareStore, CAMI and CARIOT. To help understand
when the presented research questions (RQ), research methods (RM) and objectives
(O) were addressed, a timeline is depicted in Figure 1.4. The relations between RQs,
RMs and Os, as described in sections 1.4.1 to 1.4.5, is represented by the vertical bars,
with the RQs as input for the RMs and the Os as terminal points. For each RM, the
contributions (publications and results) are depicted on top of the figure.

The approach to each project was similar, and consisted on addressing RQ1 to RQ4,
using RM1 to RM4. The only exception is RM5, which assessed a novel architecture
based on OPC UA, although the research was also based on the same RQs used to
address the projects.
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Figure 1.4: Timeline of the Thesis research within the scope of the supporting projects. For
each project research questions, research methods, objectives and contributions are identified.

1.5 Reading guide

The remainder of this thesis is divided in two parts. Part I is comprised by ten
chapters, each representing a publication listed on page vii. Each chapter is comprised
by the research publication in its original form and an overview of the publication and
its aim on the scope of this thesis. Part II consists of two chapters with the discussion
and conclusions of the thesis.

In Part I, chapter 2 presents a review on the state-of-the-art of edge healthcare
gateways developments for Healthcare IoT, as well as background concepts to help
understand the scope of this thesis. Chapter 3 presents the CareStore platform and
the development of the CRIP gateway, its role on the platform and its laboratory
assessment. Chapters 4 and 6 present the evaluation of the electromagnetic compat-
ibility (EMC) and electromagnetic interference (EMI) of the second CRIP prototype.
In chapter 5 the EMI of the first CRIP prototype is evaluated. The article of chapter 4
is a journal extended article of the conference article presented in chapter 6. Chapter
7 presents an investigation of the user experience of non-technical care staffs’ first time
use of the CRIP. Chapter 8 presents the CAMI project and the development of the
CAMI gateway. Chapter 9 presents an integration standard for interconnection of het-
erogeneous healthcare systems. Chapter 10 presents an evaluation of pedometers at
slow speeds, to assess their clinical feasibility as rehabilitation monitors.

In Part II, chapter 11 presents a discussion on the findings of this thesis, and chapter
12 presents the conclusions obtained from this thesis work, its limitations and suggested
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future work.
Figure 1.5 depicts the recommended reading order for this thesis. Chapter 2 with the

state-of-the-art should be read as the first chapter, since it introduces the challenges that
need to be addressed when integrating IoT sensing interfaces in healthcare, specifically
by using gateways. From here, the reading of the thesis can be divided in three tracks:
development and evaluation of the CRIP; development of the CAMI and CARIOT
gateways; and evaluation of medical devices. On the first track, the reader can go to
the development and evaluation of the CRIP gateway (chapters 3 through 7). Chapters
5 and 6 are two articles addressing separate EMC evaluations of the CRIP, which
are also addressed on chapter 4. Chapter 9 proposes OPC UA as a solution for the
integration challenges found during the development of the CRIP. The second track
regards the development of the CAMI gateway, on chapter 8. Next, the reading of
chapter 9 is recommended. This track should be red after going through the chapters of
track one, as some concepts from CareStore are recalled here. The third track composed
by chapter 10, presents the evaluation of medical devices. Finally, chapters 11 and 12
can be read after each of the tracks.
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Figure 1.5: Reading order recommendation of the thesis. The indexes on the left corner
indicate the research method that the publication addresses (RM1 to RM5), which may be
found in section 1.4, while the heading of each box represents the publication (P1, J1 to J4,

and C1 to C4)
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Scope

This chapter presents a review of gateways deployed on the edge of the network for
healthcare applications. The aim is to gain an understanding of IoT aspects, specif-
ically the architectures, communications and information technologies that are being
evaluated and used to achieve the vision of Healthcare IoT. The review addresses re-
search questions RQ1 and RQ2, using research method RM1, and was used to frame
the research work that will be presented in the following chapters. The gateways were
also reviewed with a perspective of understanding and addressing the challenges that
IoT infrastructures present, and how edge computing based architectures can address
them.

The article is presented in its current revision, without any reference to other
chapters of the thesis. This publication is still in preparation, therefore some aspects
discussed may be prone to changes. To the best of the author’s knowledge, this is
the first article to review the state-of-the-art of the gateways for Healthcare IoT appli-
cations. This article contributes to address this literature gap, as it is important for
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researchers to be aware of the IoT technologies that are available, its limitations and
pitfalls, and the healthcare applications that are being assessed.

The first outcome of the review is an overview of the architectures and technologies
that are being used, which is summarized in a taxonomy and communications stack.
Two typical architectures were found: a gateway with external wireless sensors (A1),
i.e. the architecture used by the gateways developed during this thesis; and a gateway
with embedded sensors (A2), mostly used on healthcare medical devices. Depending
on the architecture, different communications are used to interface the sensors. On
architecture A1 wireless PAN communications such as Bluetooth, BLE or Zigbee are
used due to their low power consumption, while on architecture A2 the interface is made
using LAN and WAN technologies such as WiFi or LoRaWAN.

The second outcome is a framework with the topics that are addressed when de-
veloping IoT systems for healthcare. The framework summarized and helped on what
topics of the review should be addressed. For example, the topics related to governance
of IoT systems were excluded as they are out of scope of the overall research work and,
consequentially, this thesis. As an example, topics related with security and privacy
are broader than the Healthcare IoT and therefore were left out of scope of this thesis.
However, national and regional policies are tied specifically with healthcare.
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Abstract

Introduction: Remote health care technologies have been promoted as a solution
for the increasing difficulties that public healthcare systems face. The increasing number
of technologies that are available such as medical devices, activity trackers and mobile
devices, combined with the developments on Information and Communication Tech-
nologies (ICT) architectures such as the Internet of Things, can leverage the develop-
ment of such solutions. However, deploying ICT for healthcare requires several efforts
concerning the connection of heterogeneous systems. Companion IoT paradigms such
as Cloud, Edge and Fog computing have emerged with the aim to simplify the deploy-
ment and scalability of IoT systems, although each of these still presents their own
challenges regarding their interconnection.

Objectives: The aim of this review is to provide an overview of the state-of-
the-art within IoT Edge Healthcare Gateways for interfacing heterogeneous IoT-based
healthcare sensor systems at the home setting. Specifically, the review covers enabling
architectures, protocol stacks, data standards, embedded platforms and sensors. The
review presents the state-of-the-art of academic research projects and studies comprised
between 2012 and 2018, as well as an overview of the current commercially available
state-of-the-art products.

Methods: A review of commercial and research Edge gateways directed to Health-
care IoT applications was first conducted on the scientific databases IEEE Xplore,
ACM DL, PubMed, Scopus and MDPI, using the keywords “internet of things” AND
“healthcare”. The articles were reviewed in order to gain an understanding of the
current IoT gateway approaches on architecture, communications and data standards.
The inclusion criteria spanned the topics of IoT gateway implementations for health-
care, Wireless Sensor Networks for healthcare, Edge/Fog computing gateways, Mobile
computing integration with sensors, and standard communications and information
models for integration of heterogeneous healthcare systems.

Results: A total of 187 scientific papers were reviewed and 66 were selected. From
these, 33 focuses on gateway development and its integration in an IoT architecture,
20 focuses on communications and healthcare information models, and 13 are reviews
or surveys. Finally, a total of 11 commercially available platforms were identified and
a comparative characteristic matrix was created presenting an overview of both com-
mercial and academic research products and features. Characteristics such as sensor
interfaces, communication stacks, platforms, applications and information models are
presented in a taxonomy and in a communication stack.

Conclusion: The review identified the current state-of-the-art within Edge health-
care gateway architectures and enumerated the ICT that are being used to develop and
evaluate Healthcare IoT applications. Most academic projects involved research on gate-
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ways using IoT technologies such as Bluetooth/BLE, Zigbee, HTTP and MQTT, and
architectures such as Edge, Fog and Cloud to evaluate technical solutions for Healthcare
IoT. The commercial platforms evidenced that manufacturers usually deploy gateways
as interactive terminals with embedded or external medical sensors. However, we found
that for both areas there are challenges with the integration of third-party platforms due
to a lack of integration tools such as frameworks and/or APIs, or availability of source
code. Thus, beside the development of new Edge gateway solutions, it is important to
address the integration challenges of heterogenous technologies, so that the vision of
Healthcare IoT can be supported by high-quality products and technologies.

Keywords Ambient Assisted Living; Pervasive Healthcare; Telehealth; Telemedicine;
Internet of Things; Edge Computing; Fog Computing; Cloud computing; gateway

1 Introduction

With the increasing pressure for efficiency and quality in healthcare sectors [1–3], a
shift towards a medical culture where increased continuous health and well-being are
encouraged, is required [4, 5]. The healthcare sector is starting to show its limitations
due to a reduced number of staff and an increasing number of patients under care,
especially older people which nowadays present a higher number of chronic medical
conditions [1]. One emerging solution that could contribute to minimize this impact is
to involve patients and their families more actively in the care processes by empowering
them to actively self-manage their health. Here, Information and Communication Tech-
nologies (ICT) can be an aid in order to provide monitoring technologies that can help
enhance and manage health and, eventually, enable patients well-being and reduce the
burden of public health systems [6].

In order to achieve this, it is necessary to develop technological and organizational
infrastructures that can support these changes. From a technological perspective, areas
such as Telemedicine, Telehealth, eHealth, Ambient Assisted Living (AAL) [7] and
Pervasive Healthcare [8–10] have been actively exploring ICT approaches to benefit
the control of medical conditions such as high blood pressure [11–13], diabetes [14, 15],
weight loss [16, 17], Chronic Obstructive Pulmonary Disease (COPD) [18–20] and heart
failure [21]. Leveraging these are two new complementary ICT paradigms that promise
to revolutionize how entire businesses are structured [22]: Cyber Physical Systems
(CPS) and the Internet of Things (IoT). While the first focus on leveraging physical
components by using cyber components, the main objective of the IoT “is to inter-
connect various networks so that the data collection, resource sharing, analysis, and
management can be carried out across heterogeneous networks. By doing so, reliable,
efficient, and secure services can be provided.” [22] To enable the interconnection of
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heterogeneous systems, developments on Cloud, Fog and Edge computing paradigms
have been crucial. While cloud computing focus on centralized big scale services and
applications, Fog and Edge computing promote distributed infrastructures nearer the
user, as a way to attenuate some of the problems associated with cloud computing,
namely bandwidth, energy consumption, privacy and security of data and users [22–
25].

Deploying infrastructures nearer the users implies that new interfaces that intercon-
nect hardware and software need to be created, in order to enable seamless deployment
of sensors, applications and networks [24]. Traditionally, this has been accomplished
by using gateways, i.e. devices dedicated to creating interfaces between different de-
vices and/or networks, as well as translating between different communication protocols
deployed at the software and hardware level [22, 26, 27]. The increasing number of
health devices and dedicated applications, plus the amount of data they generate and
the promise of using them for improving health management, has been paramount for
the creation of healthcare gateways [28, 29]. While translation of protocols at sensory
and network layers are generally a common issue to various IoT business domains, the
translation and context of information is more domain centered and usually reflected at
the application layer. Therefore, it is important to understand how the implementation
of these particular aspects are being researched on the healthcare domain and what
challenges are expected.

The aim of this review is to provide an overview on the development and deployment
of the Healthcare IoT, specifically on the development of healthcare gateways placed
at the home setting that enable seamless deployment of healthcare technologies and
applications. An insight on architectures, protocol stacks, data standards, embedded
platforms, and sensors, will be presented in order to understand how these can enable
the deployment of healthcare applications. This insight is provided by surveying a
number of research projects and commercial platforms to understand the current state-
of-the-art on the deployment of Healthcare IoT solutions.

2 Background

In this section, we briefly present the concepts of Edge and Fog computing, as there
is some definition overlap on the reviewed literature that addresses these topics [24, 25,
30, 31] – for an in-depth review of these topics, the authors recommend the articles by
Ai et al. [32] and Pan et al. [33]. The concepts of Edge and Fog gateways will each be
presented in order to clarify our vision of an Edge healthcare gateway. Afterwards, a
conceptual architecture relating Edge and Fog with the three-layered IoT architecture,
will be depicted in an architectural diagram. This work does not delve into cloud
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computing since it is an area well established that does not need to be addressed in this
review. For an overview of the state-of-the-art of Cloud computing we recommend the
review by Zhang et al. [34].

2.1 Edge computing

The concept of Edge computing was first introduced by Satyanarayanan et al. [23]
by presenting the concept of cloudlets, i.e. small infrastructures or devices that can run
arbitrary code, services, or applications on the Edge of the network, much like cloud
computing infrastructures on a smaller scale. The concept was introduced due to the
emergence of mobile computing, as a companion architecture to expand mobile device
capabilities [35], ultimately improving applications and services response. Due to this
association, Edge computing can also be referred to as mobile Edge computing [32]. Shi
et al. [25] expands this by stating that, “edge computing refers to the enabling techno-
logies allowing computation to be performed at the edge of the network, on downstream
data on behalf of cloud services and upstream data on behalf of IoT services. Here
we define ’edge’ as any computing and network resources along the path between data
sources and cloud data centers.” It is also stated that “the rationale of edge computing
is that computing should happen at the proximity of data sources” [25].

With these definitions in mind, a health Edge gateway can be described as a device
deployed on the Edge of the network, such as a person’s home, that has dedicated
healthcare services and applications to enable remote health management. Some of the
gateway capabilities can be interfacing small computational devices with PAN capabil-
ities (for example, health devices equipped with BLE) and cloud services, processing
and managing health data locally, and syncing it with cloud health services. Using a
remote blood pressure monitoring application as an example, the gateway will acquire
the blood pressure measurement from a wireless medical device, and then a local ap-
plication/service extracts features to detect possible medical conditions, and will then
send medical data to healthcare services placed on the cloud. Meeting the Edge concept
of Satyanarayanan et al., the Edge gateway can also be a cloudlet that makes healthcare
services locally available to the user and be responsible for remote synchronization with
other healthcare services.

2.2 Fog Computing

The concept of Fog computing, according to [32, 35], was introduced by Cisco in
2012 and has been currently promoted by the OpenFog Consortium [36] – as of June
26th 2018, the OpenFog Reference Architecture has been adopted by the IEEE-SA
(IEEE Standards Association) as an official standard known as IEEE 1934 [37]. Its aim
is to seamlessly interconnect geographically distributed heterogeneous Cloud and Edge
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networks, i.e. use the elastic and on-demand capabilities of cloud computing with the
distributed processing, storage and sensing capabilities of Edge computing, to enable
truly scalable systems [30]. Vaquero et al. [38] describes Fog computing as “a scenario
where a huge number of heterogeneous (wireless and sometimes autonomous) ubiquitous
and decentralised devices communicate and potentially cooperate among them and with
the network to perform storage and processing tasks without the intervention of third-
parties. These tasks can be for supporting basic network functions or new services and
applications that run in a sandboxed environment.” Ai et al. [32] present the differences
between Edge and Fog computing: “Fog computing is different from edge computing
and provides tools for distributing, orchestrating, managing, and securing resources and
services across networks and between devices that reside at the edge. Edge architecture
places servers, applications, and small clouds at the edge. Fog jointly works with the
cloud, while edge is defined by the exclusion of cloud.”1 Chiang et al. [24] describes
this complementarity as follows: “The traditional view is that the edge uses the core
networks and data centers. The Fog view is that the edge is part of the core network
and a data center.”

With these concepts in mind, Fog computing can be described as a layer that
orchestrates the connection of Edge devices and networks with the cloud. Therefore,
a first formulation of a Fog gateway can be a context-aware network device that can
cooperate to orchestrate networks and applications over these. Actually, this is some-
thing promised by Software-Defined Networks (SDN), which simplifies the management
of networks and, due to its software nature, enable efficient and flexible networks in-
frastructures. Using, as example, the future 5G mobile networks, its improvements on
bandwidth and seamless connectivity of devices due to the support for multiple Radio
Access Technologies (RAT) and the new mmWave band, and the possibility to adapt
the network based on domain specific necessities, promises to enable the described
concept of Fog computing [39–41]. Thus, on the context of this review, a Fog gateway
is considered to be a device that can possibly be an Edge device that interface sensor
networks, remote services, and applications available, for example, through cloud or
cloudlets. However, it can also be a device that orchestrates numerous healthcare
devices, such as other Edge/Fog gateways that enable healthcare context aware appli-
cations and services.

1Despite the authors state that Edge is defined by the exclusion of the cloud, this does not agree
with the concept presented by Satyanarayanan [35]. We believe the last sentence is a wrong formulation
of the presented definition, as the main formulation meets what the OpenFog Consortium presents as
Fog Computing. Thus, as we consider the main idea correct we present the formulation published by
the author. We also recommend a further reading of [32] as it delves on the differences between Fog
and Edge.
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2.3 Fog, Edge and Cloud Computing on the Internet of Things

According to [22, 31, 42], a basic IoT architecture can be represented in three
layers: sensing/perception layer, network layer, and application layer. On the sensing
layer, the interaction between sensors and controllers (or gateways) is made. On the
network layer, the connectivity and routing between network devices and infrastructures
is handled. Lastly, at the application layer, data is managed, processed, and services
and applications are available. These are depicted in Figure 1, and a relation between
the three-layer IoT architecture, Edge, Fog, and Cloud computing, can be established.

The sensing layer is comprised of sensors and gateways, the last being responsible for
connecting the sensors with the upper layers of a healthcare system. This layer can be
related with Edge computing because sensors are usually located at the edge of networks
and communication with remote systems can only be established by using the network
layer. Also, cloudlets can be deployed at this level to locally store and manage user’s
data (i.e. pre-process gathered data) in order to provide almost immediate feedback.
This does not mean that Edge devices would not be able to communicate between
themselves without going through the upper layers, but it might occur on local networks
on a same geographical location; for example a nursing home with multiple gateways
that use WiFi to communicate between themselves.

The network layer is comprised by heterogeneous networks that connect the Edge
with cloud services. It can be related with Fog computing, more specifically network
orchestration capabilities. The connection between these networks may be abstracted
with gateways dedicated to bridge heterogeneous networks (for example, LoRaWAN or
WiFi to 3G/LTE/5G) and/or SDNs that can adapt and possibly prioritize healthcare
data throughout the network.

The application layer can be related with cloud computing in the sense that health-
care applications and services can be deployed at this level and interconnect several
healthcare businesses. Although this is the immediate relation, the concept of cloudlets
at some extent pushes the application layer to the Edge of this architecture. For
example, an Edge gateway can also be a cloudlet that stores and processes health-
care data locally; this can also be synchronized with cloud services so that it can be
processed and accessed by various healthcare agents.

3 Methods

In this section, the methods used for searching and reviewing research projects
present in scientific publications and searching for commercial platforms, are presented.
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Figure 1: Standard 3-layer IoT architecture and its convergence with Edge, Fog and Cloud
computing.

3.1 Review of scientific literature

A search was performed on the scientific databases IEEE Xplore, ACMDL, PubMed,
Scopus and MDPI. The search query was “internet of things” AND “healthcare”. The
publication years of literature were restricted from 2012 to 2018 and the works published
either on conference proceedings or journals. Added to the results were 9 previously
selected publications found through chain searches. The review includes both technical
publications, as well as surveys and reviews of the literature, in order to compare our
results with previous publications. The search strategy and exclusion process of the
literature review is depicted in Figure 2.

The criteria for including an article on this review follows:

• implementation of a gateway for healthcare applications;
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Figure 2: Search strategy and number of excluded publications in each stage of the screening
process.

• Wireless Sensor Networks (WSN) for healthcare;

• Edge/Fog computing systems for healthcare applications, where gateways are pre-
sent;

• Mobile computing that integrate smartphones with external sensors and Edge,
Fog, or Cloud computing;

• frameworks and middlewares based on communication standards to enable het-
erogeneous integration of healthcare systems on gateways.

This review does not include publications whose main focus is on any of the following
topics: security, privacy, identification, authentication, artificial intelligence, energy
efficiency, Big Data, ontologies, web semantics, data mining, Quality of Service (QoS),
algorithms for activity recognition, business models and mobile applications. The topics
selected for review are the result of an initial analysis of the reviewed publications
formulated on the framework presented on Table 4.

3.2 Review of commercial solutions

A review of commercial healthcare solutions for Edge deployment was also made
to gain insight on the current offers. The data of this survey was collected from three
sources: 1) a search on the Personal Connected Health Alliance (PCHA) website [43], in
July 2018, for “Personal Health Gateway” devices that are still commercially available;
2) a list of IoT healthcare platforms collected by Turcu et al. [44]; and 3) an exploratory
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search on Google for “healthcare iot gateway”, followed by a chain search on the first
results. Besides this search, solutions previously known to the authors were included.
A total of twenty solutions were reviewed. This review will not address generic com-
mercial or open source IoT platforms, because they are usually middleware solutions
directed to solve IoT integration problems, thus with a wider application. However, a
gateway might adopt these platforms to solve integration problems. For a review on
IoT platforms we recommend the work of Cruz et al. [45].

4 Results

In this section the results of the described methods are presented. Firstly, the results
of the research projects are presented by providing a description of the project’s aim
and results, followed by the description of the commercial platforms. On the end of this
section a comparative matrix for all results is presented.

4.1 Review of research projects

The publications reviewed in this paper are listed in Table 1, separated by its main
topic. A discussion on each of the topics will be made on the following sections. The
reviewed publications were separated in three categories. Architecture and gateway
development regards the evaluation and development of gateways for healthcare ap-
plications, and their integration in a technological architecture. The publications on
the category communication and information models address the evaluation of these on
healthcare applications. Finally, surveys and reviews are publications that summarizes
state-of-the-art of healthcare technologies and/or applications. The publication on this
last category will not be reviewed here, although a short summary of their aim is
presented. The features of the reviewed publications are summarized in Table 2.

Topic References

Architecture and Gateway development (33) [46–78]
Communication and Information models (20) [79–98]
Surveys & Reviews (13) [7, 99–109]

Table 1: Publications of surveyed literature separated by main topic.

4.1.1 Architecture and Gateway development

In [46] the authors present a system for remote patient monitoring that uses Edge
computing to analyze data generated by biosensors. The system is based on a smart-
phone acting as gateway between local biosensors and a remote Edge analytics platform.
The evaluation of the systems was made using a heart rate sensor that connects to the
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gateway, which runs a mobile application that pre-processes the sensor data and then
transfers it to the Edge platform for further data analysis and storage. This data can
also be visualized in real-time on the mobile application.

In [47] the authors explore a three-layered architecture that represents Edge, Fog
and Cloud computing, towards the processing and storing of healthcare information.
The authors use as case study an ECG arrhythmia detection application. On the Edge
of the network the BLE device was deployed. This device generates ECG signals and
is implemented on a Raspberry Pi. The ECG signals are transmitted to an Android
smartphone acting as gateway, located on the Fog layer, interfacing the medical de-
vices with the cloud computing platform. The study also evaluates the performance
of the three layers regarding 1) the Bluetooth packet transmission’s delay and energy
consumption of BLE devices - BLE consumes up to 10% less energy when compared
to Bluetooth Classic - and 2) performance of a relational database (MySQL) against a
non-relational database (MongoDB).

Several publications from a research group at Turku University, Finland, provide
insight, through several iterations, on the development of gateways for healthcare appli-
cations. In [53] the authors explore Fog computing using smart gateways as an enabler
for embedded data mining, distributed storage and notification service for remote
healthcare monitoring. To assess this, they built a gateway able to support hetero-
geneous communications from sensors (Bluetooth, Zigbee, 6LoWPAN) and use as their
case study an ECG feature extraction application. This work is preceded by Rahmani
et al. [54] where a conceptual gateway is presented, the Smart e-Health Gateway, aimed
at healthcare applications for hospitals and private homes. A proof-of-concept gateway,
the UT-GATE, was then built for the evaluation of the concept. The UT-GATE is
comprised by several communication technologies, namely Bluetooth/BLE, Wi-Fi and
6LoWPAN, and deployed on two development boards. Again, as a case study, the
authors collected ECG data from wireless sensors, stored the data locally and also
synchronized it with a remote service. The overall work focused more on the imple-
mentation of the gateway and on technical aspects that can improve its performance,
reliability and, to some extent, its interoperability. Both these works are also preceded
by [48], were the team explores how Power over Ethernet (PoE) can leverage the de-
ployment of IoT gateways. The platform is evaluated by acquiring an ECG signal from
a Zigbee/IEEE 802.15.4 sensor to the developed PoE gateway and it is demonstrated
that the system is reliable for real-time continuous monitoring of patients. In [49] the
authors build a gateway to assess if the transmission of bio-signals over 6LoWPAN
is reliable and energy efficient, which the evaluation demonstrates it is: the battery
powered sensors lifetime varies between 650 to 700 hours, with a data rate of 8.7kbps
(higher than the IEEE 1073 recommended 2.4 kbps for 3-lead ECG signal acquisition).
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In [50] the authors evaluate the usability of two wireless communication technologies,
namely Zigbee and WiFi, for wireless health monitoring applications. Both communi-
cations showed to be reliable for transmitting data. Regarding the energy consumption,
for Zigbee based network it is almost 6 to 7 times less when compared, respectively,
with 802.11b/n and 802.11g Wi-Fi based networks for the same experimental setup.
The group also published a book chapter [51] with focus on fog-enabled Healthcare
IoT, namely on its system requirements, system architecture and performance and
advantages of the Fog computing layer services. In [52] a fault tolerance mechanism is
presented to cover situations such as malfunction of a WSN sink node hardware and
traffic bottleneck due to a high receiving data rate. The implemented gateway is similar
to the one presented in [53] and [54]. For completeness of the review of this team (a
gateway is not developed on this study), Moullec et al. [55] presents an assessment of
two case studies of WSN, one based on Zigbee and another based on WiFi, to identify
the advantages and shortcomings of these architectures. The evaluation of these show
that energy consumption on Zigbee is better (6 to 7 times less consumption) compared
to WiFi. But, regarding scalability, WiFi scalability can be better due to the large
number of devices that can access to a single access point; on Zigbee architecture
router nodes must be deployed for large mesh and star networks to keep the data rate.
Besides this publications, the authors also collaborate in [56] on the development of a
wearable device with a bio-sensing facial mask to monitor pain intensity of a patient by
utilizing facial surface electromyogram (sEMG). Although a gateway is present on the
developed system, no details are given on its development.

A team at ABB published several works on integration of heterogeneous healthcare
platforms, which is evaluated by building an intelligent medicine box, the iMedBox,
towards pervasive and preventive medication management. The development of this
box is first presented in [57]. The medication monitoring is based on a pharmaceutical
intelligent and interactive packaging, the I2Pack, that interacts with the iMedBox. The
packaging is sealed by a Controlled Delamination Material (CDM) and the medication
intake (i.e. handling the packaging) is monitored via RFID. Vital parameters can be
collected from wearable biomedical sensors via wireless link and medication prescription
can be retrieved from a remote service provided, for example, by an hospital server.
The interface with the iMedBox is made through a user friendly interface to ease the
operation for the elderly, disabled, and patients. The various wireless interfaces, with
exception of RFID, are integrated on a tablet that is also the user interface with the box.
The box was verified by field trials, to which the user provided positive feedback regard-
ing improving the compliance with medication intake. In [58] an improved iMedBox
and I2Pack, now named iMedPack, are presented, plus a new wearable bio-sensing
device, the Bio-Patch. Specifically, the iMedPack uses an improved CDM construction
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that enables the packaging to be powered by RFID, instead of batteries. The iMedBox
improvements are mainly on monitoring medication compliance and patient’s adherence,
and communication with doctors regarding this. The Bio-Patch is a print circuited
based sensor capable of monitoring bio signal such as ECG, EEG and temperature,
and communicates with the iMedBox wirelessly. A first iteration of this bio-sensor is
presented in [59]. In [60] the authors propose an ecosystem-driven design strategy for
healthcare applications, in order to enable the interoperability of devices from different
vendors.

Ganesh et al. [61] presents the development and prototyping of a smart chair capable
of reading several physiological parameters, namely oxygen saturation (SpO2), blood
pressure, weight, heart rate and temperature. The sensors are connected to an Arduino
board, which has WiFi and Bluetooth modules to enable connection with remote health-
care systems. An Android application was also developed to collect data from the chair
through Bluetooth, but the chair can also communicate its data to a cloud service
through WiFi; ultimately this service can be accessed through a web browser. The
presence of a GSM module also enables the gateway to send SMS messages.

Andriopoulou et al. [62] proposes the IoTA framework, which enables IoT devices to
automatically generate emergency calls and support communication between healthcare
providers and end users. Part of this system is intended to be installed on a user’s
home. There, a sensor platform gateway is responsible for collecting data from multiple
physiological and environmental sensors, process and evaluate the acquired data in
order to generate VOIP calls and warnings on emergency situations. As a prototype,
the gateway was built as an embedded wireless portable device, based on a Raspberry
Pi, that could attached to a user.

Pinto et al. [63] presents the development of a wearable device for fall detection. In
order to connect the device to remote services, a gateway was developed that bridges
the 6LoWPAN (over IEEE 802.15.4) to WiFi. The wearable communicates with the
gateway through UDP over IPv6 and the available services are accessible through
HTTP, which enables access of devices such as smartphones.

Bal et al. [64] presents a prototype of a smart soap dispenser, to monitor hand
hygiene compliance. The system is based on Zigbee (over IEEE 802.15.4) networks
and RFID. The soap dispenser is equipped with an infrared sensor, to dispense soap
when a user places his hands under the dispenser, a RFID reader to identify the user
nearby and a Zigbee module that acts as end node. Here, the gateways are responsible
for the communication between the Zigbee nodes and the nearby Zigbee networks (the
gateway also acts as a network coordinator), with the server application where hand
hygiene events are stored.

Toh et al. [65] developed a platform for monitoring elderly medication adherence
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and detect anomalies or changes on the medication consumption over time. The system
is comprised of a custom sensor installed on a medication box and a local gateway
for interfacing the medication box with a remote server. The communication between
the medication box and the gateway is made through IEEE 802.15.4 and between the
gateway and the server through MQTT, via 3G. The study also made an in-home
field study with 10 elderly, for a period of 4 months. To each of the participants, a
medication box and a gateway was provided and support for adhering to medication
by professionals was also provided. The field evaluation provided some insights such
as: the elderly’s concern on energy consumption (this led to turning off the gateways
and eventually losing data from the trial); lifestyles that led the elders not to use the
medicine box, because the medicines were on other containers and the medicine box
could only infer the consumption of the medicine, but not assess if the right dosage was
taken.

Jimenez et al. [66] propose and prototype an ad-hoc extensible healthcare moni-
toring system based on XMPP (Extensible Messaging and Presence Protocol). This
allows users to add new sensors in runtime, that become immediately available to send
notifications to doctors or elderly relatives. The platform is able to collect data from
two sensors: the Texas Instruments SensorTag for ambient sensing and a heart rate
monitor with Bluetooth capability. A smartphone was used as a gateway to convert
the data from the sensor’s format to XMPP’s xep-0326 extension protocol - note that
at this protocol has been retracted around May 2017. The sensor’s data is then sent to
a remote server which also implements the xep-0326 protocol and sends message to the
correspondent receivers.

Wang et al. [67] propose a 6LoWPAN based WSN architecture were Android-based
mobile devices are used as Edge routers, to address the connectivity and scalability
issues of wider IP networks. This combination allows seamless information exchange
with remote health services and improves the service availability for each end user.
The implemented proof-of-concept uses a custom 6LoWPAN protocol on top of bare
metal hardware and a custom Android application to 1) seamlessly recognize a custom
EMG sensor and visualize its data, 2) discover and map remote WSNs and 3) route
health information to a custom remote health service. An evaluation of the prototype
regarding QoS showed that the number of dropped packet between the gateway and a
6LoWPAN node was null and the latency varied between 6.5 and 13 ms.

Yang et al. [68] presents a home mobile healthcare system for wheelchair users.
The architecture is based on a wireless body sensor network (WBSNs), comprised by
sensor nodes with heart rate, ECG, pressure detection cushion, home environment
sensing and actuators. As gateway an Android smartphone was used, that acquires the
WBAN signals via Bluetooth, displays them, interfaces the WBAN with the Internet
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and enables interaction of the use with the space.

Touati et al. [69] presents a novel ubiquitous healthcare (U-healthcare) platform,
based on 6LoWPAN. The sensing layer of the system is comprised by three nodes
forwarding ECG, temperature and acceleration data to an Edge router, in order to
provide real-time monitoring of a patient’s health information. A gateway then connects
the Edge router to the Internet and is also responsible for allowing remote clients to
connect to the local network to retrieve health information. The implemented proof-
of-concept showed that remote monitoring of ECG signals is possible on the proposed
architecture. Rasid et al. [70] developed a gateway with embedded health services,
based on IP technologies. The gateway retrieves ECG signals from external 6LoWPAN
sensors presented in [69], processes and stores the signals locally and is able to wirelessly
display them through WiFi connection. A continuation of these works is presented in
[71] were the U-healthcare system is enhanced by adding 3G/4G connection combined
with a 6LoWPAN, in order to enable access to the gateway through wider networks.
Although the platform showed to be reliable, the system didn’t always run smoothly,
possibly due to the occupation of the cellular network.

Enriko et al. [72] presents a machine-to-machine (M2M) technology, My Kardio, for
cardiovascular patients from rural areas, so their health can be remotely monitored by a
doctor in an urban area. The solution is comprised by an ECG and sphygmomanometer
sensor, a gateway and a remote server where health information is sent, and can later be
accessed by a doctor using a dedicated smartphone application. A k-Nearest Neighbour
machine learning algorithm is also executed on the gateway for auto-diagnosis of heart
conditions, which can later be verified by a doctor. The connection of the sensors
with the gateway is made through USB and the connection with the remote server is
made through 3G/4G. Na in-field evaluation was performed in four rural locations near
Jakarta, with a total of 85 patients. The algorithm was accurate in 76.47%; it was fast,
with processing time to be constant at 1 second; and information transfer was variable,
mainly due to the cellular coverage.

Dragan et al. [73] developed an IoT gateway embedded on an orthopedic external
fixation device, that enables classification of a patient’s compliance to a prescribed
behavior in the postoperative treatment of bone fractures. The gateway performs
several functions namely: acquire data from the embedded sensors (temperature, force
and torque, conductivity, acceleration); process sensors data and classify it to make
conclusions and act based on them, by controlling the fixation device actuators; interface
with a remote central to submit the processed data; and interface with a smartphone
to provide notifications/alerts and progress tracking. No information is provided on the
communication interfaces and data formats that are used for the actual prototype.

Ganiga et al. [74] propose a system for remote health monitoring of cardiovascular
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patients. The gateway is based on a Raspberry Pi, custom sensors that measure
temperature and pulse and a cloud platform based on IBM’s Bluemix. The gateway
only bridges the sensors and the cloud platform, where all data processing is made.
The system was evaluated with 5 subjects, although it is not stated that they have
cardiovascular problems and it is not stated for how long the system was evaluated.

Kumar et al. [75] present the design and development of a system for acquiring
health parameters. The system is based on a Raspberry Pi with a temperature and
heart beat sensor connected. The acquired health data is processed on the Raspberry Pi
and is then sent to a custom remote health service over WiFi using HTTP. This system
is compared to a similar system based on an Arduino, to evaluate time response, missed
packets, throughput, delay in processing and load, although it is not clarified the reasons
why.

Kharel et al. [76] present an architecture for remote monitoring, based on LoRaWAN
communications. The study builds the LoRa end node and gateway, and evaluates it
on an indoor and an outdoor environment. The end node is comprised by a Raspberry
Pi with an attached pulse sensor and a LoRa module; the LoRa gateway is also custom
built and it is connect to a custom server. The authors evaluation of the system shows
that LoRa can be used to achieve remote monitoring both indoors (87% of the packets
were received) and outdoors (88% of the packets were received).

Pace et al. [77] proposes BodyEdge, a novel architecture for human-centric appli-
cations in the context of healthcare applications. The architecture follows a 3-layered
approach: IoT devices layer, Edge layer and Cloud layer. The architecture is based
on two components: the BodyEdge Gateway (BE-GTW) and the BodyEdge Mobile
BodyClients (BE-MBC) or connect to other BE-GTW. The BE-GTW, deployed on the
Edge layer of the network, is responsible for acquiring sensors or BE-MBC signals from
multiple radio sources (BLE, ANT+, Zigbee, Zwave, WiFi, LTE/5G). It and can also
connect to other BT-GTW to implement a gateway federation for distributed services.
The BE-MBC is a mobile client application that can be installed on smartphones to
acquire signals sensors with from multiple radio sources (Bluetooth, Zigbee, Zwave,
WiFi) when a BE-GTW is out of range. An evaluation of the platform using a heart
rate monitoring scenario with 100 users, and using a Raspberry Pi 3 as platform for
the BE-GTW showed that the processing time is reasonable compared to a cloud-based
approached, especially when account volume of data transfers and RTT.

Pravato et al. [78] proposed a prototype design of a wireless electrophysiological
monitoring system in order to monitor ECG continuously and wirelessly. The device
is based on WiFi card added to the device in order to transmit the data to the cloud.
Two existing cloud management systems have been used in order to demonstrate the
feasibility of the system.
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4.2 Communication and Information models

Kang et al. [79] propose an architecture based on 6LoWPAN, BLE, CoAP and
HTTP for integration of different systems, and IEEE 11073 DIM, used as data standard
for health devices data exchange. For connecting the health devices with the remote
services, the authors developed a gateway capable of interfacing Bluetooth health de-
vices, which can then send IEEE 11073 DIM messages to a remote server via CoAP.
The implemented testbed uses a custom Bluetooth device and its companion board is
the responsible for converting the device’s message format to IEEE 11073 DIM. The
authors also perform an evaluation of CoAP and HTTP to assess which provides better
performance, with CoAP giving the best results.

Similar to [79], Ge et al. [80] presents a platform based on IEEE 11073 and CoAP for
exchanging data from health devices. The authors used as device an A&D UA-651BLE
blood pressure monitor, with BLE capability, and a smartphone as gateway between
the device and the remote OM2M platform server. The conversion between the GATT
format of the UA-651BLE and the IEEE 11073 is performed on the smartphone app,
which is also responsible for sending the health measurements to the remove OM2M
server, i.e. acting as gateway. The study also performed an evaluation of HTTP and
CoAP performance regarding packet loss, with CoAP evidencing better performance.

Miranda et al. [81] propose to use OPC UA (OPC Unified Architecture) as an
integration framework for heterogeneous healthcare systems. The authors present a
conceptual architecture were gateways and other healthcare systems (for example, IT
systems of hospitals) are OPC UA enabled for easier integration of systems due to
standardized mechanisms such as discovery, alarms, events, data access and security.
Besides this, a OPC UA data access model for HL7 FHIR (HL7 Fast Healthcare Inter-
operability Resources) is presented to enable standardization of data.

In Li et al. [82] the authors present an integration architecture based on the IEEE
11073 DIM (Domain Information Model) and HL7 FHIR over CoAP. The translation
unit was implemented as a gateway, possibly on a smartphone, that would bridge PHDs
and remote healthcare systems.

Karamitsios et al. [83] presents an evaluation of IEEE 11073 for personal health
devices (PHD) over IoT protocol stacks, namely CoAP and MQTT. This evaluation
intends to understand how these can be combined to enable efficient integration of
different healthcare systems, due to its use of IoT standards and, specifically for health-
care, the use of IEEE 11073 as a unique data format. These stacks would be present
on gateways, which are then responsible for connecting local devices to remote health-
care services. The evaluation of this integration shows that a combination of CoAP
or MQTT with IEEE 11073 is a reliable stack for the exchange of healthcare data.
This work as preceded by [96], were the authors demonstrate the “Evolution of IoT-
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based distributed health management systems”. The performance of the protocol stacks
proposed, namely CoAP and MQTT, for health data transmission especially those for
the distributed management have been evaluated. The authors also evaluated applica-
tions based on the IEEE 11073 standard to show their interoperability.

Ramírez-Ramírez et al. [84] assesses how to enhance semantic interoperability of
sensors and integrate them with cloud services. For that, the authors developed a
microprocessor based gateway, able to read several IEEE 1451 compliant transducers
and translate its readings to a template HL7 message, which can then be transmitted
over IEEE802.15.4 or WiFi to cloud services.

Oryema et al. [85] designed and implemented a messaging system based on CoAP
and IEEE 11073 DIM, plus evaluate the performance of CoAP against MQTT, regarding
Round-Trip Time (RTT) and number of messages exchanged. The implementation
of the prototype is based on a computer acting as message broker of the system, a
Raspberry Pi that simulate the healthcare measuring device and healthcare treatment
device and an Android application that act as a manager, i.e. it receives notifications
from the healthcare devices. The results of the evaluation of CoAP and MQTT show
that the first has a better performance on both evaluated parameters.

Lee et al. [86] developed a platform based on IoTivity, an Open Connectivity
Foundation’s (OCF) framework dedicated to IoT applications, and an healthcare re-
source model that the authors were trying to standardize near the OCF Healthcare
Task Group (HCTG). The prototype was implemented using an Arduino to connect
several sensors, namely body temperature, oxygen saturation and blood glucose, and
an Android smartphone that retrieves the information through BLE.

The group from Embedded Systems and Pervasive Computing Laboratory from
Federal University of Campina Grande, Brazil, has several works related with gateway
development and protocols for health data exchange on the IoT. Santos et al. [87]
proposes an architecture to enable interoperability of different health managers and
gateways, using IEEE 11073 and CoAP – this work was preceded by [88] were an evalu-
ation of IEEE 11073 over a TCP socket was performed and it shown that TCP features
may introduce overheads as high as 50%. The proposed architecture considers that
health devices can be gateway-based or internet-ready. The first, the Personal Health
Managers, are a health specific gateway responsible for processing health information
and send it to remote services. The second, the Internet Health Manager, is based
on standard Internet gateways capable of directly sending information to remote ser-
vices. This is the architecture proposed on the Continua Health Alliance guidelines. A
proof-of-concept was implemented using a smartphone based Personal Health Manager,
the SigHealth compliant with Continua Alliance guidelines, whose data exchange is
based on IEEE 11073 standards over Bluetooth HDP, USB or by transcoding BLE
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profiles to IEEE 11073, and a CoAP-ready IEEE 11073 Internet Health Manager that
receives measurements from CoAP-ready IEEE 11073 Agents. An evaluation of this
system is presented in [89] and its results show that a CoAP plus IEEE 11073 in-
tegration is more advantageous against a TCP/IP based solution, because the first
is based on UDP, which reduces the number of packets exchanged, and due to the
nature of piggybacked acknowledge (ACK) packets of CoAP. In Martins et al. [90]
it is presented a reference architecture for integrating health devices with consumer
electronic devices through Universal Plug and Play (UPnP) and IEEE 11073. An
UPnP device is proposed, the HealthGateway, which interfaces the personal health de-
vices, transcodes and stores health data and keeps it private. A proof-of-concept was
developed to assess the interoperability of the gateway with commercial personal health
devices – some drawbacks were found when interacting with Bluetooth devices, due to
the necessity of inquiring and pairing a device – and the performance regarding latency
– as specified by IEEE 11073-00101, a latency less than 250-500 milliseconds is required
for alarms, which the systems provided. These works are merged and presented as a
hole solution in [91]. A follow up of these works is presented in [92], an architecture
based on IEEE 11073 and MQTT brokers. Some advantages of this proposal against
[90] is the possibility to share health information of home networks with remote health
services, such as hospitals, and enabling automatic discovery of new PHDs in home net-
works, making possible seamless connection of personal health devices and consumer
electronics. Despite a worse performance regarding the number of exchanged packets
when compared with TCP/IP (between 15% and 50%), this is overcome by the number
of features provided by MQTT such as automatic discovery and security. Santos et
al. [93] presents a healthcare-aware architecture for PAN gateways, that enables the
prioritization of health streams. This is embedded on a Smart Gateway that can be
used at home for remote patient monitoring. The development of the Smart Gateway
is based on previous works by the authors, therefore IEEE 11073 and CoAP were used
as information format and protocol, respectively, with the first also being used as a
syntactic descriptor of the health traffic, thus enabling the QoS mechanisms of the
Smart Gateway. An evaluation of the platform presents overall improvements when
compared with the previous works. Finally, [94], presents the Antidote library, used on
the referred works, that implements the IEEE 11073 standard.

Woo et al. [95] present an IoT system for personal healthcare devices, based on
IEEE 11073 messages and on the oneM2M protocol. The purpose of the system is
two-fold: construct the IoT system with the referred technologies and develop a fault-
tolerant algorithm for data recovery. The architecture of the system is comprised by
Personal Healthcare Devices (PHD) that communicate with gateways using IEEE 11073
messages. The gateways are geographically distributed and are managed by a central
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management server; the communication between them is made using the oneM2M
protocol. Each gateway is responsible for translating the IEEE 11073 messages to the
oneM2M format and vice-versa. The fault-tolerant algorithm is based on backup daisy
chain model, using a Dijkstra’s algorithm to select the routing paths. All devices used
on the study and the gateways are based on PC platforms. The system is evaluated in
laboratory and the experiments reveal that the system can recover from faults on the
gateways.

There is a lack of reliability, punctuality and availability in the centralized cloud-
based IoT systems [97]. Azimi et al. proposed a hierarchical computing architecture
called HiCH in order to overcome the mentioned problems in IoT-based health mon-
itoring system. It is composed of two main components: “1) a novel computing ar-
chitecture suitable for hierarchical partitioning and execution of machine learning based
data analytics, 2) a closed-loop management technique capable of autonomous system
adjustments with respect to patient’s condition”. The performance of the system has
been evaluated successfully for CardioVascular Diseases.

Another example of employing Zigbee and RFID in healthcare environments is
presented in [98]. They proposed a system which is a combination of both techno-
logies in order to provide access control and location position.

4.2.1 Surveys & Reviews

In [99] the authors present a review on the main medical sensors used on IoTH
applications, as well as an overview of IoTH projects. In [46] the authors present a three
layered architecture: a device layer comprised by a Zephyr BT heart rate monitor that
communicates over Bluetooth; a gateway layer comprised of an Android smartphone
that acts as a gateway between the devices and the third layer, an Edge analytics
platform. Baker et al. [100] presents “the state-of-the-art research relating to each
area of the model, evaluating their strengths, weaknesses, and overall suitability for a
wearable IoT healthcare system. Challenges that healthcare IoT faces including security,
privacy, wearability, and low-power operation are presented, and recommendations are
made for future research directions”. Useful for supporting the possible conclusions of
the review. Sonune et al. [101] provide a review of healthcare platforms, its sensors,
contributions and gaps. Wan et al. [7] presents “a brief overview of IoT enabled AAL
systems and applications particularly on the healthcare domain, and then identify the
existing challenges and future research opportunities in this field”. Another survey of
the use of IoT in healthcare is given in [106]. It provides a several IoT-based devices that
are being used in the healthcare management for different ages and diseases. Nguyen
et al. [102] presents a review of IoT projects and, based on that, presents the IoTTA
(IoT Tiered Architecture) for healthcare applications. Ullah et al. [103] have a survey
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of some e-health projects and present an architecture for healthcare IoT applications.
Amendola [104] presents a review of RFID applications for body-centric systems and
for gathering environment information. Khattak et al. [105] presents a review on
using CoAP for WSN, specifically over 6LoWPAN. Ray et al [107] reviews hardware
computing platforms, cloud computing platforms, wearables and network technologies
that can be used on enabling smart e-healthcare services. Scarpato et al. [110] presents
a review of several technologies for enabling e-health-IoT. Also, a listing of common
conditions that are monitored is presented. Rodrigues et al. [109] reviews techniques
and identifies technological advances on IoT for healthcare and AAL. The review also
addresses the challenges that need to be overcome and provides an approach of future
trends. Finally, Eskofier2017 et al. [108] presents a review of smart shoes in IoT.

4.3 Review of commercial Healthcare IoT platforms

In this subsection the surveyed commercial platforms are presented. The character-
istics presented for each are related with the aspects that form a gateway, specifically
the communications (PAN, LAN and WAN), information models used, integration with
remote health services and certification of the devices. The results and features of the
reviewed platforms are listed in Table 3.

4.3.1 Neat TMC Health Monitor

The TMC Health Monitor, depicted in Figure 3, is a telehealth system directed to
people outside of structured care settings [111]. Users can document their health data
and exchange it with remote healthcare staff, such as doctors or nurses. The TMC is an
embedded computer running a dedicated application for health data documentation and
seamlessly supports an array of health devices (blood pressure monitor, weight scale,
ECG, spirometer, oximeter, thermometer), which are embedded or have wireless com-
munication capabilities (Bluetooth). The interfacing with the system (e.g. browsing
health data) is made via touch screen and access to it is made via fingerprint authen-
tication. The system also supports videoconference for remote medical consultation.
According to the commercial information the TMC can be configured to communicate
via cabled or wireless dial-up, ADSL, NBN, 3G or satellite. The system allows secure
exchange of health data with remote web services, which can also be accessed through
a web portal, also enabling access on devices such as smartphones or tablets.

4.3.2 Qualcomm 2net

The 2net is presented as a “scalable, secure, cloud-based infrastructure enabling
end-to-end connectivity that is tailored to the diverse and discerning needs of medical
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Figure 3: Neat’s TMC Health Monitor [111].

device manufacturers, health providers, payers, and pharmaceutical companies” [112].
It has an open philosophy so that third-parties can integrate the 2net components into
their applications. An overview of the infrastructure is depicted in Figure 4. The
ecosystem is comprised of three main components: 2net Hub, 2net Mobile and 2net
Platform. The 2net Hub is a gateway that can be deployed at home or clinic settings,
for interfacing medical devices, wearables and sensors. It has Bluetooth, BLE, WiFi and
cellular capabilities. The 2net Mobile offers a software module that can be integrated
into third-party applications to interface with the 2net Platform. The module enables
streamlined multi-sensor setup, connectivity and visualization on mobile computing
devices. Finally, the 2net Platform is a cloud private and secure cloud-based storage,
that is designed as an open device and application agnostic that can be adapted to the
healthcare applications needs. Here multiple gateways and devices can be configured
to ease the deployment of health applications.

Figure 4: Overview of the 2net ecosystem [113].
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4.3.3 LNI Health

The LNI company provides several healthcare solutions for home deployment, based
on the Continua Alliance guidelines. Here the Health@home Spectrum [114], depicted in
Figure 5, is characterized because it is the most complete solution the vendor provides.
The core of the home deployment is the Health@home Hub, which interfaces personal
health devices (glucometer, blood pressure meter, heart rate monitor, thermometer,
weight scale, pulse-oximeter, etc.) with other Health@home components. The company
provides four types of hubs: the Personal Health Gateway PHG2000L, an embedded
platform that can interface personal health devices via Bluetooth, BLE and USB; the
PC Hub, a PC application able to receive data over Bluetooth, BLE, USB and Zigbee;
the iOS Hub, an iOS application that can receive data over BLE; and the Android
Hub that can receive data over Bluetooth and BLE. Either of the hubs can be used
to interface the personal health devices and, after receiving the data, it is sent to
the Health@home Exchange which “provides a single point in the cloud where device
observations can be collected and remote hubs managed” [115].

Figure 5: Architecture of the Health@Home solution [114].

4.3.4 Tunstall SmartHub, myMedic II and MyClinic

Tunstall provides three gateway solutions for remote monitoring and health manage-
ment: SmartHub, mymedic II and myclinic. The SmartHub [116], depicted in Figure 6a,
its Tunstall’s latest gateway solution for remote monitoring and alarm, based on IP and
cellular networks. It is able to interface with existing telecare Tunstall’s sensors (up to
50 sensors such as smoke detector, CO, fall detector, etc.) and it comes pre-loaded with
Bluetooth and WiFi capabilities, although it is not clear if and how Bluetooth medical
devices can interface with the SmartHub. The gateway can connect to Tunstall’s cloud
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remote services, a part of the Connected Care ecosystem, which enables remote man-
agement of devices, support for calls and relevant data from devices can be reported
for performance analytics, giving service providers real time access to vital data.

The mymedic II [117], depicted in Figure 6b, is a telehealth monitor that can be
used by patients in their homes, in order to help them manage their health. The device
can interface with devices capable of communicating via Bluetooth, BLE, infrared and
USB. Users can access data via a embedded screen on the device and health information
is transmitted to a remote center via PSTN or GSM/3G mobile network.

(a) SmartHub [116] (b) mymedic II [117]

(c) myclinic Connected Health Hub
[118]

(d) myclinic [119]

Figure 6: Tunstall telehealth platforms.

The myclinic hub has two versions, one directed to home use and the second directed
to communal use. The first is the myclinic Connected Health Hub (myclinic CHH)
[118], depicted in Figure 6c. It is designed to be used on a home setting and it is
based on a tablet running a dedicated application with a monitoring plan that a user
can follow. Due to its wireless capabilities, it can receive data from Bluetooth enabled
medical devices such as thermometers, pulse oximeters and weight scales. The applica-
tion synchronizes the health data with Tunstall’s Integrated Care Platform (ICP) so it
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can later be accessed by clinicians. It is also possible to place phone and video calls with
the ICP’s registered nurses for a check-in, based on the health information reported by
the user. The second version, the myclinic [119], depicted in Figure 6d, is a “multi-user
telehealth system that enables multiple patients to use the same telehealth system in
a communal location”. For each patient, a monitoring plan is elaborated and a user,
alone or accompanied by a nurse, can follow the monitoring protocol. Since the device
can be accessed by several users, each has their individual monitoring plans secure and
can access it via patient ID cards. The health data is synchronized with the English
National Health Service’s N3 network. It is not clear if this is able to communicate
with medical devices like the myclinic CHH.

4.3.5 Hicare Hub, Smart and Home Doctor

Hicare provides three gateway solutions: two embedded, the Hub and the Home
Doctor, and one mobile based, the Smart application. The Hub [120] is comprised by a
tablet with the Hicare Smart application and a dock with ports for connecting external
peripherals (more than 55 according to the manufacturer [121]). The interfaces of
the hub are Bluetooth HDP, BLE, USB and NFC. The Smart application is the main
controller of the unit; it can be used by multiple users for managing their health data,
place video and phone calls, and assess their health through questionnaires. The health
data can be synchronized with the Hicare Server Library that can be accessed by remote
health staff for assessing users health. The solution concept is depicted in Figure 7.

Figure 7: Concept of the Hicare Telehealth monitoring solution based on the Hicare Hub
[120].

The Home Doctor [122] solution, depicted in Figure 8, is similar to the Hub regarding
its functionalities. The main difference is being an embedded platform instead of a
tablet based one. This device is Continua Alliance certified and it can interface medical
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devices via Bluetooth Classic or USB, although the last is not currently supported (as
of July 2018). Like the Hicare hub, users can place video and phone calls and manage
their health data through the dedicated application. Health data can be synchronized
with the Hicare services (the vendor does not make clear if it is with the Server Library)
and it supports the IEEE 11073 and HL7 formats.

Figure 8: Hicare Home doctor [122].

4.3.6 Honeywell GenesisDM and GenesisTouch

Honeywell provides two gateway solutions: the Genesis DM and the GenesisTouch.
The GenesisDM [123], depicted in Figure 9, is an embedded platform that enables users
to read measurements from medical devices via Bluetooth, infrared or wired devices.
The device also has a monitor that presents questionnaires to the patients in order to
assess their current health condition. The device can connect to Honeywell’s LifeStream
Management Suite via a phone line or external cellular modem.

Figure 9: Honeywell GenesisDM [123].

The GenesisTouch [124] is a mobile application that leverages a Samsung Galaxy
tablet to be used as a mobile health gateway. Because it uses the interfaces of the tablet,
it is able to communicate with Bluetooth enabled medical devices - a list of devices can
be consulted in [124]. The application enables users to manage their health data and
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also connect via WiFi or 3G/4G, to the LifeStream Management Suite. Because the
tablet also has camera, video and phone calls can be placed over cellular networks.

4.4 Taxonomy of healthcare gateways and communication stack

Based on the surveyed literature, a taxonomy with the communications, informa-
tion models, protocols and platform technologies, and remote monitoring applications
is depicted in Figure 10. The different technologies are grouped respecting the following
categories: communication stacks, information models for healthcare, communication
protocols, platforms for development of healthcare gateways and devices, and the mon-
itoring of physiological signals. We hope this taxonomy can be helpful for other
researchers working on the development of Healthcare IoT gateways, as it identifies
technologies that have been evaluated for healthcare applications. For a more in-depth
overview of the technologies enumerated on the taxonomy, we recommend the reading
of [42].

Figure 10: Taxonomy with available technologies that can be used to build healthcare
gateways.

4.4.1 Communications

The communication technologies were divided in accordance with the coverage area.
Personal Area Networks are small networks usually comprised by small devices and/or
sensors. Normally these connect to a gateway to expand its connectivity and to translate
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between protocols, i.e. the sensors protocol and the protocol by other services. The
surveyed technologies are Bluetooth [46–48, 53, 54], Bluetooth Low Energy [47, 66, 79–
81, 87], IEEE 802.15.4 [48, 49, 52–54, 63–65, 67–69, 71, 81], Zigbee [48, 53, 58, 64, 68,
81] and 6LoWPAN [49, 52–54, 63, 67, 69, 71, 81]. The most prevailing communication
protocol is 6LoWPAN over IEEE 802.15.4 (a total of 13 papers), especially on studies
that develop either WSN or BAN [52, 63, 64, 68]. The main reasons are the ability to
create mesh and star topologies where end nodes connect to a sink endpoint, normally
the gateway. One study used IEEE 1451 [84], specifically the network standards IEEE
1451.0, IEEE 1451.1 and IEEE 1451.5 for exchanging sensors’ data with other platforms.
Finally, RFID was used in four studies [57, 58, 60, 64] – three are related with the same
project [57, 58, 60] – as an identification technology for “things”, i.e. people and objects.

On Local Area Networks, the most used technologies are WiFi (IEEE 802.11) and
Ethernet (IEEE 802.3), as these have become the de facto technologies for IP networks.
Finally, for Wide Area Networks, i.e. networks that cover a wide geographical area,
the most used communications were cellular based, i.e 3G, 4G/LTE and 5G, despite
5G still being under development [57, 59, 61, 65, 71, 72, 80]. One publication used
LoRa/LoRaWAN [76] as an alternative to cellular communications.

4.4.2 Information Models

Information models refer to application level data format specifications that enable
its exchange between different systems. The information models were separated accord-
ing to its application, i.e. be used for data exchange on a PAN setting, e.g. sensors
and gateways, and between healthcare information systems. On sensors the informa-
tion models reviewed were GATT (Generic Attributes), which is part of Bluetooth Low
Energy stack [47, 66, 79–81, 87], IEEE 1073 (this standard has been withdrawn) [54,
83], IEEE 11073 [48, 49, 79–82, 85, 87, 90–94] and SensorML [62]. As for information
exchange between information systems, HL7 FHIR was used in three studies [81, 82, 84],
in both for exchanging data between a gateway and a healthcare information system.
Also in both studies, IEEE 11073 was considered as the standard for exchanging data
with the sensors, which is then converted to the HL7 format. Finally, SensorML was
used in one study [62] and although it is flexible to describe any type of sensor, stan-
dards such as IEEE 11073 already provide a domain specific solution for describing data
from health sensors.

4.4.3 Protocols

Three classes of protocols were identified: client-server, publish-subscribe and mes-
saging. The prevailing client-server protocols are CoAP [79, 82, 83, 85, 87, 89, 91,
93] and HTTP [47, 61, 63, 64, 67, 68, 79–81]. The first is mostly used on applica-
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tions that use sensors due to 1) its low-data requirements and 2) its ability to use
non-confirmed messages over UDP, which reduces the overhead of applications. As for
HTTP it is mainly used for exchanging data between remote applications and is present
on RESTful applications. Both are also used on applications were real-time is not a
requirement. It is worth note that CoAP was designed to be easily translated to HTTP.

Publish-subscribe model is based on a client publishing data to a broker, so that
other clients that subscribed to those events receive them. The most used implemen-
tation on the surveyed literature was MQTT (Message Queuing Telemetry Transport)
[46, 65, 83, 85, 92]. On most of them, publish-subscribe was assessed as an alternative
to CoAP [82, 83, 85, 89, 90] regarding its performance (number of messages exchanged
and round-trip time) but was also used on a project’s deployment [65] due to MQTT’s
brokers architecture, which can reduce the deployment of gateways, enabling the scal-
ability of healthcare applications.

Finally, one publication [66] used the messaging protocol XMPP for building a
scalable healthcare architecture. The major features of this architecture are its real-
time nature that enable the delivery of real-time healthcare messages and the ability of
adding sensors without disrupting the service. The last is enabled by the XMPP’s xep-
0326 specification, which has been retracted. Since no other assessments of the protocol
have been made, nor a newer versions of the specification is proposed, we cannot assert
that it is reliable to use XMPP for carrying sensors data, although other features of
the protocol, such as voice and messaging, are promising for creating communication
healthcare services.

4.4.4 Platforms

The identified platforms used to developed the gateways were separated into the
categories embedded, i.e. a development platform that can be used to develop, for
example, gateways; smartphone and tablet, although these two represent mobile devices.
As for embedded platforms, they can either be single-board computers (13 platforms)
[47–49, 53, 54, 61, 64, 65, 73–75, 77, 79], such as the Raspberry Pi, or bare metal (7
platforms) [50, 52, 63, 76, 78, 84, 98], i.e. the application runs directly on a hardware
such as a microcontroller. On the mobile platforms, tablets were used in four platforms
[52, 57, 58], although they reference the same project, and smartphones in fourteen
platforms [46, 47, 56, 61, 66–68, 72, 73, 80, 82, 85–87].

4.4.5 Communication stack

Based on the reviewed taxonomy’s technologies, a depiction of a communication
stack is depicted in Figure 11. The stack reveals that a number of technologies are in
place for creating and deploying healthcare applications with PAN, LAN and WAN,
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although integration of the different communications is needed to enable health infor-
mation exchange. At this moment, most of the integration is made at the application
level, i.e. sensors (PAN) and services (LAN and WAN) exchange health information
through different communication standards and the healthcare application is responsible
for route and translate them. For PAN, where sensors are located, Zigbee, BLE and
Bluetooth are the main technologies. Healthcare data models are provided by BLE and
Bluetooth stacks, respectively through GATT profiles and IEEE 11073 (as specified by
Continua Alliance). Zigbee, although present in many studies, does not provide any
standard healthcare specific profile, although IEEE 11073 can be used - Zigbee is one of
the wireless communication technologies considered by Continua Alliance, which uses
the IEEE 11073 standard as data models.

Communications for LAN and WAN are dominated by IP, mainly due to the growth
of the Internet. On the surveyed works, four physical/data link standards emerged:
IEEE 802.15.4, IEEE 802.11, IEEE 802.3 and cellular communications (3G/LTE/5G).
IP communications are the most ubiquitous standard as it can be present on small
sensors (for low power and low data rate they can use IEEE 802.15.4), as well as more
power and data hungry applications (IEEE 802.11 and IEEE 802.03). Mobile tech-
nologies, namely 3G, LTE and 5G, also leverage the deployment of mobile healthcare
applications, especially on remote geographical applications where the deployment of
wired infrastructures is costly or not feasible. Last, LoRa and LoRaWAN are starting to
emerge as a candidate for sporadic and low data rate applications. The main drawback,
when compared with the other standards, is the lack of a standard transport and appli-
cation layer. While on the application layer information standards such as IEEE 11073
or HL7 can be used, the transport layer can break standardization of applications,
although LoRaWAN also predicts the deployment of several applications on gateways
that could, ultimately, use standardized data formats.

Figure 11: Communication stack with the surveyed technologies.
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4.5 Gateway architectures

The review showed that there are two architectures used when building a gateway.
The first architecture, depicted in Figure 12, is a distributed architecture where external
sensor devices are connected to a gateway that connects to remote healthcare services.
The gateway, as depicted in Figure 1 and defined in section 2, can be an Edge gateway.
The connection between the sensors (for example, medical devices or WSNs comprised
by small sensors) and the gateway is made using either PAN or LAN communica-
tions, and communication with healthcare services is made using WAN communica-
tions. Depending on the communications used locally, the protocol used is selected in
accordance, i.e. for a WiFi network either CoAP, HTTP or MQTT, while for other
technologies such as BLE, the GATT protocol is used. This is the prevalent architec-
ture on the reviewed articles (a total of 38) [46–50, 52–54, 57, 58, 60, 63–67, 70–72,
76, 77, 79, 80, 82, 85, 87–95, 97, 98, 125]. This architecture allows the connection of
more complex sensor equipped devices. One of such cases is the iMedBox presented in
[57–60], which allows to monitor patients medication intake and its vital signs.

Figure 12: Distributed architecture with local sensors connected to a gateway.

In the second architecture, the sensors are embedded on the gateway, as depicted in
Figure 13. Similar to the gateway of the previous architecture, it can be considered an
Edge gateway. This architecture was observed in ten of the reviewed publications [56,
61, 62, 68, 73–75, 78, 86] and it is similar to an embedded device capable of directly
communicating with remote healthcare services using LAN or WAN technologies and
their respective protocols. One type of application where this architecture is present is
where the gateway is embedded on a fixed structure such as a wheelchair [68], a chair
for monitoring several vital signs [61] or a bone fracture fixation device [73]. Other
applications are directed towards to develop a gateway that can be worn directly by
the user [56, 78] or a gateway that can be used as a medical device.
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Figure 13: Distributed architecture with local sensors connected to a gateway.

4.6 Framework with Healthcare IoT topics

One challenge that the authors faced when starting this review was the number of
Healthcare IoT researched topics. To simplify and make the current review manageable,
a framework was developed and is presented in Table 4. The framework lists IoT topics
that were found during the first review stages. They were separated into three main
frames: architecture, data and governance. Architecture frames the technical aspects
of implementing an healthcare technological system such as communications, software,
infrastructure and deployment of the healthcare system regarding the stakeholder. Data
frames the exchange and management of information, its sources and its quality towards
its use by other healthcare ICT systems. Governance frames aspects such as security
and privacy of data and users, healthcare politics and business models, and users and
needs expectations. For each frame, the main stakeholders are also enumerated. After
the framework was prepared, the main topic of the current work could be framed as
architecture and data, with focus on the aspects of communications, infrastructure and
sensors.

5 Discussion

The first aspect to be discussed is the current development of research and com-
mercial Healthcare IoT gateways. Starting with research, there is a strong focus on the
development and assessment of architectures directed to Healthcare IoT, which covers
the development of gateways, devices and use of IoT communication protocols and
healthcare information models. The reviewed publications evidence that Healthcare
IoT is possible with the current technological developments. The acceptance and un-
derstanding of the capabilities and limitations of protocols such as HTTP (RESTful),
CoAP and MQTT are leveraging remote monitoring applications for WAN. On Edge ap-
plications, Bluetooth, Zigbee and 6LoWPAN are becoming the de facto technologies for
PAN, with Zigbee and 6LoWPAN being more expressive on research publications. We
think this is due to the wide availability of development platforms based on these stan-
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Frame Aspects Stakeholders

Architecture • Communications
– Protocols (application, transport, physical)
– Networks (WAN, LAN, PAN, WSN, BAN)

• Middlewares and frameworks
• Infrastructure
– Edge/Fog computing
– Mobile computing
– Cloud/Mobile cloud computing

• System deployment
– Hospital
– Home
– Nursing home
– Pharmacy
– Laboratory

• Vendors
• Standard committees

(e.g. Fog Consortium,
IETF, IEEE)

Data • Information models (HL7 RIM, IEEE11073 DIM)
• Sources (sensors, wearables, medical devices,

manual input)
– Sensors
– Wearables
– Medical devices
– Manual input

• Quality
– Adherence to treatment
– Reliability of the measurements (protocols)

• Processing
– Big Data
– Data Mining
– Artificial Intelligence
– Machine Learning

• Standard committees
(e.g. HL7, IEEE)

• Patients
• Medical staff
• Vendors
•

Researchers/Scientists

Governance • Security and privacy
– Devices and people authentication and identifi-

cation
– User’s Data privacy
– Access to personal health data by third parties

• National/regional policies influence on data access
• Healthcare vendors business models
• Healthcare providers (e.g. hospitals, nursing

homes) technology adoption
• Comply with certification standards (e.g.

IEC62304)
• Users’ needs and expectations

• Governments
• Health institutions
• Vendors
• Certification entities

(e.g IEC)

Table 4: Framework used to frame the different aspects of an ICT healthcare system.

dards, which are better suited for research because they are more flexible and because
they already have mesh capabilities that enable the development of WSN applications.
But, it is worth to note that with the appearance of the Bluetooth Mesh this landscape
can change, especially because several commercial devices available are deployed with
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Bluetooth. Regarding commercial platforms, the number of dedicated Edge gateway
devices is currently very limited; according to our survey 10 devices are commercialized.

With the growth of mobile computing, most of these gateways are starting to be
deployed as mobile applications running in tablets and smartphones. This is noticeable
on some of the platforms surveyed, case of Tunstall’s myclinic ICP, Hicare’s Hub and
Care Innovations’ Health Harmony. We think this might be due to the lower costs of
developing just software instead of software and hardware. Also, these platforms are
usually part of a wider ecosystem where cloud healthcare services are also provided.
From a commercial perspective, this is more appealing due to the more complete
ecosystem that is possible to provide to customers, eventually providing a solution
that meets much of the aspects of the framework presented in Table 4.

Another noticeable aspect of commercial IoT solutions is appearance of generic IoT
frameworks were domain specific applications can be developed over it. One example
is PTC’s ThingWorx [126] IoT platform that is proposed by the vendor as a solution
for healthcare, automotive, aerospace, smart cities, etc. On the other hand, there
is Intel’s Health Application Platform [127] dedicated to healthcare applications and
services. These example platforms contrast on their approach to IoT, with the first
being more generic to IoT applications and the later being directed to healthcare. We
did not analyzed these, but the differences and potential to enable Healthcare IoT are
worth reviewing as their use has the potential accelerate the development of healthcare
solutions, although their flexibility and efficacy to comply with healthcare requirements
and standards has to be verified.

The second aspect that this review evidences is the minimal use of healthcare infor-
mation standards to enable platform interconnection. While most of the implemented
gateways are based on widespread protocols such as CoAP, MQTT or HTTP (a total
of 20 articles), the number of gateways that use standard information models such as
IEEE 11073 or HL7 FHIR, is still low (from the 15 articles reviewed, 6 of them are
from the same research group [87, 90–94]). It is difficult to assert the reasons for this
low adoption, but several possibilities could be hypothesized. The first could be the
lack of libraries to leverage their use, which can then lead to a lack of motivation by
researchers due to the standards complexity. For example the IEEE 11073 standard has
over 600 pages that need to be carefully analyzed, in order to implement the standard
correctly [128]. Implementing, for example, the GATT protocol could be considered less
demanding by some, as the data definition can be resumed in one table. The second,
it might be because the available libraries are not appropriate to the use case being
researched. For example, Antidote is designed for systems running Linux, thus it is not
appropriate for a bare-metal gateway and it might not suit the development of a WSN
application. Although on a research context this may not be a real problem, attention
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must be paid when developing commercial gateways as it can lead to the creation of
silos [24, 28] and, therefore, limit the deployment of ubiquitous healthcare IoT services.
Actually, this is already noticeable on some commercial products, especially wearables,
were a companion smartphone application is necessary for enabling the interaction with
a wearable. Here, the smartphone acts as an Edge gateway and it is up to the wearable
manufacturer to add mechanisms for sharing healthcare data from the mobile applica-
tion to other services. Using the Fitbit bands as example, the data downloaded from
the wearable is on a proprietary format, limiting the access to it only through the Fitbit
web portal or smartphone application. It can be hypothesized that these limitations
may be related with concerns on security and privacy, or need for exchanging informa-
tion not standardized - Fitbit and Xiaomi, for example, have custom BLE profiles for
their wearables - but APIs provided by the vendors for accessing this data directly from
the device, i.e. on the Edge of the network, could be useful for leveraging data access
on the Edge of the network. Last, it is worth mentioning that information standards
by themselves are not enough to enable the connection of heterogeneous healthcare
systems. New IoT standards that enable seamless integration of heterogeneous systems
are needed [129] with features such as device discovery and near-zero configuration.

The mentioned aspects evidence a third, the creation of data silos. The silo problem
was one of the drivers for the CareStore project [130], an open source platform that
enabled the seamless deployment of healthcare platforms. The CareStore platform
would be responsible for managing the access to the health data from/by all the installed
applications. A similar suggestion is proposed in [28], but using smartphones as the
platform. Besides being health data containers, it is proposed that they behave as
data transporters, i.e. the health information is exchanged between platforms, until
it is finally stored on a remote service. This is useful, for example, when an Internet
connection is not available. Common to both proposals, there are issues regarding
security, privacy and, on [28], algorithms for the data exchange.

6 Conclusions

In this work we reviewed state-of-the-art of research and commercial Edge gateway
developments for healthcare applications. With the number of available ICT it is
possible to deploy Healthcare IoT applications. This is evidenced in the reviewed
research, where efforts on evaluating the feasibility of IoT foundational technologies
such as Bluetooth, BLE, Zigbee, 6LoWPAN,3G/4G/5G cellular networks, MQTT and
HTTP are being made. Also, research on new architectures such as Edge and Fog are
appearing, although it is not clear how Edge and Fog gateways should be implemented
in healthcare. This topic was addressed in this article and we reinforce the need to keep
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evaluating solutions to achieve these new architectures.
The reviewed commercial platforms evidenced that most manufactures use an ap-

proach which is mostly based on interactive terminals, with the exception of Qualcomm’s
2net and Tunstall’s SmartHub. It was also observed a shift towards mobile applications
acting as gateway. We think this is expected due to the wide availability of these
devices and their lower cost when compared with developing dedicated hardware and
software. We also checked for information concerning the integration of these platforms
with third-party systems, however we could not find APIs or frameworks available to
do so. Yet, we could not find evidence that manufacturers are approaching Edge and
Fog architectures with the current devices.

In order to expand the vision of the IoT-based healthcare, it is required that different
stakeholders work together to develop applications that provide value for the end-users.
As future work we recommend that the aspects referred on it kept being assessed by
multidisciplinary teams that provide input to healthcare problems that can be aided by
IoT solutions. Also, as future work, we recommend the creation of open platforms that
could be deployed as gateways to leverage the assessment of real world evaluations of
healthcare applications based on IoT.
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Scope

This chapter presents publication J2. It summarizes the design, development, im-
plementation and laboratory evaluation of the CRIP, specifically the hardware technolo-
gies and architectures used, the embedded software developed to support the platform
requirements and manage the hardware interfaces, and the laboratory evaluation of
the platform and Bluetooth enabled health devices to be used during field evaluations.
Here, the research questions RQ2 and RQ3 are addressed using the research methods
RM2 and RM4, i.e. IoT technologies are combined on a gateway to be deployed in
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field assessments of healthcare applications and evaluation of medical devices. These
contribute to achieve objectives O2, O3 and O4.

This work contributes with a new gateway platform, provides details to other
researchers of the technologies and architectures of the hardware and software tech-
nologies and demonstrates the feasibility of building a near-zero configuration devices
for Healthcare IoT applications. Follow up chapters 4, 5 and 6, focus on the CRIP’s
hardware technologies, architecture and its validation, particularly on the electromag-
netic immunity and compatibility. The in-field evaluation of the gateway and health
devices is presented in chapter 7.

The aim of the CRIP is to support caregivers and citizens on their health manage-
ment routines in a seamless way. this article briefly presented the CareStore platform,
which was deployed in a nursing home where its usability was evaluated by nurses and
caregivers. Although it was developed for the CareStore project, the CRIP was designed
to be used with other healthcare applications, were communication with wireless medical
devices and users identification/authentication are required. The technologies deployed
were Bluetooth medical devices communication, fingerprint biometric for users authen-
tication and RFID/NFC for devices and users identification via tags. The option for
these technologies stems from the review presented in chapter 2, which demonstrated
these technologies are highly regarded as IoT enablers.

Lessons learned during the CRIP development were later applied on the development
of the CAMI data collector (or gateway) and CARIOT gateway. The acquaintance with
the BlueZ API was specially important as it has as steep learning curve, especially due
to lack of introductory documentation. The software architecture also served as case
study to address the microservices architecture of the CAMI and CARIOT gateways
(presented in chapter 8), i.e. the CRIP was developed as monolithic application, whose
maintenance complexity started to increase when new communications were added and
new devices supported. Yet, because the CRIP software was addressed in a modular
way, it allowed to reuse part of its code on the CAMI and CARIOT gateways – the Blue-
tooth code was not reused because 1) the devices supported on CareStore were IEEE
11073 compliant, while for the CAMI/CARIOT were BLE GATT (Generic Attributes)
compliant, and 2) the support for the version of the Bluetooth stack (BlueZ 4.x) used
on the CRIP ended, therefore the most recent version (BlueZ 5.x) had to be used. From
a development perspective it allowed to create more robust platforms, and increase the
confidence on using them on filed trials.

Some limitations that were uncovered with the development and deployment of the
CRIP were: 1) limitations by not using a standard information model, 2) gateways
and medical devices discovery and 3) authentication of gateways with other CareStore
platform components. The first and third points were not addressed on future works
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(CAMI still uses a REST API), while the second point was conceptually addressed
in publication C1. Although point 1 was not addressed, it is a concern regarding
seamless integration of using heterogeneous platforms using different information and
data models. The option for using a REST API was taken due to two main factors
that could not be addressed using standards: lack of a standard for persons identifica-
tion/authentication and 2) at the time CRIP was developed, in 2014, REST allowed an
easier integration of the CRIP with remote services, especially cloud services, because
the majority of those only supported HTTP/HTTPS. For example, support for MQTT
was at an early stage on the major cloud platforms.
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Abstract: Population aging and increasing pressure on health systems are two issues that demand
solutions. Involving and empowering citizens as active managers of their health represents a
desirable shift from the current culture mainly focused on treatment of disease, to one also focused
on continuous health management and well-being. Current developments in technological areas
such as the Internet of Things (IoT), lead to new technological solutions that can aid this shift in the
healthcare sector. This study presents the design, development, implementation and evaluation of
a platform called Common Recognition and Identification Platform (CRIP), a part of the CareStore
project, which aims at supporting caregivers and citizens to manage health routines in a seamless
way. Specifically, the CRIP offers sensor-based support for seamless identification of users and health
devices. A set of initial requirements was defined with a focus on usability limitations and current
sensor technologies. The CRIP was designed and implemented using several technologies that enable
seamless integration and interaction of sensors and people, namely Near Field Communication and
fingerprint biometrics for identification and authentication, Bluetooth for communication with health
devices and web services for wider integration with other platforms. Two CRIP prototypes were
implemented and evaluated in laboratory during a period of eight months. The evaluations consisted
of identifying users and devices, as well as seamlessly configure and acquire vital data from the
last. Also, the entire Carestore platform was deployed in a nursing home where its usability was
evaluated with caregivers. The evaluations helped assess that seamless identification of users and
seamless configuration and communication with health devices is feasible and can help enable the
IoT on healthcare applications. Therefore, the CRIP and similar platforms could be transformed into
a valuable enabling technology for secure and reliable IoT deployments on the healthcare sector.

Keywords: e-Health; pervasive healthcare; telemedicine; ambient assisted living; telecare; sensors;
internet of things; health devices; open source; IEEE 11073

1. Introduction

During recent years, concerns about the efficiency and quality of public health systems has
increased. In Europe, two of the factors are the population growth and aging [1–3] and the lack of
qualified health professionals [2]. A population growth of 4% by 2050 is expected, due to factors
such as dynamics of fertility, increasing migration rates and increase of life expectancy. With these
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demographic changes happening, the number of healthcare professionals should increase, but a
shortfall of one million healthcare workers and an imbalance in their geographical distribution is
projected by 2020 [2]. The first is due to undersupply by professional educational institutions and
current staff aging, i.e., undersupply in rural areas and oversupply in urban areas, as more and more
of these professionals move to countries where better working and professional prospects, as well as
financial incentives, are offered.

With these changes happening, public health systems are starting to show their limitations:
growing costs, increased numbers of medical errors and lack of adequate medical support, due to
lack of human resources and time dedicated to patients’ care. These factors are starting a shift in
health culture from a mortality and morbidity one, to a culture where health and well-being are
encouraged [4,5]. This shift is challenging because it implies changes in several aspects [6] such as:
(1) a change from reactive medicine to a proactive and preventive one; (2) decentralized treatment
from hospitals to home and care institutions; and (3) empowering citizens and a change in healthcare
culture to enable a collaborative medicine where the patient and medical staff are both responsible for
health management.

Despite the reluctance by a part of the medical community to embrace new technologies, mainly
due to suspicion about the accuracy and effectiveness of using these tools in well-defined processes [7],
users tend to embrace and approve the use of technologies for health monitoring. There has been
research focused on monitoring and controlling medical conditions such as high blood pressure [8–10],
diabetes [11,12], weight loss [13,14] and Chronic Obstructive Pulmonary Disease (COPD) [15–17].
Using new Information and Communication Technologies (ICT) in healthcare scenarios, such as
wearable sensors, mobile devices and cloud computing, provides an opportunity for continuously
monitoring health behaviors, which allows building a story around a person. The necessity to study
how these changes can happen has led to the emergence of newer disciplines in the ICT area such as
Telecare, Telemedicine, e-Health, Ambient Assisted Living (AAL) and Pervasive Healthcare [6]. Each of
them appeared on different moments of technological development, starting with the integration of
the telephone for remote medical appointments and monitoring, up to the integration of large ICT
systems that allow continuous monitoring. Also, the birth of mobile computing and emergence of
wearable technologies have made collecting personal data more accessible. All of these possibilities
led researchers to focus on how ICT can be applied in health care scenarios such as hospitals, nursing
homes and patients’ homes, on an attempt to spread the responsibilities for health care between the
diverse agents.

A new paradigm that focuses on pushing forward integration of technology on daily routines
is the Internet of Things (IoT). Xu et al. [18] present the IoT as “a dynamic global network infrastructure
with self-configuring capabilities based on standard and interoperable communication protocols where
physical and virtual ‘Things’ have identities, physical attributes, and virtual personalities and use intelligent
interfaces, and are seamlessly integrated into the information network”. Continuous research on
how the IoT can impact the development of healthcare applications is an ongoing process [19–21].
It is commonly agreed that the availability of wireless technologies, such as Bluetooth/Bluetooth
Low Energy (BLE), IEEE 802.15.4, IEEE 802.11 (Wi-Fi), Long-Term Evolution (LTE) and 5G, and
the convergence towards IP based protocols are some of the reasons for an easier integration
of computational devices, such mobile devices and wireless sensor networks (WSNs) [19,22–25].
Other technologies that can also enhance integration are Radio Frequency Identification (RFID),
its branch Near Field Communication (NFC), and BLE proximity sensing profiles, that allow an easier
identification of “things”, either people or devices, in IoT scenarios [26]. Still, there are some challenges:
the quality of service, integration and unification of different network topologies and standards at the
network level; the safety and privacy of users and their data; integration of different software and
hardware providers; and application of the technology itself in healthcare organizations [21,22].

With these challenges in mind, the authors have developed the CareStore platform [27], with
the purpose of seamlessly deploying healthcare and AAL devices and applications in the home of
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citizens in need of care. As part of the platform, a gateway device called the Common Recognition and
Identification Platform (CRIP) was developed to aid caregivers and citizens manage their health in a
seamless way, namely by identifying users and health devices and providing easy device interaction.

The aim of this study is to present the design, development, implementation and evaluation of
the CRIP. The main contributions of this work are: (1) a demonstration of the feasibility of this type of
platform concerning the integration and unification different technologies used in healthcare; (2) an
overview of the technical challenges found while developing and evaluating the CRIP prototypes;
and (3) a presentation of guidelines for future healthcare IoT projects.

1.1. Related Work

Work on gateways for healthcare is quite broad, usually focusing on presenting solutions for
specific healthcare deployment scenarios such as hospitals or homes. Here we highlight some related
projects where some sort of gateway was developed. A summary of the technologies used by each one
and where it can be applied is presented in Table 1. The field of ambient-assisted living and related
healthcare services and applications and its integration on the IoT have been previously reviewed by
Islam et al. [21], Memon et al. [28] and Rashvand et al. [29].

Table 1. Resume of the deployment scenarios and technologies used of the presented projects.

Platform Deployment Communications Identification Standards Cloud

Rahmani et al. [30] Hospital, Home Bluetooth, Wi-Fi,
802.15.4/6LoWPAN - IEEE 1073 Yes

Catarinucci et al. [31] Hospital 802.15.4/6LoWPAN UHF-RFID - No

Cubo et al. [32] Hospital, Home 802.15.4 NFC - Yes

Saponara et al. [33] Nursing home,
Home, Pharmacy

Bluetooth/BLE,
Wi-Fi, 3G - HL7 CDA Yes

Yang et al. [34] Home Wi-Fi, ZigBee UHF RFID - Yes

Ghose et al. [35] Home Bluetooth, Wi-Fi, 3G - - Yes

CRIP Nursing home,
Home Bluetooth, Ethernet Biometrics,

NFC
Continua
Alliance Yes

Rahmani et al. [30] presented a conceptual gateway, the Smart e-Health Gateway, aimed at
healthcare applications for hospitals and private homes, and also developed a proof-of-concept
gateway, the UT-GATE. The gateway comprises several communication technologies such as
Bluetooth/BLE, Wi-Fi and 6LoWPAN, and it is based on two computational platforms. As a case study,
the authors collected ECG data from wireless sensors, stored the data locally and also synchronized it
with a remote service. The overall work focused more on the implementation of the gateway and on
technical aspects that can improve its performance, reliability and, to some extent, its interoperability.

Catarinucci et al. [31] presented an IoT-aware smart architecture for automatic monitoring and
tracking of patients, personnel and devices in medical facilities. As proof-of-concept, the authors
implemented a Smart Hospital System, comprised of an 802.15.4/6LoWPAN WSN, with Ultra High
Frequency (UHF) RFID capabilities, and mobile devices, able to collect in real time both environmental
conditions and patients’ physiological parameters. The core of the system is an IoT gateway, responsible
for collecting and processing data from the sensors and storing it both locally and remotely.

Cubo et al. [32] proposed a platform to overcome the challenges of appropriately managing the
inter-connection of heterogeneous “things” in the ambient intelligence domain. The aim of the system
is to assist patients and health providers, either in a hospital or at home, by seamlessly monitoring and
detecting emergency situations. A part of the system is a wireless gateway whose main function is to
retrieve and transform data collected from diverse IEEE 802.15.4-based local sensors and send it to a
remote server to be stored.
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Saponara et al. [33] presented a Remote Healthcare Model and Embedded Sensing/
Communication platform to support multiple chronic illnesses. The authors developed and tested the
platform with three healthcare scenarios in mind: self-measurement by the patient (1:1), measurement
made by a professional caregiver (1:N) and measurement by the patient on a specific healthcare facility
(point-of-care). The platform is flexible enough to be adapted and used at the patients’ home or in a
healthcare facility such as a pharmacy or a nursing home. The system is comprised of Bluetooth
biomedical devices (custom and commercial ones), available according to one of the described
deployment scenarios; an e-Health remote centre responsible for managing users and their data;
and a local gateway. The latter is responsible for collecting vital data from biomedical devices, sending
it to the e-Health centre, as well as performing local processing of data to provide statistics and early
warnings about possible medical conditions.

Yang et al. [34] presented an open-platform-based intelligent medicine box, the iMedBox, as well
as two dedicated medical sensors/devices. The box has enhanced connectivity and inter-changeability
for the integration of devices and services, provided by Wi-Fi, ZigBee, RFID and a tablet. The medicine
box is able to directly communicate with remote healthcare information systems, in order to configure
itself according to the needs of the patient using it, as well to store its information to be accessed by
medical personnel such as doctors, nurses or caregivers.

The approach of Ghose et al. [35] is based on mobile devices, i.e., they suggested using a
smartphone running a healthcare application that is connected with a backend via web services.
The communication with local medical sensors is made using either Bluetooth or Wi-Fi. The main
contribution of this work is the mobility introduced on this type of platforms where the gateway
is either represented by a PC/laptop or other dedicated device. The authors highlight this as an
important aspect of their approach, especially when this type of system can be used at home, in small
clinics, temporary health camps, or developing countries like India with extended rural areas and
unreliable electrical power supply.

1.2. The CareStore Platform

The overall aim of the CareStore project is to develop an inexpensive and user-friendly open-source
platform for supporting staff and residents’ easy deployment of devices and applications in residential
apartments, without requiring technical staff intervention. The platform also allows all vendors free
and easy access to publish new health devices and applications to be later installed by the users in a
seamless way. As depicted in Figure 1, the platform consists of three major components:

• CAALHP: The Common Ambient Assisted Living Home Platform is an open-source runtime
execution platform for execution of services, applications, device drivers and a user interface (UI)
for staff and residents interaction with the platform;

• CRIP: Common Recognition and Identification Platform used to identify staff, residents and
devices, using RFID and/or biometrics as identification technologies;

• CareStore Marketplace: An online shared platform for uploading and storing healthcare and AAL
drivers and applications, that can be downloaded and installed in a seamless way on the CAALHP
and the CRIP.

These three components allow the involvement of all major actors from the healthcare system
in one common platform, i.e., citizens and caregivers can use the CRIP as an ambient-assisted
platform for health management via applications and seamless integration with personal health
devices; doctors can access citizens’ health information via integration of external medical services
with the CareStore platform; and finally, support for heterogeneous personal health devices can be
provided by manufactures that can deploy device drivers to the Marketplace. All this integration is
based on technologies such as RFID/NFC, used for identification of people and devices, biometrics for
identification and authentication of citizens and caregivers, Bluetooth for personal area networks of
devices and web services for communication and integration between the platform components and

79



Sensors 2016, 16, 2089 5 of 22

external services. The integration of these technologies make the project meet the IoT, where different
“things” such as devices, services and people are seamlessly connected.

Descriptions of some parts of the CareStore project were already published. Two electromagnetic
characterizations were performed to verify the CRIP compliance with the standards for health devices
to be deployed to hospitals and and homes. First, an electromagnetic compability (EMC) evaluation
according to the EN55022 Class B standard [36], and second, an electromagnetic immunity (EMI)
according to the EN 61000-4-3 standard [37]. In both cases, the CRIP complied with the requirements.
Also, an evaluation of the entire CareStore platform was performed on a nursing home, involving the
nurses and care staff [38]. The results regarding its use and understanding of the platform were positive,
which indicates that our approach to these platforms may be a viable solution for healthcare providers.
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CRIP and the Marketplace. The first two are deployed together on a same space, such as a user’s private
home, enabling the integration of local devices and users interaction with the platform. The third
allows vendors to upload device drivers and profiles that can be later downloaded and installed on the
CAALHP and on the CRIP.

2. Materials and Methods

In this section we start by presenting the requirements of the CRIP (Section 2.1), next the design
of the system (Sections 2.2 and 2.3), followed by the set of evaluation protocols that were designed in
order to test its functionalities (Section 2.4).
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2.1. Requirements

The following set of initial usability requirements for CRIP was defined:

• Integration: The CRIP subsystem shall provide a seamless integration with internal and external
subsystems. A standard interface for easy access by other subsystems shall be provided. The major
integration is made with CAALHP, which has the ability to communicate with the CareStore
Marketplace in order to download device drivers/profiles and applications;

• Device Installation and Configuration: The device installation and configuration shall be absolutely
seamless and shall involve minimal interaction with the end-user. A CareStore user must
initiate the identification of devices by approaching a device with a NFC tag of the NFC reader.
After identification is over, the user is notified via CAALHP that a new device is available;

• Locking during installation process: When a device is being installed, the user shall still be able to
use other devices or CAALHP applications, which are not part of installation process;

• Failure notifications: The system shall provide a timely response in case of errors and report the
failure events. For example, when an application fails to install or integrate with a health device
then the end-user and administrator users shall be notified simultaneously. The notification shall
also be sent if an application or device fails to respond or crashes during use or execution.

To fulfill these requirements, it is necessary to use a combination of identification and
communication technologies that can provide the intended seamless experience. The main purpose of
the CRIP is: (1) to identify users and health devices and (2) enhance the use of the latter in a seamless
and near zero configuration way. For the first, it must be made on a secure combined device for
staff and inhabitant/patient identification; our solution will be based on a combination of RFID and
biometric technology (fingerprints). For the second, different types of personal health devices must be
able to interface with the CAALHP and the CRIP, using the most recent standards for personal health
devices. At the moment there is no truly widely adopted standard for personal health devices. In our
perspective, Continua Alliance [39] promises to be a good option since it is based on accepted standards
such as IEEE 11073, Bluetooth and USB, and the working group behind it has a strong background in
the development of personal health devices. Due to this, our choice was restricted to personal health
devices that comply with this standard and whose communication is made via Bluetooth.

As depicted in Figure 1, the CRIP was developed as a separate subsystem deployed on the
same AAL space as the CAALHP subsystem. There are two main reasons to develop the CRIP as a
separate subsystem: (1) extend the lifespan of the expensive CAALHP subsystem, by extending it in a
transparent way to the rest of the system with newer software and hardware technologies; and (2) the
necessity to embed dedicated hardware usually not found or with limited access on computers or
smartphones. This also allows it to act as an independent gateway for healthcare and medical purposes,
meeting the IoT paradigm where small devices can be connected to the Internet through a higher level
aggregating device.

As explained, the CareStore platform was designed primarily to be deployed in nursing homes
and at patients’ homes. We identified the following actors (human and non-human) that directly
interact with CRIP and their interactions with it:

• Citizen: A system’s user under care either on a private home or in a nursing home, who can use
the homecare platform. A Citizen can seamlessly add a new device by holding it close to the
homecare platform and have it install any necessary device drivers and automatically configure
them for use;

• Caregiver: Can be a doctor, nurse or relative of the Citizen who provides medical treatment to him.
Caregivers can add new wireless health devices in a similar way as a Citizen;

• CAALHP: Part of the homecare platform that allows integration of different assisted living
technologies, making it easier to operate and deploy new AAL and telemedicine devices and
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applications. CAALHP is connected with CRIP, in order to perform authentication and retrieve
data from the personal health devices;

• Device: Represents a dedicated personal health device, which is used for monitoring inhabitants
in an AAL scenario.

With this set of requirements defined, it is possible to define the set of use cases of the CRIP that
need to be implemented. They are listed in Table 2. An example interaction representative of use case
UC1 is depicted in Figure 2. The interaction is between the CRIP and CAALHP subsystems when a
personal health device is identified. It is important to note that an interaction with the Marketplace
also occurs when the CAALHP searches for a device profile, despite not explicitly depicted.

Table 2. List of use cases of the CRIP.

ID Description

UC1 Health devices shall be seamlessly detected by the CRIP.
UC2 Authenticated users shall be able to logon to the CAALHP via the CRIP.

UC3 Health devices shall be defined by a Device Profile that is related to a
CareStoreDeviceDriver in the CareStore Marketplace.

UC4 CAALHP may communicate with health devices via the CRIP.
UC5 Vital signs from health devices may be collected via the CRIP or the CAALHP.
UC6 Read users’ credentials in order to be stored on the CareStore Marketplace.
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The final important set of requirements for the CRIP relates to the users’ data security and privacy.
It was already described that the CRIP will include NFC and biometrics as part of its strategy for
identification/authentication of users and devices. A Public Key Infrastructure (PKI) must be defined
so that users, devices and external systems should have public and private key pairs to send, receive
and validate messages confidentiality and integrity. Some aspects to be considered are:

• The users must register on the platform before they can perform any action on it. For now, this
registration process must be made with the presence of another authorized user (e.g., a caregiver).
The registration process includes registering the user’s fingerprint and creating an NFC card that
can be used for future identification. A combination of fingerprint and card for authentication
might only be required for highly secure actions;

• The users’ biometric credentials may be stored locally on the CRIP, for those who are allowed on
a particular homecare deployment. This will provide better performance, because the CRIP will
be able to authenticate users from the local CAALHP “user profiles” storing authorized users;

• The communications among different subsystems of the CareStore platform must be encrypted
and signed to ensure data security. In particular, the health data of citizens is security-sensitive
and it is important to secure it during communication.

2.2. Hardware Architecture

Figure 3 depicts the CRIP’s hardware architecture. The integration of the hardware modules is
made using an embedded Linux platform that runs dedicated software to handle all interactions and
communications between the hardware components and the CAALHP. For external communication
with the CRIP, a Representational State Transfer (REST) web service was defined so that the integration
of CRIP with other subsystems is faster, as there is no need to develop special device drivers, and it is
also flexible enough for future integration with other systems.
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Two constraints were defined for the hardware selection: (1) use the maximum amount of
COTS hardware and minimize possible modifications, so that the development time is minimized;
and (2) choose peripherals with USB connections to ease hardware development and testing. With this
in mind, the following hardware peripherals were selected:

• Bluetooth: Bluegiga BT111 [40] is a low cost and ultra-small BLE module designed for applications
where both Bluetooth Classic and BLE connectivity are needed. The module already includes the
USB interface and the antenna. It is capable of detecting devices within a range of 100 m and it is
compatible with Linux and the BlueZ Bluetooth stack;

• Biometric Module: Suprema Inc.’s SFM3520-OP [41] is an embedded module with a rugged optical
fingerprint sensor with a high quality fingerprint image for both dry and wet fingers. It comes
with a reliable and fast fingerprint analysis algorithm (matching speed of 1:1 in 800 ms and 1:N in
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970 ms) and internal memory that can save up to 9000 fingerprint templates. Although it does not
support USB natively, the serial communication can be retrofitted with USB by using appropriate
conversion hardware;

• NFC Module: The Advanced Card Systems ACR122 [42] is a RFID proximity card that supports
the Mifare, ISO 14443 A and B, and FeliCa NFC technologies. It is possible to connect it by USB
and the operating distance is up to 5 cm, depending on the type of card and/or proximity tags;

• Embedded Linux Platform: Our choice was the Raspberry Pi [43] due to its wide availability and
community support. Other platforms were evaluated, namely the Kontron M2M [44] and the
Intel Galileo (Gen 1) [45], but they were discarded because of: (1) higher price than the Raspberry
Pi, and (2) less support, with the Galileo having, at the time, minimal support due to its early
market release, while on the Kontron it was more complex to create and manage Linux images.

2.3. Software Architecture

The software architecture was developed to be flexible so that it supports different versions of the
CRIP, i.e., support changes/upgrades to the hardware configuration during the development stages,
as well as when installing the platform where different versions could be deployed in order to reduce
costs. The chosen operating system was Linux, namely the official Raspberry Pi distribution Raspbian,
and the software was written as a Linux daemon in C++ language. The software architecture of the
daemon is depicted in Figure 4.
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2.3.1. Module Middleware

This module contains all classes that implement the main functionalities of the CRIP. The main
class is the CripRegisterDaemon, responsible for initializing all hardware and communications of the
CRIP, namely Bluetooth, biometric and NFC, respecting the hardware, and the HTTP server respecting
the communications. The initialization of the CRIP is successful if all hardware is available and the
HTTP server starts successfully.
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When a user interacts with the hardware, an internal interrupt from the respective module
(biometric or NFC) is started and the data from the hardware is read. A user interaction can be
either of the three: (a) place a finger on the biometric reader; (b) place a smartcard on the NFC
reader; or (c) receive an HTTP request from the CAALHP (the user interacted with the CAALHP). All
hardware interrupt management is implemented on the class CripMonitor.

CripActionsClient and CripActionsServer are a set of static methods that are invoked when a
hardware interrupt or a HTTP request are received. The names refer to where the interruption occurs,
respectively, either on the CRIP (client from the HTTP point of view) or remotely on the CAALHP
(server from the HTTP point of view). The methods of both classes follow method signatures defined on
the classes CripHttpServer and CripMonitor and are passed to both classes upon CRIP’s initialization.

2.3.2. Module Communications

The class CripHttpServer implements a more constrained HTTP server, based on the libmicrohttpd
library [46], to handle the REST requests registered when the server starts. When a method is
registered it is associated an URL, so that when a REST request is received the respective method
is invoked. The class CripHttpClient is a simple HTTP client, based on the libcurl library [47], that
allows to perform simple HTTP GET and POST requests to other systems, such as the CAALHP.
All data exchanges are made in JavaScript Object Notation (JSON). The class to handle JSON data
transformation is also on this module, although not represented on the diagram for brevity and
easier understanding.

2.3.3. Module Hardware

The access to hardware peripherals, namely Bluetooth, biometric and NFC reader/writer is
abstracted, respectively, by the interfaces ICripBluetooth, ICripBiometric and ICripNfc, and must
be accessed through a hardware factory defined by the interface ICripHardwareFactory. The use of
interfaces allows implementing and using different hardware, because it abstracts the peripheral’s
internal behavior and unifies the access to it with common methods.

The access to the instances of the peripherals is made through the class CripHardwareFactory,
an implementation of the ICripHardwareFactory interface. This class abstracts and manages internal
configurations of the hardware peripherals, avoiding unnecessary complexity when accessing them.
CripBluetooth provides access to the Bluetooth peripherals. It is based on the BlueZ stack [48] and
on the Antidote library [49], that handles the reception and parsing of IEEE 11073 messages from
Continua Alliance-compliant personal health devices. CripBiometricSfm3520 provides access to the
biometric peripheral; the class is based on a custom library where all the actions supported by the
peripheral are implemented, since Suprema does not offer official Linux support. The class CripNfcUsb
provides access to the NFC peripheral and it is based on the open-source library libnfc [50]. Also on
this module, although not represented, are also the classes that permit paring Bluetooth devices using
NFC tags. More details on this are presented in Section 2.3.5.

The classes CripCredentials, CripBluetoothDevice and CripDeviceMeasure are data containers
for, respectively, handling users’ credentials, Bluetooth information used for configuring the device
and handling data readings from the personal health devices. These classes are also used by the class
responsible for handling JSON, so the data can be formatted to JSON to be sent to external systems,
such as the CAALHP.

2.3.4. Software States Overview

The behavior of CRIP can be described on a simple state machine diagram, as depicted on Figure 5.
When the CRIP starts it is always waiting for an interrupt (Wait state), which can either receive a
HTTP request or an interrupt from the hardware. When an interrupt is being attended, other incoming
requests/interrupts are not attended until the current one is finished. When a HTTP request is received,
CRIP attends it (AttendRequest) and then goes back to the Wait state. A hardware interrupt can occur
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either when a finger is placed on the biometric reader, or when a NFC tag/smartcard is placed over
the NFC reader. If the former occurs, the user’s biometric template is read (ReadTemplate), validated
against templates previously stored templates on the hardware (ValidateTemplate) and, if the user
is valid, its ID is sent to CAALHP (SendUserIdCaalhp); otherwise the template reading is ignored.
When a NFC tag is placed on the reader, its data is read (ReadTag) and, if it is successfully read, the
information contained on the tag is sent to the CAALHP (SendDataCaalhp); otherwise it is ignored.
Both tags with user credentials and devices information are processed accordingly before sending to
the CAALHP, so that the HTTP request to CAALHP is called accordingly.

Sensors 2016, 16, 2089 11 of 22 

 

are processed accordingly before sending to the CAALHP, so that the HTTP request to CAALHP is 
called accordingly.  

 
Figure 5. CRIP state machine. 

2.3.5. Bluetooth Pairing Using NFC 

The Bluetooth standard supports multiple types of pairing, among them the Secure Simple 
Pairing (SSP) Out-Of-Band (OOB). Although not an official standard, the NFC Forum provides some 
recommendations on how to implement SSP using NFC [51]; the details of the pairing process will 
not be replicated here, but we would like to highlight that these are two distinctive and independent 
processes. The first is a NFC exchange that uses the NFC Data Exchange Format (NDEF) and protocol, 
to read the device’s information from the NFC tag, and the second is the Bluetooth pairing itself 
using, in our case, the BlueZ stack. It is important to note that only support for Bluetooth Basic 
Rate/Enhanced Data Rate (BR/EDR) was implemented, as BLE uses different NDEF payload 
information for the pairing. 

The devices we tested do not natively support any NFC exchange, therefore they were retrofitted 
with a NFC sticker tag that contained the information need to pair the device, namely the MAC 
address, pin code and a friendly name for the device. From the point of view of the NDEF protocol, 
this is considered a static handover, i.e., the communication is unidirectional (the CRIP reads the 
device’s tag), as opposed to a negotiated handover that can occur when two devices are NFC enabled. 

At the time the CRIP was developed a library supporting these data exchanges was not available. 
Therefore, a custom library was implemented to support them. Details on the library will not be 
presented here, as it only reflects the data formats defined by the standard. Also new libraries such 
as the open-source Linux*NFC [52], from Intel, or Open NFC [53], are now available and we 
recommend their use for future implementations. 

2.4. Evaluation Protocols 

We separate the evaluation protocols into laboratory and on site ones. The last was already 
presented in Wagner et al. [38]. The laboratory protocols consisted mainly of evaluation protocols of 
the developed hardware, i.e., laboratory staff interaction with the CRIP and evaluation of personal 
health devices, according to specified usage scenarios. 

2.4.1. CRIP’s Test Application 

In both protocols the CRIP tests were made initially with an internal test application, named 
“Dummy CAALHP”, developed with the purpose of testing individual CRIP functionalities on the 
absence of a real CAALHP, and with a real CAALHP after its first prototypes were ready. It is noted 
on the evaluation protocols when each application was used. The application is a simple terminal 
interface with the following options available: 

Figure 5. CRIP state machine.

2.3.5. Bluetooth Pairing Using NFC

The Bluetooth standard supports multiple types of pairing, among them the Secure Simple
Pairing (SSP) Out-Of-Band (OOB). Although not an official standard, the NFC Forum provides some
recommendations on how to implement SSP using NFC [51]; the details of the pairing process will
not be replicated here, but we would like to highlight that these are two distinctive and independent
processes. The first is a NFC exchange that uses the NFC Data Exchange Format (NDEF) and
protocol, to read the device’s information from the NFC tag, and the second is the Bluetooth pairing
itself using, in our case, the BlueZ stack. It is important to note that only support for Bluetooth
Basic Rate/Enhanced Data Rate (BR/EDR) was implemented, as BLE uses different NDEF payload
information for the pairing.

The devices we tested do not natively support any NFC exchange, therefore they were retrofitted
with a NFC sticker tag that contained the information need to pair the device, namely the MAC address,
pin code and a friendly name for the device. From the point of view of the NDEF protocol, this is
considered a static handover, i.e., the communication is unidirectional (the CRIP reads the device’s
tag), as opposed to a negotiated handover that can occur when two devices are NFC enabled.

At the time the CRIP was developed a library supporting these data exchanges was not available.
Therefore, a custom library was implemented to support them. Details on the library will not be
presented here, as it only reflects the data formats defined by the standard. Also new libraries such as
the open-source Linux*NFC [52], from Intel, or Open NFC [53], are now available and we recommend
their use for future implementations.

2.4. Evaluation Protocols

We separate the evaluation protocols into laboratory and on site ones. The last was already
presented in Wagner et al. [38]. The laboratory protocols consisted mainly of evaluation protocols of
the developed hardware, i.e., laboratory staff interaction with the CRIP and evaluation of personal
health devices, according to specified usage scenarios.
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2.4.1. CRIP’s Test Application

In both protocols the CRIP tests were made initially with an internal test application, named
“Dummy CAALHP”, developed with the purpose of testing individual CRIP functionalities on the
absence of a real CAALHP, and with a real CAALHP after its first prototypes were ready. It is noted
on the evaluation protocols when each application was used. The application is a simple terminal
interface with the following options available:

(1) “Read biometric templates” allows reading user fingerprint templates from the biometric
hardware, so they can later be stored. For each user, two biometric templates are read to improve
fingerprint recognition due to finger placement;

(2) “Store templates” allows storing user’s templates collected in option 1. The templates are stored
on the biometric hardware and a user is recognized once he tries to authenticate at any moment;

(3) “Scan for Bluetooth devices” performs a scan for Bluetooth devices near CRIP. This option is used
mainly for development and test purposes;

(4) “Write UID on NFC card” writes the user’s UID data on a NFC tag;
(5) “Write Bluetooth data on NFC tag” writes the Bluetooth device’s information on a NFC tag that

can later be used to identify and pair a Bluetooth device;
(6) “Write device data on NFC tag” writes custom information regarding a non-Bluetooth device on

a NFC tag, so that the device can be identified by the CRIP;
(7) “Check CRIP status” sends an alive message to CRIP to check its current status.

When a NFC tag of a device is placed on the CRIP and the corresponding device is paired, that
information is sent to Dummy CAALHP and a new option is available. That option enables to request
the CRIP to acquire data from the identified health device.

At any moment, the user can perform an authentication either by placing a finger on the biometric
reader, or by placing a tag on the NFC reader. When a smartcard is valid or a biometric credential is
recognized, a message is received by the applications’ HTTP server running in background and it is
presented on the screen. The exchanged messages are presented on screen on JSON format.

2.4.2. Protocol for Users’ Identification

The CRIP was used as identification platform on the UMinho’s laboratory during its development
stage. This situation simulated a scenario of a nursing home were multiple users register in the
CareStore platform and can access a CAALHP installed on a citizen’s room. Both CRIP prototypes
were used for this evaluation.
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Permission was requested to register all the laboratory’s staff on the platform; thus 15 subjects
with an average age of 23 years, all of them acquainted with the use of technology were registered.
The registration of each member was made with the help of the facilitator of the evaluation, using
the Dummy CAALHP application. It was requested to record a fingerprint of its choice, storing it
as a template only on the biometric hardware, and a NFC card with a random Unique Identifier
(UID) was also recorded and handed to the person. Then, it was requested from the subjects that
when arriving to the laboratory in the morning and when leaving it in the evening, they authenticate
themselves on the platform using both the NFC and fingerprint mechanisms. The feedback that a user
was authenticated was given on the CAALHP application. The test setup comprised of a CAALHP
and a second generation CRIP prototype is depicted in Figure 6.

This evaluation lasted for about eight months to the end of the project in February 2015.
Qualitative verbal evaluations were performed during the duration of the evaluation, in order to
understand how the users felt about using the platform, and specifically the interaction with the CRIP,
and if some issues were occurring with it.

2.4.3. Protocol for Devices Identification and Communication

As stated, the CareStore platform is able to communicate seamlessly with personal health devices
that support the Continua Alliance standards. Two devices were selected for this evaluation: the
A&D UA-767PBT-C [54], a blood pressure monitor, and the A&D UC-321PBT-C [55], a weight scale.
The UA-767PBT-C is a fully automatic digital blood pressure monitor that supports Bluetooth 2.1 and
it is capable to save up to 25 measurements. The UC-321PBT-C has a 200 kg capacity with a resolution
of 100 g. Extended functionality is provided by Bluetooth version 2.1 wireless communications.

The first two evaluations were performed by two of the authors at the University of Minho’s
laboratory, during the development stage of the CRIP. Both devices were retrofitted with a NFC tag
containing pairing information described in Section 2.3.5. The evaluations were performed sparsely
between September 2014 and February 2015.

The objective of the first evaluation is to simulate a nursing home, where a nurse responsible
for multiple citizens would carry health devices that would be used to acquire vital signs from the
citizens. Therefore, two setups similar to the one depicted in Figure 6 were used, each simulating a
different room, with the CAALHP running the Dummy CAALHP application. Initially the devices
were unpaired. When a nurse arrives to a room, the first step was to approximate the tag to the CRIP
in order to identify the device and pair both, if that was not the case. This process must be repeated for
each of the devices, in this case the blood pressure monitor and the weigh scale. After that, the nurse
would acquire some vital data readings, in this case blood pressure and weight. When this process is
finished, the nurse would go to the next room, where the same process of identifying a device and
acquiring vital data is repeated. This entire process would be similar for a citizen’s home deployment
with a visiting nurse taking its devices to acquire health measurements.

A second evaluation reviewed a home deployment scenario, where a citizen has access to
a CAALHP connected to a CRIP and some health devices, and it is responsible for its health
measurements. A deployment such as the one presented on Figure 6 was used for the evaluation,
with the CAALHP executing Dummy CAALHP. The NFC tag that identifies a device was placed on the
CRIP in order to identify it and if necessary also pair it. After they were paired, the Dummy CAALHP
application was used to acquire vital data from each device. This identification and data acquisition
procedure was repeated five times for each device.

A third evaluation to assess the systems seamless device configuration was performed in the
Aarhus University laboratory by three of the authors, using a custom health device, namely an
intelligent bed. Specifically, the CRIP’s device identification functionality using NFC tags and the
device profile installation and configuration on the CAALHP are evaluated. A setup similar to the
one depicted in Figure 6 was used, with the CAALHP running both CAALHP and Dummy CAALHP
applications. First a NFC card was written with the device’s information, using the Dummy CAALHP

88



Sensors 2016, 16, 2089 14 of 22

application. After, the user must authenticate on the system, via biometrics, so it unlocks and allows
the installation of new devices. On successful authentication, the NFC tag containing the bed’s profile
was placed on the CRIP and the profile information is sent to the CAALHP. Last, this must connect
to the CareStore Marketplace and download, install and configure the respective device driver and
application. On this protocol, the process must fail if an unauthorized user tries to install the device.

3. Results

3.1. CRIP Prototypes

Two CRIP prototypes were developed during the project. The first prototype was a quick assembly
to mainly test integration with the CAALHP, while the second prototype resolved some issues that
appeared during the first one and received some hardware upgrades.

In the first prototype the hardware was distributed in three levels, as depicted in Figure 7. The first
level is solely an USB hub, the second one a Raspberry Pi Model B and the third one is composed
of the NFC and biometric modules; the Bluetooth module was attached to the front panel of the
box. The NFC and Bluetooth hardware modules where connected to the USB hub, while this and the
biometric module where connected to the Raspberry Pi’s USB ports. On this prototype a USB hub
was used because this Raspberry Pi model only had two USB ports available to connect all hardware
peripherals. Some problems with the recognition of USB peripherals occurred on the Linux, when all of
them where connected to the hub. These issues were probably related with powering the peripherals,
therefore the option to connect just the Bluetooth and the NFC to the hub, which did not present any
issues. The Ethernet connection is extended to the back panel of the box. The top view of the final
assembly is depicted in Figure 8. The red area symbolizes the recommended place for the NFC tags to
be placed and the biometric fingerprint reader was placed on the left of the device. Although not ideal,
this option was taken due to lack of internal space on the box and because there was need to had a
support to hold it.
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Figure 9 shows a rear view of the first assembly with the connectors for the power supply and the
Ethernet communications. In the second CRIP prototype the major modification was the hardware
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configuration that was made to be installed on a custom designed box to be deployed on the test site.
This configuration is depicted in Figure 10. The top and side views of the box are depicted in Figures 11
and 12, respectively. The modifications made on the second prototype are:

• A Raspberry Pi Model B+ was used, instead of the previous Model B. This model started to be
commercialized during the project’s development and was adopted because the Model B would
be discontinued. Also, the dimensions and connections of the board allow a more compact design;

• The Bluetooth module is now integrated on the same board as the biometric module. This option
was chosen to reduce the hardware size;

• A new custom power and USB hub board was developed. The power part provides 5 V from
the main power supply to all hardware peripherals of the system, enhancing the voltage and
current stabilization on all boards. The USB hub circuit is similar to the Conceptronic USB hub
used on the first prototype. Our option to keep using it was mainly based on the need to eliminate
possible powering issues of the first prototype, which was successfully done. All peripherals were
connected to the hub and this was connected to the Raspberry Pi through USB;

• The operating system was stored on a USB pen drive, while on the first prototype was on a SD
card. This option was made due to the flash memory architecture used by a pen drive, which
offers better resilience against file system corruption in case of failure such as a power outage.
Still, a SD card was needed for booting the Raspberry Pi’s Linux.
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3.2. Users Identification and Authentication

All subjects complied with the described protocol during the evaluation period in the laboratory.
Once the protocol was described to each member of the staff team, they did not report any problems
with it. When asked if they felt that the authentication process was easy and if they did not have any
difficulties complying with it, all participants agreed. Some issues regarding CRIP inoperability were
sporadically reported, which most of the times occurred due to software bugs that were corrected.
When asked if they could understand the applicability and advantages of the system, all users answered
positively and could imagine using it in the future for managing their own health.

3.3. Health Devices Identification and Communication

After the NFC reading software was stabilized, the identification of the personal health devices
using NFC tags worked every time the device’s identifying tag was placed on the CRIP, for all three
evaluations. The first evaluation presented some issues as the pairing process did not work as expected
for the designed protocol. On the first pairing try, i.e., the device has not been previously paired with a
CRIP or any other device, the process worked without any issue. When trying to pair the same device
with a second CRIP, the process failed, although the pairing information was correctly read from the
NFC tag. This pairing process failed for both tested devices. We believe this was due to their design.
This topic is discussed further in Section 4 of this article. For the second evaluation, the devices were
always recognized and it was possible to acquire health data from them.

The identification and configuration of the custom device was successful, i.e., the CAALHP
received the device’s profile information from the CRIP and was able to download, install and configure
the device driver and application of the intelligent bed on the CAALHP, without any intervention by
the facilitators. The protocol was tested for both authorized and unauthorized users and worked as
expected, i.e., authorized users could install the device’s software, while unauthorized ones failed to
do so.

4. Discussion

The two presented prototypes served to demonstrate that secure and seamless interaction with
health devices and services is feasible, by using standards and IoT enabling technologies, in this
case NFC, biometrics (fingerprints) and Bluetooth. NFC is key on the CRIP, because it is the main
automation enabler for near-zero device configuration and interaction, an important aspect of the
IoT paradigm [18,21,22]. Compared with other presented works [29–34], this distinguishes itself by
focusing on how the merge of identification and communication technologies on a gateway can drive
the seamlessness of the whole platform, while the referred works focus mainly on the integration,
communication and use of sensors on healthcare systems. Also, the CareStore project adopted the
concept of “store”, now a common solution born and widespread on the mobile area, and tried to
adapt it to the needs of the healthcare area and assess its benefits and advantages. Such integration can
enhance users experience and therefore, we believe, make them adopt health technology on their daily
routines, which ultimately may enhance their well-being. On a medical perspective the major difficulty

91



Sensors 2016, 16, 2089 17 of 22

for such platforms is inherent to the specific nature of each medical condition that requires different
forms of action. In the end, these difficulties are reflected on the technological solutions that make a
one-size fits all one very difficult to achieve. Our evaluations on the combination of NFC, biometrics
and Bluetooth, three of the most promising IoT enabling technologies provided optimistic results.
The evaluations in laboratory and with the caregivers on the nursing home increased our confidence
in these, as the users generally agreed that: (1) the identification/authentication process was easier
and less distracting; and (2) interfacing with personal health devices was easier. The participants also
generally agreed that they could imagine using similar platforms in the future for their own health
management and that they could increase their acceptance and adherence to their daily health routines,
ultimately improving their well-being.

As a blueprint platform for projects on the healthcare IoT area, we believe the CRIP to be
a disruptive one due to its compliance with the two main characteristics presented on the IoT
definition by Xu et al. [18]: Self-configuration and standard and interoperable communication protocols.
This makes it an interesting platform for research, as it can be used in different environments and
support studies on health management for various medical conditions. When designing it, we tried to
create it as an agnostic platform for identification and communication, that can be used to interface
with several types of sensors. Since the intelligence of the system is mainly supported by applications
installed on the CAALHP, the platform can enable management of very different medical conditions.
It can also be extended and adapted to other healthcare platforms with the addition of newer sensor
and communication interfaces, a step to promote the IoT’s systems scalability and seamless integration
of “things” onto them. We consider this the major contribution of our work since we could demonstrate
that its integration is feasible and can bring benefits to the healthcare workflows. It is also worthy of
note that such platforms, in the future, do not necessarily need to be a device such as the presented one,
but they can be embedded into different systems such as personal computers, smartphones, televisions,
set-top boxes, cars, furniture, etc, enabling the pervasiveness of healthcare IoT systems.

Some of the IoT aspects that were met by the CRIP that we would like to highlight are availability,
scalability, privacy and security. Regarding the availability and scalability of IoT solutions, with the
growth of personal health devices, boosted especially by the number of fitness and health wearables, it
is important to support them in a seamless way in order to enhance the technological user experience
and well-being. We believe that that comes from platform independency and continuously available
services and applications that can involve citizens on health related routines. While this is difficult
to achieve, it can be easier, from the technological point of view, if the device manufacturers can be
involved on this integration. As part of the CareStore strategy, that could be possible through the
development of medical applications for the CAALHP and creation of device drivers that support
communication and data handling with the devices. Regarding the security and privacy there are
two points to highlight: (1) the security of users can be enhanced with the combination of NFC and
biometrics, with the first providing a lower-level identification, while the second restricts the system
to higher-level authorized users; and (2) the users’ privacy was ensured locally by not storing any
sensitive information—personal data such as names, addresses or IDs, as well as vital records—that
could be related to a user. This topic is further discussed in Section 4.1 as part of the limitations of
the system.

Another aspect that distinguishes our solution from others is its openness and standard
compliance, since it is based on open and/or relatively affordable hardware, which makes it easy to
build by other teams interested in explore this type of platforms for IoT in healthcare. As presented
in previous research [18,21,22,56], the IoT concept can best proliferate if more standards and open
solutions are adopted. This is a position with which we strongly agree, therefore our choice of using
open hardware, open software and major standards. On the hardware costs of the CRIP, they were
relatively high, but mainly due to the cost of the biometric module, which represented about 50%
of the total cost. The remaining hardware could be easily acquired and assembled. Other options
were considered for the different hardware peripherals, but the constraints to USB devices to ease the
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assembly while making it flexible, limited our options to the ones presented. It is interesting to note
that the last Raspberry Pi 3 already includes Bluetooth and Wi-Fi, which can make the solution even
cheaper and simpler to develop.

4.1. Limitations

These prototypes still present various limitations from the architectural and technical point of
view, as well as from the evaluation one. We will start by point out the technical ones, followed by the
limitations of the evaluations.

The first limitation is the direct connection via Ethernet of the CRIP with the CAALHP, with the
first only be able to communicate with the second. It was the authors option to do it so on these first
prototypes, so that the development of the platform was easier and better focused on developing the
functionalities of the CRIP and the CAALHP. Introducing Wi-Fi for communications would imply
further installation of equipment, increasing the costs of the final solution and deployment, and also
demand integration of discovery protocols implying extra efforts in securing the communications and
especially on identifying and authenticating genuine CRIPs towards CAALHPs. By using Ethernet
communications, we ease the deployment and identification, as the CRIP and the CAALHP are on
the same space. Still we cannot reliably assure that a genuine CRIP is connected to a CAALHP,
as someone can connect an unauthorized device, or perform a man-in-the-middle type of attack.
Despite this, we believe that wireless technologies can provide a more seamless experience and as
future work we intend to integrate Wi-Fi and the necessary mechanisms for communications and
security between systems.

The second limitation relates to the type of personal health devices evaluated. The option to only
use Bluetooth and Continua Alliance-compliant devices did not raise major issues when interacting
with them, especially due to the Antidote library. Nevertheless, we found some limitations regarding
pairing them according to the protocol described on Section 2.4.3. We were able to identify and pair a
device with the CRIP if it was unpaired, but a second pairing attempt with another CRIP failed. We did
not delve much into this issue, but we could assess that if a device was unpaired after the first paring,
we were able to pair it again. We think this is a limitation of the evaluated health devices that were only
able to pair themselves with only one device. The unpairing process for the evaluated health devices
required to remove the batteries (we presume to erase the device’s memory) and repeat the pairing
process. We consider this a big limitation for the intended system operation, as this pairing/unpairing
process is distracting and cumbersome for a nurse or a citizen that may: (1) not be acquainted with
these technological processes and (2) want to have a seamless and effortless experience with the
technology. We noticed that the same manufacturer already offers new devices that, they state, can be
paired with multiple devices, but it is an open question that still needs further evaluation.

As a third limitation we would like to point out some issues regarding the security and privacy of
the CRIP, as they can be helpful for designers of similar platforms, although we will not delve much
in these topics. On these prototypes, three security mechanisms were used, namely fingerprints for
users’ authentication and identification, NFC for users and devices identification, and HTTPS for
communications between the CRIP and the CAALHP. Although these mechanisms provide a good
level of security on the system, they are not enough, especially from the privacy point of view. On the
users’ identification/authentication, the fingerprint can be considered one of the best that exists and
the selected module provides a good level of security since the fingerprints can be stored on hardware,
which makes its cracking more difficult, but fingerprint distribution still raises many questions as
they can pose major security failures due to unauthorized access and compromise users security and
privacy. This is a topic that still needs further research. On the use of NFC, we can only guarantee
identification, not authentication [57]. This is an inherent problem of the technology that, in our
opinion, can only be managed by setting a proper PKI. During the development, we did not address
data exchanges security on read and write NFC tags, despite their availability. This is something that
we intend to address in future developments of the CRIP. Finally, a word on the users data privacy.
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At this point, the CRIP had implemented a minimal privacy mechanism. The only data stored on
a local database are the user IDs from the NFC cards, associated with a random fingerprint ID that
was generated when a user enroll on the system. It is important to note that the fingerprint templates
were always stored on hardware and never on any other support. Hardware security mechanisms
can also be added to further improve the CRIP security against tampering, specifically for handling
certificates and store sensitive information [58]. These can be used in combination with the presented
identification mechanisms to increase security and privacy, i.e., the identification mechanisms can
provide unique encryption salt values, especially the biometrics, that are associated with a unique
user, that can be used to encrypt and decrypt stored user information [59]. In case of a remote attack,
accessing user’s data is still possible, but because the data is encrypted it becomes unusable. Still, these
strategies and mechanisms on themselves do not make the system bulletproof and more thorough
research needs to be made on these topics.

The fourth, and last, limitation relates to the evaluations. Although it is our intention that this
platform can be used both in nursing homes as well as at a patient’s home, we only evaluated it in the
first scenario. The major factor to do so is that the environment is more controlled, when compared
to a household, as nurses are available on a known environment and the citizens’ routines are also
known and well established. This limits any conclusions of the project to these environments, as
healthcare management on a patient’s household or on healthcare facilities such as hospitals can be
very different. In a household the healthcare management and devices interaction will be performed
mainly by the inhabitants, while the second one different healthcare personnel can intervene, such as
doctors, nurses or caregivers, all of them with different requirements. Also, the health devices can be
completely different in both cases. In a household scenario scattered readings from small devices such
as handheld blood pressure monitors, glucose meters or wearables, may be the main data providers;
in healthcare facilities devices for continuous monitoring such as EMG, ventilators or pulse oximeters,
might be used to monitor the patient. With this in mind, we suggest care when using the results of the
presented work.

5. Conclusions

An innovative design of a gateway named CRIP for the healthcare IoT was presented.
Two prototypes were designed, implemented and evaluated. The evaluation results were presented
to illustrate the functionality of the platform, how it can be integrated on the IoT and how users
understand it. On this last point, the participants of the evaluations understood the purpose of
the gateway and could image using a similar device for their own health management. The major
contribution of this work when compared with previous ones, is the demonstrated feasibility of
integrating standard and structural IoT identification and communication technologies that enable
near-zero configuration and communication standardization of “things” on the healthcare domain.
Another contribution of this work is that is addresses the presented challenges, namely health device
integration, security and privacy, that other researches may find while developing their platforms.
As future work we intend to keep integrating new ICTs on the CRIP, as its support makes the device
more interesting for rapid prototyping and evaluation of sensor technologies on healthcare case studies,
also because research on e-Health areas will have a focus on the evaluation and application of these
technologies on the healthcare scenarios.
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Scope

This chapter presents publication J1, an evaluation of the CRIP platform’s hardware
design focusing on the electromagnetic compatibility (EMC) of the CRIP advanced
prototype. This publication addresses research questions RQ2 and RQ3 using research
method RM2, i.e. a combination of technologies that enable seamless deployment of
healthcare applications, specifically Bluetooth, RFID/NFC and fingerprint identifica-
tion. These technologies components are electromagnetically evaluated to verify the
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feasibility of the developed gateway to be use in medical applications. The evalua-
tion helped to achieve objectives O2 (development of platforms for interfacing medical
sensors using state-of-the-art IoT technologies) and O4 (evaluation of COTS wireless-
enabled medical devices’ reliability). The two prototypes presented on publication J2
complied with the electromagnetic tests performed, therefore the advanced prototype
was suitable to be installed in the nursing home where it was evaluated while in use by
healthcare users.

As required by European legislation, electronic devices are required to undergo EMC
tests to verify their EM characteristics, in order to avoid interference between electronic
devices. On the case of medical devices these evaluations are of special importance,
because electromagnetic interference between critical medical devices might put pa-
tients lives at risk. On the case of non-critical medical or health devices equipped with
sensors, interference might lead to erroneous functioning of these ultimately providing
wrong sensors readings. For these evaluations, the CRIP was considered a medical and
residential device.

The EM tests of the CRIP were performed due to the need to certify the safety of
the CRIP regarding EM emissions, especially due to presence of two radio frequency
transceivers, namely RFID/NFC and Bluetooth. The CRIP (or device under test, DUT)
was tested to verify its compliance with the European Union’s Radio and Telecommuni-
cation Terminal Equipment (R&TTE) Directive 1999/5/EC, specifically by investigat-
ing the DUT compliance with the standards IEC/EN55022 class-B (radiated emissions
from the DUT) and IEC/EN61000-4-3 class-B (radiation immunity of the DUT). All
EMC tests were performed at the (1/2)-anechoic chamber of ESIGELEC/IRSEEM, one
of the partners of the CareStore project. To validate the compliance with the standards,
the CRIP must exhibit correct operating characteristics during and after the EM tests,
i.e. read/write NFC cards, communicate with Bluetooth devices and read fingerprints.

The IEC/EN55022 class-B standard requires that the electromagnetic field strength
of the electronic device at 3 meters can not exceed 40 dBµV/m from 30 MHz to 230
MHz and 47 dBµV/m up to 1 GHz. On average, the CRIP presented a value 20 dB
below the threshold values. The IEC/EN61000-4-3 class-B defines that the expected
electric-field levels during the test should be 3 V/m from 80 MHz to 2 GHz and 1V/m
from 2 GHz to 2.7 GHz. For both ranges, the DUT’s electric-field average level was
above the standard thresholds.

Besides the electromagnetic evaluations, the publication provides insight on the
characteristics of the CRIP regarding its electronic components, as well as the changes
between the initial and the advanced prototypes. This article is an expanded version of
publication C3 (chapter 6). An EMC investigation of the first prototype is presented
on article J4 (chapter 5).
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Eye on  
Patient Care

ireless technologies are currently 
among the most prominent can-

didates for use by the medical and 
care-giving community as a part of 

the development of telemedicine sys-
tems [1]–[9]. The exponential progress of these technol-
ogies is expected to open a multitude of opportunities 
and choices for enhanced patient safety, better data 
collection, increased convenience for patients, and 

reduced costs for health systems [5]–[8]. Thanks to the 
cost effectiveness and clinical acceptability of wireless 
telecommunication technology, patient diagnosis and 
treatment have been significantly improved. Technol-
ogy for remote sensing of patients’ activity is also 
being developed. 

The wearable point-of-care system described in this 
article is promising for continuous health monitoring: 
easy to use, reconfigurable, interoperable, and scalable [9].  
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In addition, the wearable wireless system is afford-
able, promotes patient independence, and facilitates 
acceptance of new home health-care technology [9]. 
Standardization supports these requirements and 
encourages an open market, where lower product 
prices result from vendor competition.

The Promises and Challenges  
of Telemedicine Systems
As noted in [10] and [11], one of the main challenges of 
telemedicine technology is to develop and introduce 
information technology to improve the quality and 
efficiency of health care. Based on a multidisciplinary 
approach and wireless technology, telemedicine sys-
tems have been used for at-home vital-signs monitor-
ing [12], informing families about physician practices 
[13], and surgical telediagnosis [14]. This tremendous 
evolution has boosted research and applications of 
RF/microwave technologies to enhance clinical and 
health-care environments [15], [16]. 

Telemedicine is becoming an important potential 
solution for elderly and rural populations [17], as dem-
onstrated by the MEDNET project in West Texas [2], [3]. 
In this program, a federal office of rural health policy 
was created in the late 1980s. Two basic telemedicine 
services were covered: telemonitoring of patients and 
teleconsulting. The wireless access network is the 
building block for the technological success story. The 
wireless system architecture comprises three main 
components: a server in the teleconsulting center, doc-
tor workstations, and patients’ home units. During a 
consultation, a general practitioner and a specialist in 
the teleconsulting center exchange patient informa-
tion, opinions, and treatment suggestions and perform 
cooperative work on the same data. Telemonitoring 
facilitates the monitoring of a patient’s vital signs 
(heart rate, respiration, body temperature, oxygen sat-
uration, blood pressure, etc.). 

Wireless technologies developed for health-care 
applications [18]–[28] include the following:

 • wireless biomonitoring, first used in human 
beings to monitor fetal heart rate [19]

 • physiological monitoring systems for patient 
transport based on portable devices with an in-
home RF/microwave base station composed of 
domestic wireless technologies [20]–[22]

 • real-time cardiac monitoring on wireless local 
area networks (LANs) operating as part of the 
Wireless Medical Telemetry Service for clinical 
environment enhancement [23]–[25]

 • telemedical domestic environment home moni-
toring in ophthalmology [26]

 • patient identification with wireless mobile plat-
forms and tracking of medical devices [27]–[29].

Advanced techniques in miniaturization and wireless 
communications have also enabled the development 
of small-footprint monitoring devices [30], [31]. These 

new medical devices can be made available for gen-
eral use by individuals/patients and care givers. More 
relevant methods for short-range wireless communica-
tions not encumbered by radio spectrum restrictions 
(e.g., ultrawide-band) will enable applications of wire-
less monitoring without interference for ambulatory 
subjects, in home care, and in hospitals. These tech-
nology applications have been described as a principal 
driver of medical transformation [32]. 

While the quality of service in health-care environ-
ments integrating wireless technologies constitutes a 
breakthrough for microwave and electronic engineers 
[33], [34], more research is needed to assess the technol-
ogy’s reliability and safety in health-care environments  
[35], [36] and its alignment with recently developed stan-
dards [37], [38]. Some specific challenging issues include 
safety and reliability, the potential for bottlenecks, and 
the deployment of unified wireless network solutions to 
connect mobile clinicians [34].

Overview of CareStore
With an eye toward the growing use of communication 
networks and users who increasingly expect instant 
connection anytime anywhere, the CareStore project 
[39]–[41] has been envisioned and deployed to pro-
vide a more fully developed assisted-living platform. 
As presented in [39], the CareStore project offers mul-
tiple applications that offer the possibility of involv-
ing patients and their care givers in personal health 
monitoring using ambient assistant living (AAL) plat-
forms. The overall system consists of an open-source 
platform and user interface operating with an origi-
nal hardware RF module as a base station. As part of 
the platform, a wireless gateway was designed and 
implemented with innovative hardware, allowing care 
givers and patients to communicate in a safe and user-
friendly manner. A gateway system provides seamless 
communication between patients, nurses, doctors, and 
medical devices. This wireless gateway plays the role 
of a common recognition and identification platform 
(CRIP), as proposed in [42]. To fulfill its functions, the 
CRIP design and implementation have been consider-
ably improved in terms of compactness and electro-
magnetic (EM) isolation compared to the prototype 
presented in [42]. 

In this article, we demonstrate the device’s oper-
ability and capacity to communicate with RF/micro-
wave mobile medical devices in real time. However, in 
real-site environments such as homes and hospitals, 
wireless data transmission between medical devices 
can be degraded by radiated EM interference (EMI) 
and lack of EM compatibility (EMC) [43], [44]. More-
over, it has been pointed out, both theoretically and 
experimentally, that RF identification (RFID) tags can 
generate backscattering radiation [45], so health-care 
equipment must be robust enough against severe radi-
ated EMC and EMI perturbations. To counteract such 
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undesirable effects, it is necessary to consider EM radi-
ation measurements and analysis.

This article is an expanded version of work referenced 
in [46], which was presented at the 2015 IEEE Microwave 
Theory and Techniques Society International Wireless 
Symposium. Here, we focus on the design, implementa-
tion, functionality, and radiated EMC evaluation of the 
CareStore CRIP. A more detailed description of CRIP 
is presented in [52]. 

Description of the Implemented CareStore 
and CrIP Interface Functionality
The CareStore project [39] provides a seamless plat-
form for patients and care givers. An overview of the 
platform’s functionality including the wireless gate-
way under study is presented in Figure 1. Its aim is to 
improve independent-living standards for the elderly 
population. As represented in Figure 2, the main users 
interacting with the CareStore are human actors, i.e., 
the citizen and care giver. The system’s main actors 
are the common AAL home platform (CAALHP) and 
medical device. The CareStore platform services cre-
ate, store, and process different types of business and 
system data, which require security to avoid unau-
thorized access. In particular, patient medical data are 
security sensitive, and it is important to secure these 
data during communication.

CareStore Platform 
Architecture
The overall platform consists 
of three components:

 • the CAALHP, a platform 
for reliable and secure 
execution of services, 
applications, and health-
care device drivers, as 
well as a user interface

 • the CRIP used for identi-
fying staff, residents, and 
devices with RFID- and 
biometrics-based recog-
nition and identification 
technologies

 • the CareStore market-
place, a shared online 
platform for uploading 
and storing health-care 
and AAL drivers and 
applications, as well as 
for allowing CAALHP 
and CRIP to download 
drivers and applications 
in a seamless way.

In normal operation, the 
CRIP is connected to the 
CAALHP, enabling patients 

and care givers to easily transmit medical data 
acquired from medical devices with RF capabilities 
and make these accessible to the platform actors via 
applications delivered by the CareStore marketplace. 
User authentication is a functional requirement of 
the CRIP. Moreover, the CRIP may store users’ bio-
metric credentials locally for those allowed to access 
a particular installation of CAALHP. This will pro-
vide better performance because the CRIP will be 

CRIP

Identify
Device

Read
User’s Credentials

Login
CAALHP

View
Connected Devices

Fetch
Vital Signs

Connect
CAALHP with CRIP

Register User
on CareStore

CareStore User

<<Include>>

<<Include>>

CAALHP

Device

Caregiver Citizen

Register CAALHP

Figure 2. The actors involved and illustrative application context of CRIP.

Wireless Gateway

Data Acquisition and Storage

14.5 cm
6 cm
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R
F
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k

End Users

Medical Devices

Figure 1. An overview of the CareStore health-care 
authentication platform.
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able to authenticate users from local CAALHP user 
profiles and stored user credentials.

Specifications of the Improved  
CRIP Prototype Under Study
The system containing the device under test (DUT) is 
represented by the improved CRIP prototype. This hard-
ware DUT belongs to the physical layer of the CareStore 
platform. This wireless gateway is intended to be used 
as a communication terminal for the AAL health-care 
platform CareStore [39], [40]. The prototype presented 
here is the second iteration of the gateway, preserving 
the same functionalities as the initial unit with a differ-
ent hardware organization. 

The main technical innovation of this device is the 
integration of identification and communication technol-
ogies—specifically, Bluetooth, near-field communication 
(NFC), and fingerprint biometrics—that enable seamless 
use of the platform. Bluetooth is the main communication 
interface for Continua Alliance-certified medical devices, 
which recently have become commercially available. NFC 
smart cards and tags are used to recognize users and 
medical devices. This technical improvement enhances 
the usability of the platform because NFC tags can store 
information for recognition and automatic configuration 
that then allow access to technical records, thereby easing 
patients’ and medical staff’s use of the platform. Finally, 
biometrics provide a highly secure mechanism for identi-
fying human actors on the platform.

Here, we focus on two topics crucial to the coming 
pervasive health-care culture:

 • validating these technologies as a single gateway 
destined for health-care environments

 •  integrating these technologies in medical devices.
We believe this is important because the number of 
commercially available medical devices, especially 
wearable ones, is increasing, along with the general 
population’s awareness of the need to control aspects 
of their health care. Part of this culture shift is the 
integration of diverse sensors on pervasive health-
care systems dedicated to aiding users in managing 
their health. Gateways such as the one presented 
here are a solution to ease the integration and inter-
face of numerous small devices with larger systems 
due to the abstraction they can provide regarding 
communications, security, and privacy. 

Many current medical devices may be considered 
isolated, i.e., they need an external device such as a 
computer or smartphone to communicate health data 
to external services to make them ubiquitously avail-
able. Dedicated interfaces such as the one we present 
here are a possible substitute for such external devices, 
which can be difficult to use, especially by elders and 
people with incapacitating medical conditions.

Design and Implementation  
of the CRIP Gateway
The implemented CRIP demonstrator is, in essence, a 
typical base station with the RF/analog circuit archi-
tecture depicted in Figure 3. In addition to the RF func-
tions, this CRIP architecture is made up of electronic 
circuit blocks, including the host central processing 
unit (CPU), and fed by a 5-V power supply.

From a hardware viewpoint, the story of the Carestore 
project story can be summed up in the design of two CRIP 
prototypes, described in the following sections.

First CRIP Prototype 
Design and 
Implementation
The original demonstrator 
hardware was distributed in 
three levels. The first level 
has a universal serial bus 
(USB) hub, the second has a 
Raspberry Pi, and the third 
is composed of the NFC 
and biometric modules. The 
Bluetooth board is placed on 
the front panel of the CRIP’s 
box. The box is a general one 
acquired according to our 
measurements to fit all the 
hardware inside. 

Figure 4(a) depicts a Con -
cept ron ic  USB hub,  t he 
C4PUSB2. Connected to the 
hub are the NFC and Blue-
tooth modules, respectively, as 
illustrated in Figure 4(c) and (d).  

API
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Source 5-V Power Supply

Host
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Figure 3. The RF/analog circuit of the implemented CRIP prototype hardware 
constituting the described RF gateway. API: application platforming interface;  
PC: personal computer.
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On the second layer is the embedded Linux platform, 
a Raspberry Pi, depicted in Figure 4(b). The third layer, 
shown in Figure 4(c), is composed of the NFC device 
and biometric modules. At this level is an LED to indi-
cate whether or not the CRIP is ready. 

Into the Raspberry’s USB ports are plugged the USB 
hub and the biometric module; in addition, the Ether-
net connection is extended to the back panel of the box. 
The Linux OS is installed on a 4-GB secure digital card 
placed on the platform. As illustrated in Figure 4(d), 
the Bluetooth board is attached to the front panel of the 
box. The final internal assembly of the CRIP is depicted 
in Figure 4(e). Figure 4(f) and (g) shows the outside views 
of the CRIP’s box. At the bottom of the panel are the con-
nectors for the power supply and the Ethernet communi-
cation. The red area symbolizes the recommended place 
for the NFC tags to be placed.

Second CRIP Prototype Design  
and Implementation
A photograph of second demonstrator is shown in 
Figure 5(a). To assemble this, it was necessary to 
perform some modifications on the hardware; spe-
cifically, a Raspberry Pi model B+ is used instead of 
the previous model B. (This model began to be com-
mercialized during the CareStore project’s devel-
opment and was adopted because the model B was 
being discontinued.) Also, the dimensions and con-
nections of the board allow a more compact design: 
the Bluetooth module is now integrated on the same 
board as the biometric module. This option was used 
to reduce the hardware size. The updated board is 
shown in Figure 5(b).

A new power and USB hub board was developed. 
The power part provides 5 V from the main power 
supply to all components of the system, enhancing the 
voltage and current stabilization on all boards. The 
USB hub circuit is similar to the Conceptronic previ-
ously presented. This board is illustrated in Figure 5(c) 
and (d). To accommodate all hardware, a custom box 
was designed according to the new hardware dispo-
sition. A photograph of this box is on the top right  
of Figure 1.

Description of the CRIP Circuit Boards 
The principal circuit boards ensuring the wireless data 
transmissions consist of the following modules.

 • NFC/RFID module. This includes an NFC/RFID 
board with reference NXP PN532/C1. The NFC 
module is an ACR122 from Advanced Card Sys-
tems. It is an RFID proximity card that supports 
Mifare, ISO 14443 A and B, and FeliCa NFC tech-
nologies. It is possible to connect it by a USB, and 
it has an access speed of up to 424 kb/s. The oper-
ating distance is up to 5 cm, depending on the 
type of card and/or proximity tags. The module 
is depicted in Figure 6 [47]. It operates at 13.56-

MHz frequency under the ISO/IEC18092 stan-
dard. The NFC/RFID module is responsible for 
user (patients and care givers) identification with 
the read/write function via a USB connection.

 • Bluetooth module. The BT111 was used for the Blue-
tooth communications. The module is shown in 
Figure 7 [48]. It acts as a low-cost, ultra-small 
Bluetooth Low Energy (BLE) module designed 
for applications where both Bluetooth Classic 
and BLE connectivity are needed. The BT111 inte-
grates the BLE, USB interface, and an antenna. It 
has a transmit power of 8 dBm; the Rx sensitivity 
is −89 dBm and is capable of detecting devices 
within a range of 100  m. This module is com-
patible with the Linux OS and BlueZ Bluetooth 
stack. A BLE communication board with refer-
ence BLE112 v4.0 operates in the 2.4-GHz fre-
quency band under the IEEE standard 802.15.1. 
This BLE module is equipped with a microwave 
antenna that enables communication with medi-
cal devices via an EM wireless link. This BLE 
module is dedicated to indoor communication in 
medical rooms, with an approximate 10–20 m RF 
link range.
 • Biometric identification module. An alterna-
tive user identification is a biometric module 
with a secured connection. A photograph of 
the module is displayed in Figure 8. It oper-
ates under the ISO/IEC-19794 standard and 

(a)

(d) (e)

(f) (g)

(b) (c)

NFC

Figure 4. (a) The CRIP’s first layer, (b) second layer, and (c) 
third layer. (d) The front panel, (e) inside view, and (f) rear 
view. (g) An overall view of the CRIP.
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enables a more practical authentication with 
users’ fingerprints. The biometric module in 
use is a fingerprint scanner from Suprema, Inc. 
[49], the SFM3520-OP. This embedded module 
has a rugged optical fingerprint sensor with 
a high-quality fingerprint image for both dry 

and wet fingers. It comes with a reliable fin-
gerprint algorithm and a fast 1:1 (800-ms)  
and 1:N (970-ms) matching speed. It also 
exhibits low power consumption, a 400-MHz 
CPU, and internal memory that can save up to 
9,000 templates of fingerprints.

0 cm

1

Figure 7. Bluegiga BT111 Bluetooth module [48].

Figure 8. Suprema’s SFM3520-OP biometric module [49].

Figure. 6. Advanced Card Systems’ ACR122 NFC 
module [47].

(a)

(b)

(c)

(d)

Figure 5. (a) The CRIP’s second prototype hardware 
assembly. (b) The CRIP’s biometric and Bluetooth board. 
(c) A top view of the new power and USB board; on top of 
the board is the power circuit. (d). A bottom view of the new 
power and USB board; underneath the board is the USB 
hub circuit.
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 • Medical devices with Bluetooth. The personal health 
device is used to register medical measurements. 
Some personal health devices are shown in Fig-
ure 9. They are an A&D UA-767PBT-C (for blood 
pressure) and A&D UC-321PBT-C (weight scale), 
described in [50] and [51], respectively. Both 
devices are certified by Continua Health Alliance, 
a constraint for this project. The UA-767PBT-C is 
a fully automatic, digital blood pressure monitor, 
with a clinically validated measurement technol-
ogy. It supports Bluetooth version 2.1 and has an 
irregular heartbeat indicator. It is capable of sav-
ing up to 25 measurements. The UC-321PBT-C was 
designed based on the UC-321PL, which has 
a 200-kg capacity with a resolution of 100 g. It 
shares characteristics with the UC-321 Precision 
Personal Health Scale series. Extended function-
ality is provided by Bluetooth version 2.1 wireless 
communications.

In normal functioning, communication with the 
DUT is made through REST (i.e., representational state 
transfer) requests via a LAN link, very much in line 
with the concept of the Internet of Things.

Comparison of the CRIP Performances with 
Existing E-Health-Care Platforms
The proposed CRIP presents considerable advantages 
and some drawbacks compared to ones proposed 
in [9], [12], [13], [15], [19] through [22], [27], and [29] 
through [32]. Table 1 summarizes the notable perfor-
mance as sess ments based on the telecommunication 
options and clinical information. The cited medical 
platforms are essentially dedicated to home and/or 
clinical health care.

radiated rF Interference Test of the CrIP
This section is devoted to the CRIP demonstrator RF 
interference experiments. In addition to the results 
published in [46], two aspects of the CRIP EMC quali-
fication tests were further investigated with respect 
to residential and medical information and telecom-
municaion equipment (ITE). A difference with the 
research work proposed in [40] is that the experimen-
tal testing for the radiated emission was carried out 
to comply with the requirements of the IEC/EN55022 
class-B standard, while the radiated immunity test-
ing is described under the requirements of the IEC/
EN61000-4-3 class-B standard.

Proposed Wireless Gateway Operation 
Verification with RF Link
The verification setup consists of a simple hard-
ware configuration and a verification software to 
check individual functions of the CRIP. As shown 
in Figure 10(a), the DUT was connected via Ether-
net cable to a control personal computer (PC), seen 
on the right, running the verification software. To 

investigate possible Bluetooth interferences, its 
communication was kept active by sending a keep-
alive message to the device represented by another 
PC on left side. A screenshot of the application plat-
forming interface (API) software for CRIP readiness 
verification is depicted in Figure 10(b). The control 
PC monitors the CRIP state in real time for the vari-
ous functions, such as users’ authentication and 
other data transmission. When the verification soft-
ware is executed, the options for different actions 
supported by CRIP are presented, as highlighted in 
Figure 10(b).

As illustrated in this application example, option 8  
checks the CRIP status, verifying during the test 
whether the CRIP is operational. Moreover, a user’s 
identification can be permanently checked via the NFC 
card or a biometric reading. Bluetooth scanning can be 
checked with option 4. Similar to all ITE products, the 
DUT prototype was qualified with respect to severe 
radiated EMC requirements.

Performed Radiated EMC Experimental Setup
The radiated RF interference validation tests of the 
CRIP were carried out in the (1/2)-anechoic chamber 
of the Research Institute on Electronic and Embed-
ded Systems laboratory with physical dimensions 

. . . .9 7 6 7 5 4m m m# #  The performed RF experimen-
tation testing and the obtained results are explored in 
the following sections.

Configuration of the Experimental Setup
During the test, the DUT was placed in the (1/2)-anechoic 
chamber at the standard horizontal distance d 3 m=  
from the test Rx antennas and at the height .h 0 8 m=  
above the ground plane. The test antennas are posi-
tioned at the height ha , which varies from 1 to 4 m for 
detecting the electric field’s maximum values. In addi-
tion, the DUT was set on a 4.2-m diameter turntable 
(the angle i  varies between 0 and 360°) to detect the 
direction where the received signal power reaches its 
maximum amplitude. All the control of measurement 
parameters, including the measurement live video and 
data calibration, are carried out in the control room 

(a) (b)

Figure 9. (a) An A&D AUA-767PBT-C and (b) A&D UC-
321PBT-C; from [50] and [51].
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office outside the (1/2)-anechoic chamber, as depicted 
in Figure 11.

During the tests, the measurement control PC was 
equipped with the ACCSYS-EMC tool from HAMERA 
RF for experimental data monitoring, storage in stan-
dard clustered shared-volumn format, calibration, 
and post-processing. The measurement software 
tool integrates adequate options for both radiated 
emission and immunity. Furthermore, in addition to 
the electrical data acquisition and visualization, the 
employed measurement tool integrates the mechani-
cal commands of the turntable rotation and the test 
antenna vertical movement in the (1/2)-anechoic 
room. Hence, the experimental setup of the DUT 

status can be visualized simultaneously in real time 
with live videocast.

Technical Characteristics of the  
Test Measurement Antennas in Use
The presented RF radiation measurements were per-
formed in two different frequency subbands due to 
the test antennas’ bandwidth limitations. Rx/trans-
mitter (Tx) test biconical and log-periodic antennas 
are employed. These antennas provide the expected 
requirement of test standards. During the experiments, 
these Rx/Tx antennas were oriented successively in 
both horizontal and vertical positions to check the 
influence of the radiated EM polarizations.

TABLE 1. Comparisons of e-health-care platform performances.

Platform 
references

Medical 
Information 
Source Typical Data rate Coverage Costs

Power 
Consumption Uses

[9] Wearable sensors 40 kb/s, 250 kb/s, 
3 Mb/s

Wireless 
communication 
system: 75 m

Low 5 V Home health care

[12] Medical devices 40 kb/s, 250 kb/s, 
3Mb/s

Wire connecting 
sensor system

Low 5 V Home health care

[13] Personal digital 
assistant (PDA)

384 kb/s Wire communication 
system: 10 m

Low 5 V Home and clinical 
health care

[15] Wireless sensors ~100 kb/s Wired communication 
system: 10 m

Very low 5 V Home health care

[19] Medical devices
PDA

~40 kb/s Wired communication 
system: 10 m

Low 5 V Home health care

[20] Medical devices 
(biosensors)
PDA

~10 kb/s Wired communication 
system: 10 m

Very low 3 V Home and clinical 
health care

[21] Medical devices
PDA

~100 kb/s Wired communication 
system: 10 m

Low 5 V Home health care

[22] Wearable sensor 
platform

~100 kb/s Wired communication 
system: 10 m

Low 3.7 V Home health care

[27] Android platform
Mobile device

~10 kb/s Wired communication 
system: 10 m

Low 5 V Home health care

[29] Medical 
microsensors

Multistandards:  
40 kb/s, 250 kb/s, 
3 Mb/s, 11 Mb/s

Wired communication 
system: 100 m

Low 5 V Clinical health 
care

[30] Wearable and 
implantable  
medical devices

— Wired communication 
system: 100 m

Low Lower than 5 V Home and clinical 
health care

[31] Medical information 
tag

~100 kb/s Wired communication 
system: 10 m

Low 3.7 V Home health care

[32] Sensor nodes Multistandards:  
3 Mb/s, 11 Mb/s, 
54 Mb/s

Wireless 
communication 
system: 100 m

Medium 5 V Home and clinical 
health care

Proposed 
CRIP

NFC
Biometric data
Medical devices

Multistandards:  
40 kb/s, 250 kb/s, 
3 Mb/s, 11 Mb/s, 
54 Mb/s

Wireless 
communication 
system: 10 m

Medium 5 V Home and clinical 
health care
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CRIP Radiated Emission  
Measurement Results
As required by the IEC/EN55022 standard, the per-
formed RF emission measurements were carried out 
from 30 MHz to 1 GHz. As described earlier, an Ether-
net cable was used to maintain the LAN link between 
the DUT and the test PC. To do this, the Ethernet cable 
was passed through the (1/2)-anechoic chamber wall 
via the test chamber aperture. It should be emphasized 
that this configuration may not be matched to the radi-
ated RF emission measurement because the EM fields 
can be unintentionally disturbed with interference 
through the aperture.

Radiated Electric Field Measurements from the 
CRIP Emission Test Versus Frequency
During the performed RF emission test, the maximum 
values of electric field radiated by the DUT were mea-
sured. The obtained results are displayed in Figure 12.

It can be observed from these RF emission measure-
ments that, in horizontal polarization, the electric-field 
emission presents average peak levels between 20 and 

.30 dB V/mn  These electric field levels are signifi-
cantly below the expected limits of the standard IEC/
EN55022, with the maximums equal to 40 dB V/mn  
below 230 MHz and 47 dB V/mn  between 230 MHz 
and 1 GHz. Furthermore, in vertical polarization, 
the electric-field peak values were about 38 dB V/mn  
between 100 and 200 MHz from the RF emission. 
Similar to the previous case, the electric-field peak 
values margin is significantly below the expected 
limits defined by the standard in the frequency bands 
between 230 MHz and 1 GHz. Summarizing these 
EMC emission analyses, the electric field emitted by 
the implemented CRIP prototype presents an average 
of about 20 dB below the expected limit 40 dB V/mn  
required by standard IEC/EN55022 from 30 MHz to 
230 MHz and 47dB V/mn  up to 1 GHz.

Measured Emission Electric  
Field Versus Antenna Height
The maximal peak levels of the measured RF electric 
field radiated by the DUT, in both horizontal and ver-
tical polarizations, are summarized in Tables 2 and 3. 
These results represent the E-field radiated by the 
CRIP versus frequency, antenna height ha  and DUT 
turntable angle position .i  The equivalent cartog-
raphies and three-dimensional plots in function of 
the frequency and antenna height positions were 
measured. Based on these emission test results, 
the electric-field average level radiated by the 
CRIP demonstrator is considerably below the IEC/
EN55022 standard class-B limits, which are defined 
as 40 dB V/mn  between 30 MHz and 230 MHz and 
47 dB V/mn  between 230 MHz and 1 GHz. The dif-
ference between the electric-field levels in horizon-
tal and vertical polarizations is mainly due to the 

configuration and positioning of the printed circuit 
boards integrated in the CRIP box, as depicted in 
Figure 5(a). The CRIP wireless system under study 
operates successfully and in compliance with the 
radiated emission requirements for medical devices. 
(It should be emphasized that there are no effects of 
EM fields on human health in long-term exposure 
when using this proposed wireless gateway platform.)

Camera
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CRIP DUT

Camera
Control
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Live Video of the
Experimental Setup

Control PC and
Measurement

Data Monitoring
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Figure 11. The CRIP EMC experimental setup: (a) the 
experimental setup in the (1/2)-anechoic room and (b) the 
control room monitoring. 

Bluetooth Device
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DUT

Control PC
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Figure 10. (a) The authentication platform operation test 
installation. (b). A screenshot of the API software with the 
various verification functions.
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CRIP Radiated Immunity 
Measurement `Results
The RF immunity measurements were performed to 
test the ability of the CRIP demonstrator to operate cor-
rectly under the electric-field aggression from the test 

antennas. The tests were performed similarly to the 
immunity test with IEC/EN61000-4-3 class-B.

Configuration of the Performed Immunity 
Experimental Test Setup
The experimental setup of the performed radiated immu-
nity testing can be seen in Figure 13. The configuration 
is similar to the emission test presented in the previous 
subsection, but the test antenna operates inversely as a Tx. 
In other words, an RF signal generator was used instead 
of the Rx spectrum analyzer. The electric-field aggression 
was generated via AM modulation. As defined in the 
IEC/EN61000-4–3 standard class-B, the expected electric-
field levels during the test are 3 V/m from 80 MHz to  
2 GHz and 1 V/m from 2 GHz to 2.7 GHz.

Immunity Measurement Result Analyses
To check the immunity of the CRIP demonstrator in all 
realistic situations, the EM radiated aggressions were 
oriented in both horizontal and vertical polarizations on 
the all faces of the DUT. The operated powers of the Tx 
signal in both horizontal and vertical polarizations ver-
sus frequency from 80 MHz to 2.7 GHz generated for the 
RF immunity CRIP tests were analyzed. It was observed 
that the emission signal power to reach this level pres-
ents an average value of more than +30 dBm. The electric 
field level at the proximity of the DUT was measured 
with the electric-field sensor placed on the same table. 
The extracted electric-field strength was permanently 
controlled so it would be higher than the limit defined 
by the classical standard for EMC qualification for resi-
dential devices. In other words, the electric-field level 
average value was assessed permanently. It was main-
tained to be above the aggression level 3 V/m in the test 
frequency band 80 MHz–2 GHz and higher than 1 V/m 
up to 2.7 GHz. During these RF immunity measurement 

TABLE 3. The radiated electric-field peak versus 
optimal frequency, antenna height, and turntable 
orientation angle in vertical polarization.

Frequency (MHz) ha (cm) i  (°)
Peak Level  
(dBnV/m)

120 101 343 40

132 101 357 30

48 101 53 18

200 101 4 24

117 101 158 27

125 101 251 28

216 102 105 26

375 124 357 39

375 157 357 40

390 120 78 37

383 161 60 40

TABLE 2. The radiated electric-field peak versus 
optimal frequency, antenna height, and turntable 
orientation angle in horizontal polarization.

Frequency (MHz) ha (cm) i  (°)
Peak Level  
(dBnV/m)

120 101 291 31

250 132 72 50

373 109 214 39

357 254 2 38

390 248 2 37

960 100 99 39

720 118 2 38

350 100 231 38

480 102 90 42

625 164 206 38

383 100 297 39

358 104 247 41

375 112 322 43

375 103 247 43

382 100 239 39

390 100 256 39

373 109 264 41
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Figure 12. The measurement results of EMC emission 
radiated in (a) horizontal and (b) vertical polarizations.
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tests, the CRIP demonstrator status was monitored with 
the camera via live viewing. More importantly, the CRIP 
functionality was tested in real time during the test 
with the test application. The CRIP functionality was 
assessed, and it successfully detects the users via both 
biometric and NFC reading options.

RFID/Biometric Authentication Platform 
Operation Status During and After the 
Immunity Tests Qualification
After the EMC immunity tests, the CRIP demonstrator 
functions (namely, biometric, NFC/RFID reading, and 
Bluetooth scanning) were verified and still operated 
correctly as expected. It was noticed that in these EMC 
immunity tests there was no observed defect during and 
after both the horizontal and vertical polarization electric-
field aggressions. In other words, the CRIP DUT complies 
with the EMC immunity standard requirements.

Conclusions
Thanks to the adaptability of wireless technology in 
domestic and clinical environments, home monitoring 
represents an innovative health service for remote patient 
care. It offers the possibilities of the patient remaining in 
his or her domestic environment and continuing normal 
activities. Through technical and organizational inte-
gration, it can offer medical attendance from the health-
care provider’s usual working environment. In the near 
future, home monitoring can help provide sufficient 
health services while also enabling medical resources 
to be used more effectively. It permits considerable ben-
efits ranging from individually optimized treatment to 
actively integrated medical care. Better management of 
the technical, organizational, medical, legal, and eco-
nomic challenges of telemedicine can minimize the limi-
tations of telemedical home monitoring.

This article has presented the design, implementa-
tion, and RF interference test evaluation of an inno-
vative wireless gateway for AAL and health-care 
applications. The developed wireless gateway, CRIP, 
integrates different technologies for identification of 
patients, care givers, and medical devices and enables 

the use of Bluetooth medical devices. The CRIP dem-
onstrator design and architecture were described. 
The implemented CRIP was qualified successfully 
for the radiated emission and immunity EMC tests 
in compliance with the IEC/EN55022 class-B and 
IEC/EN61000-4-3 class-B standards. The RF interfer-
ence qualifications of the CRIP demonstrate that the 
developed wireless communication technologies can 
operate safely in AAL and medical environments. In 
addition to these experimental tests, the CRIP demon-
strator ITE operation was tested at a real site in a senior 
residence. Once again, the demonstration tests confirm 
the potential feasibility of the proposed user-friendly 
health-care platform to enhance seamless health-care 
scenarios and, especially, to improve the interactions 
among various health-care stakeholders. Based on our 
best knowledge, the CRIP designed and implemented 
in the CareStore project is the first hardware platform 
dedicated to multiuser authentication for health-care 
and AAL applications. We believe this is an important 
contribution as the population ages and awareness for 
research and development of new devices is needed.

As future work, Wi-Fi and 802.15.4 communications 
will be integrated. The integration of these technologies 
is an important step toward a flexible gateway due to the 
large range of applications using ZigBee and 6LoWPAN. 
Also, a new RF EMC evaluation will be performed, as 
these technologies share the same spectrum and new 
challenges for their integration can be discovered.
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Scope

This chapter presents publication J4, an evaluation of the electromagnetic compat-
ibility (EMC) immunity of the first CRIP prototype, in order to validate it for medical
applications. Here, the research questions RQ2 and RQ3 are addressed using research
method RM2. Like the previous chapter, this evaluation helps achieve objectives O2
and O4.

The evaluation of the first prototype was performed in accordance with standard
IEC/EN61000-4-3 class-B for EMC. The test procedures are briefly described on the
scope of chapter 4. The first prototype complied with the standard and its functionality

113



was maintained after the electromagnetic aggression. This evaluation demonstrated
that the same electronic components could be used on the development of a second
prototype of the CRIP. A follow up evaluation of the second prototype of the CRIP is
presented in publication C3 (chapter 6) and is extended in publication J1 (chapter 4).
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Abstract. An innovative e-healthcare platform named common recognition and identification platform
(CRIP) was developed and tested as part of the CareStore project. CareStore and CRIP aims at deliv-
ering accurate and safe disease management by minimising human operator errors in hospitals and care
facilities. To support this, the CRIP platform features fingerprint biometrics and near field communication
(NFC) for user identification; and Bluetooth communication support for a range of telemedicine medical
devices adhering to the IEEE 11073 standard. The aim of this study was to evaluate the electromagnetic
compatibility (EMC) immunity of the CRIP platform in order to validate it for medical application use.
The first prototype of CRIP was demonstrated to operate as expected by showing the user identification
function feasibility, both via NFC and biometric, and by detection of Bluetooth devices via radio frequency
(RF) scanning. The NFC module works in the 13.56 MHz band and the Bluetooth module work in the
2.4 GHz band, according to the IEEE 802.15.1 standard. The standard test qualification of the CRIP was
performed based on the radiated EMC immunity with respect to the EN 61000-4-3 standard. The immu-
nity tests were conducted under industrial EMC compliance with electric field aggression, with levels up to
10 V/m in both horizontal and vertical polarisations when the test antenna and the CRIP were placed at
a distance of 3 m. It was found that the CRIP device complies with the European electromagnetic (EM)
radiation immunity requirements.

1 Introduction

After the invention of semiconductors and increasing
public demands on information and communication
technologies, human daily life is constantly changing.
Nowadays, communication technology serves to improve
the efficiency of not only industrial systems, but also
various services including those in the medical area [1– 3].
The RF wireless technology constitutes one of the
main building blocks behind the spectacular progress that
has been made in medical engineering [4,5]. In 2010
researchers from the California Cancer Centre reported
that RFID readers had helped enhance patient experi-
ences [6]. From several studies, it was concluded that
innovative RFID solutions allow hospitals to reduce stress
and improve facility efficiencies [6].

Moreover, every year medication errors and incor-
rect treatments cost the health system several million

a e-mail: blaise.ravelo@yahoo.fr

dollars [1]. In the internal medicine departments of
German hospitals, 29 000 patients die each year as a result
of being given the wrong medication, according to a study
made by the Medical University of Hanover [1]. According
to the World Health Organisation, the number of patients
suffering from diabetes has doubled since 1980 [7].
Patient treatment has considerably improved, with the
correct transfusion in exactly the prescribed quantity facil-
itated by the use of RFID readers [7]. Modern information
and communication technology is also making its mark in
New York’s biggest public hospital, where patients carry
their medical history with them in a radio-tagged arm-
band [1]. When they are admitted to the Jacobi Medical
Centre as in-patients, they are issued with a paper arm-
band with an integrated RFID chip in which are stored
their name and patient number. All patient data is kept
in an electronic file on the central database server [1].
Using mobile devices, the doctors can easily access all of
the relevant medical data, such as case history, diagnoses,
lab reports and allergy results, via the patient number
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and the wireless local area network (WLAN) at any time
[1,8– 10]. Recently, standardisation of new telemedicine
communication systems has been initiated [11]. Facing up
to the emergence of wireless mobile devices, this initiative
was also extended to radiated EMC engineering.

As for all wireless electronic systems, the capacity of
wireless medical devices to meet the standard require-
ments for operating in harsh electromagnetic (EM)
environments, as can be found in hospitals and residen-
tial homes, needs to be validated according to the rele-
vant standards. The most critical effect is the immunity
of the devices under radiated EMC aggression. Recently,
two investigations on RF communication systems for sim-
ple sensor devices adopted in hospitals were introduced
[12,13]. Furthermore, the reliability of those systems’
physical layer [14,15] needs further analysis as a func-
tion of the electromagnetic interferences (EMIs) in the
real environment. So, certain challenges are still needed to
achieve the implementation of highly robust e-healthcare
systems [16]. For this reason, we are developing an innova-
tive e-healthcare platform [17– 19]. The technological plat-
form will be connected to cloud networks offering market
place access and all interfaces for user services [19].
The implementation of such a wide-ranging technologi-
cal device requires various skills, most notably in med-
ical informatics, numerical and analogue electronic circuits
design, and RF test engineering. Furthermore, compu-
tational EM modelling approaches were proposed taking
into account undesirable EM effects on wireless commu-
nication based on EM propagation environmental effects
such as path loss, multipath fading, shadowing and EMIs
with neighbouring systems [20– 23]. The RF coverage of
the CRIP RF function in a basic scenario of a corridor
with medical rooms was analytically investigated in [24]
by considering the ITU RF EM propagation model.
However, due to the inherent complexity of the scenario
this computational modelling is insufficient, and the
radiated EMC immunity of the CRIP must be determined
experimentally.

To be valid in the European market, EMC immunity
conformity tests of the CareStore hardware product were
carried out. The metrology of the radiated EMC immunity
tests of the CRIP prototype RF modules is investigated
in this paper. Thus, the aim of this study was to evaluate
the EMC immunity of the CRIP in order to validate it for
medical application use.

To do this, we introduce the experimental setup for
the radiated immunity characterisation of the hardware
terminal constituting the CRIP platform. First, we will
introduce the EMC standard used herein according to the
R&TTE directive 1999/05/EC [25]. After a brief descrip-
tion of the functioning principle of the CRIP box under
test, we will describe the experimental setup considered to
carry out the radiated EMC immunity test, including the
specifications of the measurement equipment employed.
In addition, we will interpret the behaviour of the device
under test (DUT) during and after the immunity test.
Further discussions on future work are addressed in the
conclusion.

2 Description of the CareStore platform

CareStore is a candidate to become a common European
standard and technical solution for automatically and
seamlessly identifying care devices and people in a
secure manner using RFID and biometric technology [18].
CareStore is an integrated platform intended to be user
friendly with easy deployment of devices and applications.
It offers healthcare applications that involve the citizens
and their caregivers in personal health monitoring using
an ambient-assisted living (AAL) platform. It also aims to
reduce costs, improve living standards and independent
life of the elderly population [26], and provide a higher
degree of flexibility to users. The functioning principle of
CareStore is explained in [17– 19]. It consists of an open
source platform and user interface connector to a cloud
network for the home setting named common ambient
assisted living home platform (CAALHP), a cloud plat-
form from which applications and users’ health data can
be accessed by authorised persons such as doctors, nurses
or caregivers, and an identification platform and health
devices interface named CRIP.

2.1 CRIP platform

The Carestore platform offers the flexibility of coupling
identities with devices, systems and users as well as
uploading and storing drivers and applications. The CRIP
platform is the component responsible for identifying users
and recognising wireless medical devices. It allows design-
ing, implementing and evaluating, in a unique and secure
combined device, staff and inhabitant identification tech-
nology based on a combination of NFC and biometry.
It offers the capacity to interface with the most recent
standards for medical devices with extra interface hard-
ware such as NFC and biometric fingerprint support,
Bluetooth, as well as a remote application programming
interface (API) for client access via representational state
transfer (REST) requests.

The first prototype of CRIP consists of electronic cir-
cuit boards for NFC and fingerprint biometric user iden-
tification and Bluetooth communication. Figure 1 depicts
the first prototype of the CRIP box.

2.2 CRIP hardware architecture

The CRIP base station that monitors and collects data
about the patients is equipped with standardised antennae
that communicate with the wireless devices using a bio-
metric secured connection. It acts as a physical layer and
sub-system of the CareStore platform. It was implemented
based on a combination of several technologies including
an RFID reader/writer, fingerprint biometrics sensor and
a Bluetooth module. The collective functions are organ-
ised in the block diagram of Figure 2. The NFC/biometric
module was implemented in conformity with the standard
ISO/IEC 18092.
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Fig. 1. First prototype CRIP box under analysis.

Fig. 2. Block diagram of CRIP.

The RF/analogue module of the CRIP under consid-
eration operates under the regulation of the 2.4 GHz band
IEEE 802.15.1 standard and is limited to the configuration
of indoor communication in the medical room with about
less than 100 m dimensions. So, similar to all RF elec-
tronic products, the EM wave transmission quality with
the CareStore platform user mobility can be preserved.

One of the options proposed to identify the nurse
and/or the patient for the CareStore platform is based
on the use of 13.56 MHz NFC technology. Thanks to its
flexibility, PN532 NFC was chosen to test its applicabil-
ity. During full operation, the CRIP listens continuously
for NFC clients/tags. When a NFC tag is placed over the
reader, the recognition process will be performed.

The wireless transmission of the measured patient data
to the CRIP box is required to operate in a medical room
with a range of some meters. In order to support multi-
ple Bluetooth stacks (versions 2.x and BLE) and optimise
energy consumption in the nurse room coverage range,
BLE112 module was chosen for the CareStore platform.
This module works under the IEEE standard 802.15.1.
The manufacturer technical specifications of this
Bluetooth communication module describe the transmit-
ter (Tx) and receiver (Rx) signal power sensitivities.

2.3 CRIP operating modes

The behaviour of CRIP can be described using a sim-
ple state machine diagram, as depicted in Figure 3. When
CRIP starts it is waiting (Wait state) to receive an HTTP
request or hardware interrupt. When an HTTP request is
received, CRIP attends to it (AttendRequest state) and
then goes back to state Wait. A hardware interrupt can
occur either when a finger is placed on the biometric
reader, or when a smartcard is placed over the NFC
reader. If the former occurs, the user’s biometric tem-
plate is read (ReadTemplate state), validated against
previously stored templates on the hardware (Validate-
Template state) and, if the user is valid, its ID is sent to
CAALHP (SendUserIdCaalhp state); otherwise the tem-
plate reading is ignored. When a smartcard is detected,
it is read (ReadSmartcard state) and, if the smartcard
is successfully read, the user’s ID is sent to CAALHP
(SendUserIdCaalhp state), otherwise it is ignored.

Beside this process, another process is executed in par-
allel that sends a Bluetooth ping to the PIN Test PC
(described later in Fig. 4). This process ensures that the
Bluetooth radio module is always active, so that its EMC
immunity can be correctly evaluated. For test purposes
it provides a simple application that resembles CAALHP
and communicates with CRIP via the exposed RESTful
API. At any moment, a user can perform an authentica-
tion either by placing their finger on the biometric reader,
or by placing a smartcard on the NFC reader. When a
smartcard is valid or a biometric credential is recognised,
a request is sent to the application’s server (running in
the background) and it is presented on screen in JSON
format.

3 Operation verification of the CRIP
prototype

The operation verification of the CRIP during the
radiated EMC immunity tests was carried out with both
the NFC RFID and Bluetooth functions. To do this, the
CRIP box was connected via ethernet cable to the API
control PC. The overall system is placed in close proxim-
ity (some meters) to another PC equipped with Bluetooth.
The illustrative diagram showing the global configuration
of the CRIP box with its associated accessories in nor-
mal functioning is depicted in Figure 4. During the test,
we use a notebook as a Bluetooth test device. The con-
trol PC enables us to configure the CRIP according to
the login of the users predefined by the NFC or biomet-
ric function, and also to visualise the application test for
occasional interaction with CRIP.

The operation verification of the CRIP is performed
via the API control PC with the monitoring of the appli-
cation test:

1. Read biometric templates
2. Store templates
3. Scan for Bluetooth devices
4. Check CRIP status
0. Exit
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Fig. 3. The state machine describing CRIP’s firmware.

Fig. 4. Illustrative diagram of the CRIP test installation.

First, the CRIP status can be checked regularly by
choosing option “4. Check CRIP status”. The validity of
the NFC function was checked with automatic and cyclic
tests by placing the NFC card on the CRIP box. After
some seconds of Bluetooth scan, the CRIP delivers the IP
and the MAC address of the Bluetooth devices placed in
its proximity. The test API monitoring confirms the CRIP
box status before, during and after the tests. After backup
of the users’ identification process, we can observe that it
can confirm the recognition by indicating:

! their reference as the identifier number for the case of
the NFC card which is identified here as “smartcard”
option, and

! the user identifier was also detected with “biometric”
option.

After this preliminary verification, the CRIP box was
placed in the semi-anechoic chamber for the radiated EMC
tests.

4 Radiated immunity EMC qualification
experimentation of the CRIP prototype

The present EMC qualification test was performed with
respect to the requirement under R&TTE directive
1999/05/EC. We recall that the DUT investigated was
developed in the frame of the project FP7-SME-2012-
315158-CareStore [18,19]. As already described in the pre-
vious section, the prototype under study is classified as
a medical residential device. Therefore, it should respect
the standard regulation of radiated EMC certification

test appropriate to ITE medical and residential devices.
The EMC tests were performed at the IRSEEM labora-
tory for the conformity defined in the European standard
EN61000-4-3, or more precisely the EM field immunity
test EMC with testing and measurement techniques for
radiating RF devices [25]. During and after the present
immunity test, the DUT status was assessed regularly
with the test application.

4.1 E-field calibration analytical approach

During the measurement tests, the Tx antenna serves as
the aggressor. The electric field (E-field) aggression level
(in V/m) was measured with a sensor placed in the vicin-
ity of the DUT. The calibration formula allowing us to
compare the expected E-field level from the theoretical
approach and the measurement is given by [27]:

E(f) =
7.02 × k ×

!
PERP(f)

d
, (1)

with the equivalent radiated power PERP(f) in watts, the
measurement factors from the used test equipment (cable
loss, connector mismatching effects, amplifier gain. . . ) k,
and the distance d in metres between the test antenna and
the DUT at the operating frequency f. During the aggres-
sion test, the equivalent radiated power density from the
signal generator can be extracted and monitored using the
expression:

PERP(f) = 0.61 × G(f) × PTx(f), (2)

where G is the antenna gain and PTx in watts is the
input available power. The calibration relation is inte-
grated into the ACCSYS-EMCTM measurement control
tool provided by HAMERA RF [28,29], which is prein-
stalled on the measurement control PC.

4.2 CRIP EMC qualification test procedures

The specifications on the technical references are
addressed in Table 1. It corresponds to the industrial
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Table 1. References of the radiated EMC test under consideration [27].

Type of test Standard reference Specifications
Radiated RF 80 MHz to 1 GHz: 10 V/m, AM 80%

immunity with NF EN 61000-4-3 1.4 GHz to 2 GHz: 3 V/m, AM 80%
respect to 2 GHz to 2.7 GHz: 1 V/m, AM 80%

industrial compliance 1 sides, Criterion A

(including residential cases) EMC qualifications known
under the standard EN 61000-4-3 for the immunity tests.
Accordingly, the level of the aggression electric field was
adjusted to 10 V/m from 80 MHz to 1 GHz. As measure-
ment scenario, the CRIP box was placed on the turntable
in order to determine the orientation corresponding to the
E-field maximal irradiation. In order to validate the EMC
immunity test, the qualification criterion is that the DUT
must exhibit correct operating characteristics during and
after testing.

4.3 Radiated EMC immunity metrology

The EMC measurement test chamber has dimensions
(9.7 m × 6.7 m × 5.4 m). The illustrative diagram of
this radiated immunity test experimental setup is dis-
played in Figure 5. As we can see, the measurement con-
figuration is set with the Tx antenna playing the role
of aggressor device. Moreover, an ultra wide band signal
generator was used to provide the test signals to feed the
aggressor antenna from the frequency band 80 MHz to
2.7 GHz.

According to the standard EN 61000-4-3 definition, the
CRIP box needs to be placed in the semi-anechoic cham-
ber at the standard distance d = 3 m from the test Tx

antenna and positioned at the height h = 0.8 m above
the ground plane. The aggressor antenna is positioned at
height ha, which is varied from 1 m to 4 m for detect-
ing the critical values of the operated E-fields. This DUT
was set on a 4.20 m diameter turntable rotating from 0◦

to 360◦ in order to detect the received maximum signal
power. All of the measurement parameters required to
meet the standards, including the calibration of the
obtained data, were acquired in the control office outside
the semi-anechoic chamber. A control PC equipped with
the ACCSYS-EMCTM was used to calibrate and extract
the measured E-field, to control the overall electrical and
mechanical installations and to monitor simultaneously
the power of the emission signal. The calibration proce-
dure is based on the measurement chain comprising a sig-
nal generator, power amplifier (PA), measurement cables
and the Tx antenna. Based on the references of those mea-
surement elements, the software tool ACCSYS-EMCTM

integrates the electrical characteristics and performs the
overall link budget of the measurement chain simultane-
ously with the mechanical control.

The control test equipment allows us:

– to set the levels of the transmitted aggression signal,
– to calibrate and store the E-field measured by the

sensor,

Fig. 5. Illustrative diagram of the experimental setup for the EMC immunity test.
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Table 2. References of the antennae used for the EMC immunity tests.

Manufacturer Reference Frequency band
Log-periodic antenna Amplifier research AT 5080 324752 80 MHz to 5 GHz

Dipole antenna Schwarzbeck STLP 9149 9149-207 700 MHz to 10.5 GHz
E-field sensor Dare development RadiSense CTR 1001B 10I00037SNO-14 10 kHz to 6 GHz

– to control the automatic translation of the antenna in
the different vertical positions from 1 m to 4 m, and

– to control the turntable rotation.

The ACCSYS-EMC routine algorithm records the
values of the transmitted power at each frequency. Then,
the maximal value of the E-field provided by the sensor
is selected for the different positions of the antenna and
the turntable. It is noteworthy that the various positions
of the antenna and the turntable allow us to consider the
immunity of the CRIP on the E-field aggression from all
directions. As the CRIP and the medical device’s mobility
during the data transmission are not significant enough,
the Doppler Effect on the RF link can be neglected.

We emphasise that the radiated EMC immunity test
was carried out in two sub-bands successively due to the
test antennae’s limited bandwidth. The log-periodic and
dipole antennae, whose characteristics are addressed in
Table 2, were employed for generating the EM irradiation
required during the immunity test. Two different anten-
nae were used in order to cover the standardised whole
frequency bandwidth, which cannot be achieved with one
antenna. The level of the E-field in the vicinity of the
DUT, was checked with the E-field sensor whose reference
is in the last row of Table 2.

4.4 EMC immunity experimentation results

In the semi-anechoic room, we ensure that the CRIP
box, E-field sensor and the API test PC are placed on
the table and exposed in the radiation coverage of the
aggressor antenna. To ensure the CRIP status, an NFC
card was placed on the NFC zone of the box as illustrated
in Figure 5. Outside the test chamber, the measurement
installation was monitored in video cast using the cam-
era installed in the test room. Then, the CRIP status can
be visualised continuously with the API test PC placed
in the control corridor and linked with the DUT via the
ethernet cable.

To check the CRIP immunity for any EM residential
irradiation, we have considered different aspects of E-field
polarisations. According to the Tx antenna’s orientation,
both horizontal- (H-) and vertical- (V-) polarisations were

performed. According to the standard EN 61000-4-3,
we fixed the levels of the E-field aggression in the expected
frequency band as summarised in Table 3.

We point out that to achieve broadband emission,
the signal generator was configured in AM modula-
tion. The EMC immunity aggressions were three times
higher than expected for the communication residential
electronic devices. During the test campaign, the temper-
ature and humidity values were regularly recorded in order
to verify that the measurements were under normal con-
ditions. The EMC immunity test results of the CRIP in
normal operation modes presented herein were carried out
within the ranges of temperature from +15 ◦C to +35 ◦C
and relative humidity from 20% to 75%, as required in [26].

4.4.1 EMC immunity tests with E-field aggression
in H-polarisation

During this EMC test, the DUT position was kept fixed.
However, the aggressor antenna (assumed to be the Tx
antenna) should be oriented in H-polarisation. The victim
was the DUT and its accessories. During this test, we used
the control PC to adjust and visualise the input signal
power to achieve the standard values of E-field strength.
Figure 6a displays the variation of the available aggression
signal power versus frequency from 80 MHz to 2.7 GHz.

As can be observed here, the emission signal power to
reach the expected standard level of the E-field is more
than 40 dBm. The level of the EM wave aggressor in
the vicinity of the CRIP was permanently verified with
the E-field sensor. The plot of the average value of the
E-field strength extracted, corresponding to the Tx signal
power, is visualised in Figure 6b. We can see that in the
frequency bands of interest, the E-field levels perfectly fit
the expected standard values shown in Table 3 of the pre-
vious paragraph. As previously noted, we emphasise that
this level is above the classical standard for the residential
device EMC qualification, which is fixed at 3 V/m. During
the operation verification, the overall experimental instal-
lation was monitored with the camera live viewing.

The CRIP function status was checked regularly
during the test with the test application. According to
this application, the CRIP successfully detects, using scan

Table 3. Expected E-field aggression characteristics during the EMC immunity test.

Fmin (MHz) Fmax (MHz) E-field level (V/m) Time (ms) Modulation
80 1000 10

1400 2000 3 1.0 AM 1 kHz 80%
2000 2700 1
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(a)

(b)

Fig. 6. Emission signal power and the E-field aggression
average level during the immunity test in H-polarisation.

(a)

(b)

Fig. 7. Emission signal power and E-field aggression average
level during the immunity test in V-polarisation.

functionality, the Bluetooth address of the PIN test PC.
We emphasise that there is no observed defect during and
after this radiated EMC immunity test in H-polarisation.

4.4.2 EMC immunity tests with radiation in V-polarisation

The only difference here, relative to the previous case,
is the orientation of the aggressor antenna. The experi-
mental setup is depicted in Figure 5, and a log-periodic
antenna was used for the radiated immunity test per-
formed in V-polarisation. In this case, the corresponding
Tx signal power generating the aggression field is plot-
ted in Figure 7a. Thus, the plot of the average value of
the E-field amplitude from 80 MHz to 2.7 GHz for the
E-field aggression in V-polarisation is displayed in
Figure 7b. Once again, the noisy E-field level fits perfectly
the standard addressed in Table 3. We find that the real
E-field average value is above the expected level of 10 V/m
in the test frequency band 80 MHz to 1 GHz. It remains
higher than 3 V/m up to 2.7 GHz.

As for the previous case, the status of the CRIP plat-
form under study was remotely monitored during the test.
No defect was observed during or after this V-polarisation
radiated EMC immunity test. No significant dysfunction
was observed during the test. This first version of the
CRIP box is in conformity with the European standard.

5 Conclusion

The radiated EMC immunity tests of the innovative
e-healthcare hardware platform CRIP were performed and
reported. The radiated EMC immunity tests were carried
out with respect to the European standard EN 61000-
4-3 [25]. The experimental setup in the semi-anechoic
chamber and the control room for the proposed radiated
EMC immunity standard was discussed in detail.

The Tx antenna vertical displacement, ranging from
1 m to 4 m, and the turntable rotation were under the
control of equipment driven by the ACCSYS-EMCTM

software. Then, the operating frequency was swept from
80 MHz to 2.7 GHz. At each frequency, the Tx signal
power and the E-field at 3 m from the source were recorded
and calibrated. During the experiment, the level of the
E-field aggression (10 V/m from 80 MHz to 1 GHz) were
kept three times higher than expected for residential RF
communication devices. The E-field aggression, up to the
10 V/m level, confirms that in the future, industrial
applications of the CRIP function [25] can be envisaged.
The levels of the electrical and EM signals required dur-
ing the radiated EMC immunity tests in both H- and
V-polarisations were presented. Then, the status of the
CRIP was verified regularly with the monitoring PC con-
nected via ethernet cable, as illustrated in Figure 4.
The detection of the Bluetooth devices and the CRIP sta-
tus were checked before, during and after the tests. During
and after the EM aggression, it is worth noting that the
NFC-RFID and Bluetooth functions of the CRIP were still
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intact. It was concluded that the CRIP product conforms
with standard EN 61000-4-3 under the R&TTE directive
1999/05/EC, which is an essential regulation for all resi-
dential RF communication electronic equipment.

The next step of this research work will be the EMC
tests of the second version of the CRIP, including the over-
all cloud network of the CareStore platform. Following
this, CRIP will be field tested at a senior citizens care
facility [26].

This research work was supported by European Framework
Program FP7 Research for the Benefit of Small and
Medium Enterprises (SMEs), project FP7-SME-2012-315158-
CareStore.
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Scope

This chapter presents publication C3, an investigation on the CRIP’s EMC emission,
in order to assess its feasibility as a residential medical device. This publication ad-
dresses the research questions RQ2 and RQ3 using research method RM2. This eval-
uation helps achieve objectives O2 and O4. An extended version of this evaluation is
presented in publication J1 (chapter 4), were the CRIP’s EMC immunity is also tested
in accordance with the IEC/EN61000-4-3 class-B standard.

The EMC emission investigation was performed to verify its compliance with the
standard IEC/EN55022 class-B. The test procedures are briefly described on the scope
of chapter 4. The prototype complied with the standard and its functionality was
conserved after the electromagnetic aggression.
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Abstract —  An innovative wireless authentication 

platform for healthcare applications is designed, 
implemented and tested. It acts as a Common Recognition 
and Identification Platform (CRIP) operating with 
write/read function via either NFC or biometric modules for 
the users’ authentication. The CRIP base station architecture 
consists of 13.56MHz NFC/RFID and 2.4GHz IEEE standard 
802.15.1 BLE modules. The Bluetooth function enables the 
medical device communication with the tens meter range RF 
link. The CRIP prototype was tested successfully in hospital 
environments. The blood pressure data transmission in real 
time was collected and monitored with an assistant living 
healthcare platform. Finally, the CRIP complies in 
conformity with the electromagnetic compatibility (EMC) 
standard EN55022 Class B requirements. 

Index Terms —  Bluetooth communication, EMC 
qualification, healthcare authentication platform, 
NFC/biometric identification, wireless RF system.  

I. INTRODUCTION 

The WLAN adoption with the implantable RFID [1] 
and sensor network [2] in the healthcare environment has 
evoluted considerably over the last five years. It was 
reported that the WLAN is a good candidate for the 
enhancement of clinical environment and the healthcare 
system [3]. In the hospital environments, the wireless 
technology progress opens enormous opportunities for 
cost reduction, increased patient safety, better data 
collection and increased convenience for patients [4-6]. 
However, some challenging issues in particular on the 
quality of service, safety and reliability bottleneck the 
deployment of unified wireless network solution to 
connect mobile clinicians [7-9]. Furthermore, multiple 
factors have led to increase the usage, including 
technology maturity, increased manageability, and higher-
speed standards. With the trends of communication 
network new generation who expect instant connection 
anytime anywhere becomes a larger portion of the 
workforce, more developed assistant living platform was 
envisaged and deployed in the CareStore project [10-11]. 
A hardware innovative wireless communication system is 
integrated as a monitoring terminal allowing to the 
caregivers and patients to communicate more safely and 
friendly. However, so far, to meet the hospital staff and 

also public demands, the system allowing the natural 
communication between the patient, nurses, doctors and 
medical devices with the WLAN needs to be developed.  

This paper presents first, a description of the 
authentication healthcare platform which is mainly 
constituted by an RF base station.  The analog hardware 
design will be described in the next section. Then, the RF 
characterization including the qualification against the 
severe compliance in terms of the electromagnetic 
compatibility (EMC) and interference (EMI) as 
emphasized in [12] is described. This innovative platform 
is expected to operate in homecare, medical rooms and 
nursery by monitoring and collecting data about the 
patients. 

II. DESCRIPTION OF THE CARESTORE WLAN PLATFORM 

The proposed healthcare platform named CareStore is 
intended to be user-friend with easy deployment of 
devices and applications. It also aims to reduce costs, 
improve living standards, and especially, independent life 
of the elderly population. Moreover, the platform provides 
beneficially a higher degree of flexibility to users. 

A. Proposed Healthcare Platform Functioning Principle 

CareStore offers healthcare applications basically aimed 
to involve the user citizens and their caregivers in personal 
health monitoring using ambient-assisted living platform. 
The proposed innovative healthcare platform workflow is 
depicted in Fig. 1.  

 
Fig. 1. Proposed healthcare assistant platform overview. 
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It consists of an open source platform and user interface 
operating with an RF base station hardware module which 
plays the role of Common Recognition and Identification 
Platform (CRIP). The base station is connected to a cloud 
network for the home setting named Common Ambient 
Assisted Living Home Platform (CAALHP) [10-11]. The 
CareStore platform internal integration is illustrated in 
Fig. 1. It can be seen that it enables to users as patients 
and caregivers to easily transmit medical data acquired 
from medical devices with RF capabilities and to check 
regularly the medical data. 

B. CRIP RF Architecture 

The CRIP base station belongs in the physical layer of 
CareStore platform. The under test device prototype photo 
including its physical size is displayed in Fig. 2. In the 
best of authors’ knowledge, it acts as the first wireless 
device with the ability to manage medical data 
monitoring, processing and collection into the cloud 
network. 

 
Fig. 2. Manufactured CRIP prototype photo. 

The four circuit blocks including the host CPU and the 
5Vcc power supply constituting the CRIP hardware 
architecture is shown in Fig. 3.  

 
Fig. 3. Architecture of the CRIP hardware system. 

The RF system architecture consists of: 
 An NFC/RFID board with reference NXP PN532/C1 

at 13.56MHz, it operates under the standard 
ISO/IEC18092. This is an user identification function 
with read/write function, 

 An alternative user identification is a biometric 
module with secured connection, 

 And a Bluetooth low energy (BLE) communication 
board with reference BLE112 v4.0 operating in the 
2.4GHz frequency band according to the IEEE 
standard 802.15.1. This BLE module is equipped with 

standardized antenna which enables the 
communication with medical devices via 
electromagnetic wireless link.  The RF front-end 
system presents a transmission EIRP of about 8dBm 
and a reception sensitivity of about -89dBm. This 
BLE module is dedicated to the indoor 
communication as the medical rooms with about tens 
meter RF link range.  

In normal functioning, the CRIP is controlled with an 
application interface (API) PC in LAN link. The next 
paragraph will describe the CRIP operation principle. 

C. Operation Verification with RF Link 

The CRIP operation demonstration was successfully 
checked with the biometric, NFC/RFID and Bluetooth 
functions. To do this, the CRIP DUT was connected via 
Ethernet cable to the control PC and placed in proximity 
(some meters) of another PC equipped by Bluetooth. For 
the operation checking the DUT was installed in 
connection with the control PC and a test Bluetooth device 
of another PC with MAC as depicted in Fig. 4. The 
control PC enables to configure the CRIP according to the 
users’ login via NFC/RFID or biometric function. More 
importantly, it monitors in real-time the application for the 
various functions as the users’ authentication and data 
transmission. Then, this allows also to check the CRIP 
status confirmation. 

 
Fig. 4. Monitoring of wireless communication between CRIP 
and Bluetooth devices. 

When the control application interface is run, the options 
addressed in Figs. 5 are displayed. For example, as shown 
in Fig. 5(a), option 7 permits to check the CRIP status.  

 
Fig. 5(a). CRIP status API: Status checking with option 7. 
 
The users’ identification can be permanently checked and 
the confirmation is indicated with the control message as 
depicted in Fig. 5(b). 
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Fig. 5(b). CRIP status API: User identification checking. 

III. RADIATED EMISSION EMC TEST ANALYSES 

Acting as an ITE product, the CRIP DUT prototype was 
qualified with the severe EMC requirements. This section 
describes the performed EMC experimental test results 
with respect to the radiated EMC emissions under the 
standard EN55022 Class B which is required to the 
residential and medical wireless devices. Accordingly, the 
RF measurements were conducted from 30MHz to 1GHz. 
Then, the maximal values of the electric field emitted by 
the CRIP in this frequency band will be measured and 
interpreted. 

A. Experimental Setup Description 

The CRIP EMC tests were carried out in the IRSEEM 
½-anechoic chamber (9.7m×6.7m×5.4m). As highlighted 
in Fig. 6, the CRIP DUT was placed in the semi-anechoic 
chamber at the standard distance d=3m from the test 
receiver (Rx) antennas and at the height h=0.8m above the 
ground plane. The test antennas are positioned at the 
height ha which is varied from 1m to 4m for detecting the 
E-fields critical values. This DUT was set on 4.2m 
diameter turntable from 0 to 360° in order to detect the 
received maximum signal power.  

 
Fig. 6. Performed emission EMC experimental setup overview. 

All the control of measurement parameters including the 
measurement live video and data calibration is carried out 
in the control office outside the ½-anechoic chamber 
shown in Fig. 7. The control PC is equipped by the tool 

ACCSYS-EMCTM from HAMERA RF [13-14] for the 
measurement control and storing the experimental data. 

 
Fig. 7. CRIP EMC test photos: The experimental setup in the ½-
anechoic room (in top) and the control room monitoring (in 
bottom). 

The control and post-processing tool offers possibility to 
control the measurement equipment, to calibrate the 
electric field level radiated by the DUT and especially to 
monitor in real-time experimental setup and the DUT 
status video cast. 

B. CRIP Radiated EMC Test Results 

The radiated EMC emission test was carried out in two 
frequency subbands due to the test antennas limitation 
bandwidth. The characteristics of the used biconical and 
log-periodic antennas are summarized in Table I. During 
the tests, these Rx antennas were oriented both in 
horizontal and vertical polarizations. 

TABLE I 

TEST ANTENNA REFERENCES. 

 Manufacturer Reference 
Frequency 

band 
Biconical 
antenna 

Schwarzbeck 
VHBB 
9124 

9124-388 
30MHz-
300MHz 

Log-
periodic 
antenna 

Schwarzbeck 
VUSLP 
9111 

9111B-
018 

200MHz-
4GHz 

As illustrated in Fig. 6, an unshielded Ethernet cable was 
used to maintain the LAN link between the CRIP and the 
API test PC. To do this, the cable was passed through the 
wall via the test chamber aperture. But this configuration 
may not be matched to the radiated EMC emission 
measurement because the EM fields can be 
unintentionally disturbed with interference through the 
aperture.  

The radiated EMC emission test results, in both 
horizontal and vertical polarizations, versus frequency, 
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antenna height ha and DUT turntable angle position  are 
plotted in Fig. 8. These EMC emission tests confirm that: 

 In horizontal polarization, it was observed the CRIP 
electric field emission presented an average peak 
levels between 20dBµV/m and 30dBµV/m. 
Furthermore, the radiated electric field levels are 
widely below the expected limits of the standards 
40dBµV/m below 300MHz and 47dBµV/m between 
300MHz and 1GHz.  

 In vertical polarization, the electric field peak 
presenting maximal value of about 38dBµV/m 
between 100MHz and 200MHz from the emission. 
Moreover, the electric field peak value margin is 
widely below the expected limits in the frequency 
bands between 300MHz and 1GHz.  

So, the CRIP operates in the compliance of the EMC 
emission standards required for medical devices. 

 

Frequency (GHz)

h a (
m

)

 

 

0.2 0.4 0.6 0.8
1

1.5

2

2.5

E
h (

dB
µ

V
/m

)

0

20

40

Frequency (GHz)

h a (
m

)

 

 

0.1 0.2 0.3

1.2

1.4

1.6

E
v (

dB
µ

V
/m

)

10

20

30

Frequency (GHz)

θ 
(°

)

 

 

0.2 0.4 0.6 0.8

100

200

300

E
h (

dB
µ

V
/m

)

0

20

40

Frequency (GHz)

θ 
(°

)

 

 

0.1 0.2 0.3

100

200

300

E
v (

dB
µ

V
/m

)

0

10

20

30

 
Fig. 8. Radiated EMC emission test results: 3D plot (in top) and 
cartographies (in bottom) versus frequency, antenna height h

a
 

and DUT turntable angle position . 

VII. CONCLUSION 

An innovative WLAN authentication CRIP is designed, 
implemented, tested and qualified with the emission and 
immunity EMC standard requirements. This CRIP offers 
innovative functions via NFC/RFID and Bluetooth to 
healthcare applications. The operating principle for the 
users’ identification and Bluetooth communication with 
medical devices are described. Then, the CRIP prototype 
was qualified for the radiated emission EMC tests in 
compliance with the standard EN55022 Class B. For the 
sake of brevity, the radiated EMC immunity test results 

have not been included in the current paper. The authors 
pointed out that the CRIP was also successfully tested 
under the standard EN61000-4-3 Class B, the qualification 
experimented results will be presented during the 
conference.  
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Scope

This chapter presents publication C2, that describes a study with the aim of inves-
tigating the user experience of non-technical care staffs’ first time use of the CareStore
platform and learn if the technologies employed can effectively provide a seamless and
calm experience. The evaluation was performed with eight caregivers, two nurses and
six otherwise trained caregivers. The evaluation addresses research question RQ4 (what
is non-technical users’ experience and understanding of Healthcare IoT technologies and
how do the Healthcare IoT technologies meet their expectations) using research methods
RM3 (evaluation of sensing gateway platforms on nursing homes) and RM4 (evaluation
of health devices), and achieve objectives O3 (user’s evaluation of the technological
platform).

Regarding RM3, the medical device used on the evaluation, the pulse-oximeter
Nonin 9560, was associated with a health application on the CareStore Marketplace
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and identified with a NFC tag that allowed seamless configuration of the platform.
The CRIP reads the NFC tag, sends that information to the CAALHP which then
seamlessly downloads, installs and configures the application. From a user perspec-
tive, this is transparent and simplifies the use of the platform by keeping the user’s
focus on the measurement procedure. After configuration, the device could be used to
perform measurements – this device at the time of the evaluation was not supported
by the CRIP, i.e. the software was not able to interpret the information transmitted by
the device, therefore it was not possible to perform any measurement from the CRIP.
Regarding RM4, the caregivers could use the platform without major complications,
although more longitudinal field studies must be performed to investigate the learning
effects.

The evaluation results indicate that caregivers could effectively use the platform
and use the medical devices to perform measurements. This publication completes
the presentation of the CareStore platform started on chapters 3 and 4, by providing
insight on the user interface of the CAALHP and its interaction with the CRIP. These
experience provides understanding on the users’ experience and their motivations for
using technological platforms on their health care workflows. These are of high impor-
tance since these parameters are difficult to evaluate due to the unpredictable nature of
human beings, specifically the variability of their motivations, willingness, and ability
to perform as instructed over time [64]. On this regard, this work contributes to pave
way towards the definition of research and design methods, and best practices towards
the definition of standards that help to develop the field of Pervasive Healthcare [75].
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ABSTRACT 

The CareStore project is investigating the feasibility of creating an open and flexible infrastructure for facilitating 
seamless deployment of healthcare devices and applications.  Such seamless deployment is relevant in order to optimize 
work flows and save resources, but must deliver a calm user experience in order to be effective. This paper describes a 
study with the aim of investigating the user experience of non-technical care staffs’ first time use of a technology 
platform designed for supporting seamless deployment of telemedicine and ambient assisted living equipment in care 
facilities. We invited eight caregivers working at an assisted living ward of a North German care facility, two nurses and 
six otherwise trained caregivers, to go through a realistic deployment and usage scenario. The specific objectives were to: 
i) evaluate the feasibility of the system during first time use, and ii) gain insights into the caregivers understanding and 
user experience of the technology. Results indicate that the caregivers could effectively use the touch-to-install 
deployment system to deploy a new healthcare device and carry through measurements with the device. Also, the nurses 
found the system effective and easy to use in a first time context, and were optimistic about future possibilities with the 
system. However, more work is needed to assess the longitudinal effects of this type of seamless deployment technology, 
including field studies of actual daily usage.  

KEYWORDS 

Ambient assisted living, pervasive healthcare, telemedicine, seamless deployment, calm technology. 

1. INTRODUCTION

The developed countries are experiencing a demographic shift with a rising population of seniors and chronic 
patient groups, causing significant pressure on national healthcare systems and resulting in fewer staff 
resources being available to treat more patients than today (Keye and Zitzelberger 2006, Dall et al. 2013).
To mitigate this challenge the pervasive healthcare field aims at optimizing work flows through the use of 
improved healthcare technologies, including healthcare devices suited for self-measurement efforts 
(Varshney 2009, Bardram 2008).

Easy deployment of such healthcare devices into nursing homes and other settings of intended use remain 
to be a challenge, especially in terms of introducing new devices without relying on technical staff (Wagner  
et al. 2013). The CareStore project is investigating the feasibility of creating an open and flexible 
infrastructure for facilitating seamless deployment of healthcare and ambient assisted living (AAL) devices 
and applications on heterogeneous platforms, with a focus on providing a calm technology experience for its 
end-users (Weiser and Brown 1996).

The aim of this study was to investigate the feasibility of supporting seamless deployment of telemedicine 
and AAL equipment by non-technical care staff in a care facility setting. Specifically, we wanted to learn 
how a group of caregivers, nurses and other trained staff performing care tasks at a nursing home, would 
experience deploying and using a new healthcare device during first time use.  
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This include evaluating the user experience of caregivers using the seamless installation features, also 
called “touch to install”, of the common recognition and identification platform (CRIP) developed as part of 
the CareStore project (Wagner et al. 2013). Also, we wanted to learn how the nurses would experience 
automatic downloading of drivers and subsequent automatic capture and sending of healthcare measurements 
to relevant care applications. Finally, we wanted to learn whether the caregivers would initially accept using 
biometrics and radio-based credentials to login to a touch screen care platform designed to be used in the 
home of the individual residents of the care facility. 

2. PRELIMINARIES

In order to understand the study’s experimental setup, this section introduces the relevant technical 
components of the CareStore platform that was used for the evaluation. 

2.1 CareStore  

CareStore is a platform for enabling seamless deployment of AAL applications and devices in care facilities 
(Wagner et al. 2013). The platform consists of the following three main components:  

i) The Common Ambient Assisted Living Home-Platform (CAALHP), which is an open-source 
runtime execution platform for reliable and secure execution of services, applications, and 
healthcare device drivers, as well as a user interface for staff and residents;  

ii) The Common Recognition and Identification Platform (CRIP). which is used for identifying 
staff, residents, and devices using radio-based and biometrics-based recognition and 
identification technologies (Miranda et al. 2015), and  

iii) The CareStore Marketplace, which is an online shared platform for uploading and storing 
healthcare and AAL drivers and applications, and for allowing CAALHP and CRIP to 
download drivers and applications in an automatic and seamless fashion. 

2.2 User Interface 

The CAALHP platform is typically deployed on a Windows Embedded touch screen computer mounted near 
the entrance at the home of the individual resident. The CRIP is usually mounted below the CAALHP.  

The HomeScreen application (see Figure 1) is the starting point of all user interaction with the CAALHP. 
From here, a range of care and healthcare applications and services can be accessed.  

Depending on which user is logged in, e.g. a visiting caregiver, the HomeScreen will display relevant 
applications for the user to interact with. The available applications are either installed initially when the 
system is deployed in the home or when a caregiver brings a new healthcare device to the home of the 
patient.  

Installation of new applications and drivers can either occur explicitly when the user selects the 
Marketplace app and then selects a CareStore application for download or through automatic deployment 
using the CRIP to identify devices and download CareStore drivers and applications (Wagner et al. 2013).
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Figure 1. The HomeScreen application showing the installed applications as a collection of clickable icons, each of which 
will activate an application, such as the Healthcare Data Viewer app 

2.3 Seamless Installation with CRIP 

If a caregiver wants to deploy a new saturation device, such as the Nonin 9560 blood oxygen saturation 
device (Nonin Medical Inc. 2014), and associate it with the resident, she can do this by touching the 
saturation device on the CRIP platform utilizing the built-in near field communication (NFC) reader to read 
its contact information. 

The CRIP in turn identifies the device via the Marketplace web service, and then contacts the CAALHP,
which automatically registers that the healthcare device, the caregiver, and the resident, should be joined into 
a device/user group. Then, the CAALHP automatically starts the download and installation process. After 
this, all measurements made on the Nonin 9560 device will be associated with the patient and made available 
to all CareStore applications running on the CAALHP.  

The CRIP can automatically detect a range of devices using automatic radio discovery techniques based 
on the ISO/IEEE 11073 protocol and Bluetooth. However, for most devices, an NFC label is required to 
make this connection, where a unique identifier is stored on the label and read by the CRIP, after which the 
CRIP receives relevant MAC addresses and pin codes for pairing with the healthcare device. 

Figure 2. The CRIP unit featuring Bluetooth and NFC radio interfaces for user and device discovery and access control, 
as well as fingerprint biometrics for additional access control security 
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2.4 The Healthcare Data Viewer Application 

The Healthcare Data Viewer application shown in Figure 3a is an example of an application wishing to 
subscribe to healthcare data events from new devices being added by the CRIP. This application is 
automatically coupled to the Nonin 9560 driver following the successful installation of the driver. 

Data arriving from healthcare measurement devices attached to the CAALHP causes an instant update of 
the user interface.  Also, a list of historical measurements is fetched from one or more data services upon 
opening the application. A local healthcare data service exists, while other data services include electronic 
patient record systems or telemedicine systems, such as the OpenTele open source platform. 

Figure 3a. The Healthcare Data Viewer application showing saturation data of the resident 

In our study, only saturation was used for evaluation. However, the preceding demonstration also 
included a range of other examples, including blood pressure as shown in Figure 3b.  

Figure 3b. The Healthcare Data Viewer application showing blood pressure data of the resident 
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3. MATERIALS AND METHODS 

3.1 Evaluation Setting 

The evaluation was performed at the Schloßsee Senioren Residenz Glücksburg GmbH & Co KG (SSRG) in 
Glücksburg, Germany. The SSRG operates 100 assisted living apartments, a patient care service and a 
nursing station. In addition there is a separate physiotherapy department. Specifically, the evaluation took 
place at a staff office at SSRG, which is used for project evaluation purposes and interviews. 

3.2 Experimental Setup 

The experimental setup consisted of a Lenovo Flex 20” touch screen computer running the CAALHP 
software on Windows 7 Embedded, attached to a CRIP unit. At SSRG one full ward has been equipped with 
17 touch screen units, each with a CRIP mounted below it for identification and device registration. The 
evaluation was done before the care staff was introduced to using healthcare devices for monitoring as part of 
their daily routine. Thus, the technology was unknown for them in advance.  

3.3 Participants and Evaluation Scenarios

We enrolled two nurses and six care staff members from SSRG. All participants were asked to give their 
informed consent prior to study participation. The study was divided into two parts: i) an observational 
usability study, and ii) a semi-structured interview on technology comprehension and abilities of the 
participants.  During part i), for each participant, we first provided instructions on how to complete two 
specific scenarios.  

The first scenario revolved around the participant bringing a new healthcare device to the home of a 
resident, a Nonin 9560 saturation device, and using the “touch to install” feature of the CRIP unit to install 
the device on the touch screen computer running the CAALHP application.  

The second scenario revolved around downloading a health data viewer application from the CareStore 
Marketplace using the CAALHP Marketplace application, then letting the participant perform a measurement 
using the healthcare device installed during the first scenario, after having authorized themselves using the 
CRIP with a combination of fingerprint and NFC identification. Finally, the participants had to start the 
health data viewer application on the CAALHP and find the self-measured data in the health data viewer 
application. During part ii), we did a follow-up interview with a structured part, followed by an open-ended 
part.  

3.4 User Experience Evaluation Methods 

We asked participants to perform the evaluation of the two scenarios using the think-aloud protocol (Preece, 
et al. 2015). In this way, we were able to follow the conceptual model of the individual participants. The aim 
was to time the performance of each participant and identify any major usability problems. All results below 
5 minutes were labeled as a successful outcome, as long as the objectives were met without assistance or 
major breakdowns.   

Next, we conducted a semi-structured interview, where we obtained gender, age, formal education, 
employment period at SSRG, and years of experience with nursing and care work. We also asked a range of 
closed questions on: i) existing computer skills and competencies as well as on ii) installation of equipment 
in the home of the residents.  

Finally, we invited the participants to provide open comments on the system. 
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4. RESULTS

A total of eight participants, ages 22 to 59 years with work experience as formal caregivers ranging from 1 to 
40 years (average of 15 years) participated in the study. 

4.1 Part i) Think-Aloud User Study 

All eight caregivers successfully completed the two think-aloud scenarios, spending an average of 82 seconds 
to complete these. As can be seen from Figure 4, the time to complete the two tasks varied between 56 and 
125 seconds.  

For 7 out of the 8 caregivers, scenario 2 took longer than scenario 1, and all caregivers were able to solve 
the scenarios without assistance and within the 5 minutes target time limit. 

Figure 4. Shows the time the eight participants spent completing each of the two scenarios, as well as the sum of the two 
scenarios 

4.2 Part ii) Semi-Structured Interview 

The results of the semi-structured interview are divided into two parts: i) findings from the structured 
(closed) interview questions, and ii) findings from the open-ended part of the interview. 

4.2.1 Findings from Structured Part 
Figure 5 illustrates the results of the structured part of the interview session. Data can be seen as the 
percentage of respondents who either agrees or strongly agrees to the given questions 1.1 to 2.8. 
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Figure 5. Percentage of interviewed care staff that either agreed or strongly agreed on the interview questions 1.1 to 2.8

4.2.2 Findings from Open-Ended Part 
The caregivers provided a range of open-ended answers during the open part of the interview session. 
Overall, the eight respondents felt that the system was easy to use: “That was easy”, Participant 1 (P1), 
“That’s easy” (P2), “Easy!” (P4), “I find it really terrific” (P6), “My confidence in technology is not always 
too high. But I find this very easy and very smart!” (P8), and “I am really excited to see what happens in the 
future” (P2). 

The caregivers were positive towards using new technology, but there were some doubts on whether the 
residents would welcome new technology:  “Technology is a good thing - it has a very strong transparency - 
but I don't know whether the residents agree on this” (P1). Some participants reflected about the wider 
implications of introducing such new technologies: “I find it really good that we can take healthcare 
measurements in the rooms of the residents. But it could be that we need to bring too many things at a time to 
do it.” (P2), and “For some residents I feel positive. For others, I am not sure.” (P3). 

Biometrics was less popular with some of the participants “I am not a fan of using biometrics” (P1) and “I 
don´t feel confident in using fingerprints. It takes too long, should work fast!“ (P7), while ID cards raised 
doubts with others:  “I think it is not hygenic to use ID card and you can lose it” (P5).

5. DISCUSSION

The think-aloud evaluation (part i) found that for this group of caregivers, the ability to complete the two 
given scenarios during first time use was effective (in terms of the ability to solve the given tasks) and 
efficient (in terms of performance).  

All of the participants were able to solve the two test scenarios in around two minutes time or less, 
without having used the equipment prior to the evaluation and without being given training, besides a short 
oral instruction.  

Also, no usability breakdowns were noted during the think-aloud evaluation. Although the limited 
number of participants (n=8) poses a limitation to the study, the participants ability to achieve rapid and 
seamless deployment of new healthcare devices and subsequent succeeding in performing the measurement 
task and the measurement lookup task, provide a good indication of the potential of the “touch to install” 
seamless approach. 

Results from the second part of the study (part ii) show that most of the participants considered their own 
technology skills to be overall very high (Figure 2, questions 1.1 to 1.5). Furthermore, 5 out of 8 participants 
found that technology has the potential to improve care (question 1.6).  All of the participants felt confident 
in using CRIP to install new devices (2.5), as well as using the CareStore Marketplace application to 
download new care applications (2.6). Furthermore, 7 out of 8 participants felt confident to use radio based 
login mechanisms (2.7), while only 6 out of 8 participants felt confident using biometrics as a login 
mechanism. 
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6. CONCLUSION

The study found that the participating caregivers could effectively and efficiently use the touch-to-install 
deployment system to deploy a new healthcare device and carry out measurements with the device.  

Also, the participants found the system easy to use in a first time context, and were optimistic about 
possibilities this technology might offer them in the future.  

Thus, based on our limited sample size and first time use context, we recommend that seamless 
deployment technology could be relevant to deploy in nursing homes and similar assisted living facilities in 
order to provide a more calm technology experience, and that further studies should be carried out.  

7. FUTURE WORK 

In order to extend our understanding of the mechanisms that influences care staff’s user experience during 
deployment and use under long term conditions, we need to undertake additional detailed interviews with the 
care staff combined with longitudinal field studies in order to investigate the long time learning effects and 
challenges. Also, studying usage log files could be relevant. 
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Scope

This chapter presents publication C4, which aims to demonstrate how the CARIOT
platform can be seamlessly integrated with third party ambient assisted living and
telemedicine systems. The publication addresses research question RQ2 (which IoT
architectures and technologies can enable seamless deployment of healthcare remote
monitoring applications) using research method RM2 (development of sensing gateway
platforms) and achieve objective O2 (develop experimental platforms for interfacing
medical sensors using state-of-the-art IoT technologies). This methodology is the same
that was pursued to evaluate the CareStore platforms.

The CARIOT platform was presented as a demonstration on Pervasive Health 2018
conference, thus the brief exposition of the platform on the publication that follows.
On the following paragraphs, the functionalities and microservices architecture of the
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gateway will be presented in further detail, in order to provide additional insight on the
platform. These details will eventually be published in a later scientific paper.

The CAMI and CARIOT platforms were designed to interface BLE enabled devices
such as blood pressure monitors, weight scales and tooth brushes, and are based on the
same code base – an explanation of the CAMI project an its gateway is presented in [81].
The CARIOT platform was extended with new communication channels, specifically
LoRaWAN and 4G, and an extension that interfaces with the telemedicine open source
OpenTele was added. The flexibility of the platform comes from its microservice-based
architecture, i.e. the new services were added as new services being executed on the
embedded CARIOT platform, keeping services already deployed on CAMI unmodified.
Meanwhile, the platform has been extended with more services for other remote moni-
toring projects.

A use case diagram with the requirements is depicted in Figure 8.1. The description
of each use case is presented in Table 8.1.

Figure 8.1: CAMI and CARIOT use cases.

Initially, the CAMI gateway’s functionalities were developed on one daemon. With
the number of functionalities increasing, specifically presence detection of wearables
(Fitbit and Xiaomi), LoRaWAN communications and OpenTele service, there was need
to separate these on daemons. In Figure 8.2 it is depicted the microservices architec-
ture. The architecture is based on: services running as Linux daemons (represented
in grey); a broker responsible for communication between the services, based on an
internal protocol; clients that interface with external services (marked in green) such
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Id Description

UC1 The gateway must discover nearby Bluetooth devices and register that as an event.

UC2 The gateway must pair with Bluetooth devices, once they are discovered. The
devices which that are paired with the gateway must be specified by a user.

UC3 The gateway must read measurement notifications from a Bluetooth device.

UC4 A user must authorize the gateway to receive measurement notifications from a
device.

UC5 The measurement notifications read by the gateway can be sent a user configurable
remote endpoint.

UC6 A user can configure the gateways username for easier recognition.

UC7 A user can configure a remote endpoint for a web service, where the read
measurements will be sent.

Table 8.1: Publications of surveyed literature separated by main topic.

as OpenTele and CAMI services; gateway web services/APIs (marked in purple) that
enables access to events and gateway configuration; and LoRa components are marked
in yellow. The description of each service is presented in Table 8.2.

Figure 8.2: Microservices architecture for the CAMI and CARIOT gateways.

Although this architecture increases the complexity of the gateway by adding extra
layers to orchestrate the microservices, it provides flexibility for supporting future ser-
vices beyond CAMI and OpenTele. Actually, this architecture made possible to adapt
the CAMI gateway to CARIOT, by extending it with a service to detect brushing events
from a BLE enabled tooth brush.
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As future work, we plan to keep expanding the platform with new services and
evaluate frameworks such as OpenStack++ and Docker for deploying services, meeting
the cloudlet architecture proposed by edge computing.

Service Description

adcamid Interfaces Bluetooth devices, namely (seamlessly) reading them, as well as con-
figuring them. Right now this service supports Bluetooth GATT interfacing
and support for HealthForYou devices in under development.

adproximity Listen and log the presence of known devices. At this moment, Fitbit and
Xiaomi bands are supported.

adstoraged Database interface for storing gateway events (measurements, device presence,
etc).

adconfigd General service for configuring the gateway.

adauthd Service for authentication/identification of persons and devices.

Broker Enable the communication between the different gateway services. The com-
munication is based on an internal protocol and the broker is responsible for
routing and/or translating the messages to the format of the destination service.

CAMI and
OpenTele

These services interface with the remote CAMI and OpenTele services,
respectively, using their specific REST interfaces. These clients can also be pre-
sent on the LoRa gateway, which enables to access them if an Internet connection
is not available.

Gateway and
events manager

These services enable to, respectively, configure the services running on the
gateway and manage the events stored on the gateway.

adlora Enables communication with LoRa gateways, which can be deployed by external
entities, such as The Things Network. The client has a LoRa end node running
as a daemon on the gateway. The LoRa gateways can have a multitude of
services, reached through the LoRa daemon.

Table 8.2: Description pf the microservices available on the gateway.
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ABSTRACT 

This paper demonstrates the CARIOT platform and how it interacts 

with third party ambient assisted living and telemedicine systems. 

CARIOT is a multi-purpose ambient sensor platform that supports 

telehealth, telemedicine, and telecare product integration through 

both cloud and internet of things (IoT) channels, while also 

supporting closed-network servers and even local-embedded 

storage for maximum privacy. The aim of this paper is to 

demonstrate how the CARIOT platform can seamlessly integrate 

with third party ambient assisted living and telemedicine systems, 

including: 1) The CAMI LINKWATCH platform, and 2) the 

OpenTele platform, both using web-services for integration. Also, 

the paper demonstrates how CARIOT can integrate with other 

platforms using a micro-services-based approach combined with 

open communication protocols. 

CCS CONCEPTS 

• Applied computing →  Life and medical sciences →  Health 

informatics 

KEYWORDS 

Ambient assisted living, telemedicine, eHealth, pervasive health  

1 INTRODUCTION 

Ambient assisted living and telemedicine systems have achieved 

widespread adoption and are quickly maturing in terms of 

delivering enhanced features and support-services, increasing the 

efficiency and effectiveness of caregivers, and enhancing citizen 

self-care. As part of this maturation process, a need exists for 

supporting new features and services without replacing the already 

installed hardware and software platforms used by caregiver-

organizations. One of the widely implemented telemedicine 

systems in Denmark is the OpenTele system developed in Denmark 

as a national reference and open source implementation of 

telemedicine [1,2]. As an example, the standard telemedicine 

features found in OpenTele are not sufficient to support the new 

generation of context-aware self-care systems that are emerging 

[3]. OpenTele was designed to be open for integration with third 

party sensor platforms, thus allowing it to be extendable. Also, the 

CAMI LINKWATCH platform which is an emerging cloud-based 

platform for assisted living is likewise designed to integrate with 

third-party sensor platforms [4]. The aim of this paper is to 

demonstrate how the CARIOT platform can seamlessly integrate 

with ambient assisted living and telemedicine systems, including: 

1) The CAMI LINKWATCH platform, and 2) the OpenTele 

platform, using regular web-service interfaces. Also, the paper 

demonstrates how CARIOT can integrate with other platforms 

using a micro-services-based approach combined with open 

communication protocols. 

2 METHODS 

2.1  CARIOT platform  

The CARIOT platform, developed by Aliviate and Ecotopias, 

enables non-internet connected healthcare devices such as blood 

pressure, saturation, and weight devices used for traditional 

telemedicine and telehealth applications, to become internet-of-

things (IoT) enabled. This include support for the open source “The 

Things Network” IoT Cloud platform, as well as support for 

commercial IoT platforms such as “Loriot”. This integration is 

achieved using 4G, LoraWAN, and/or WiFi communication 

channels, depending on the specific usage-scenario.  

Several healthcare devices are already supported, and the CARIOT 

platform can easily be extended with additional healthcare devices. 

Besides telehealth and telemedicine devices and services, the 

CARIOT platform supports a range of telecare and personalized 

medicine devices and services. These include traditional telecare 

and ambient assisted living services such as medication adherence 

tracking, fall prevention and detection, and sleep quality, but also 

generalized support for tracking user activity-levels and activities 

of daily living using both wearables and ambient sensors [4].  
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2.2  The OpenTele platform  

The OpenTele platform is an open source telemedicine ecosystem 

[1,2]. According to the 4S organization, OpenTele is: “a complete 

telemedical platform for handling patient recorded outcome data 

and measurements from personal health devices. The platform 

comprises a server part and a tablet app installed on a tablet located 

in the home of the citizen. Using this tablet, the citizen can answer 

questionnaires, perform measurements and exercises, and 

communicate with the general practitioner or hospital staff. The 

server exposes a web portal where a clinician can handle – and 

communicate with – patients and review the data they 

collected.” [1]. OpenTele is open source, component-based, and 

highly adaptable and extendable [2]. It is built using the Java 

programming language for the server side and HTML5 and 

JavaScript for the web clients (Figure 1). The database is based on 

the popular MySQL database server, while a REST interface is 

provided for integration with third party systems using JSON (Java 

Script Object Notation) encoding [2]. 

 

 
Figure 1. The OpenTele open source telemedicine platform. 

 

2.3 The CAMI and LINKWATCH platforms 

CAMI is a “Companion with Autonomously Mobile Interface” in 

an “Artificially intelligent ecosystem for self-management and 

sustainable quality of life in Ambient Assisted Living”. CAMI aims 

at creating a framework relying on Artificial Intelligence (AI) and 

allowing a seamless integration of any number of sensors and home 

appliances with commercial robotic platforms [4]. CAMI’s aim is 

to pave the road of “robots” into the field of ambient assisted living 

and in settings characterized by a substantial human-machine 

interaction. CAMI offers a fully integrated AAL solution at the 

overlap of telecare and telehealth, smart homes and robotics by 

offering services for social care, home care, and mobility. The 

LINKWATCH platform is one of several web-based interfaces 

supported by CAMI allowing caregivers and end-users to access 

the CAMI platform data and receive notifications from the decision 

support engine of CAMI (Figure 2). 

. 

 
Figure 2. The CAMI LINKWATCH web site showcasing data 
from the CAMI cloud-based platform, generated by the CARIOT 
platform. CAMI supports several interfaces. 

3 PLANNED DEMONSTRATION 

A range of CARIOT’s services will be demonstrated, including 

medication adherence, activity, and dehydration trackers, fall 

detection, as well as dental and body hygiene. Also, CARIOT’s 

medico device integration features will be demonstrated using a 

blood pressure device and an oximeter. The demonstration will 

showcase how CARIOT can send data using either 4G, WiFi or 

LoraWAN radio communications to the OpenTele and CAMI 

LINKWATCH systems. Also, CARIOT’s ability to store data 

locally in a secure manner, avoiding cloud-based storage scenarios, 

will be demonstrated.  
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Scope

This chapter presents publication C1. It follows on the findings of publications
J2 and C4, where limitations regarding the seamless configuration and connection of
the CRIP and CAMI gateways were found. It addresses research question RQ1 (what
are the current challenges with sensor technologies in Healthcare IoT), RQ2 (IoT ar-
chitectures that can enable seamless deployment of healthcare applications) and RQ3
(combine IoT technologies to support seamless deployment of Healthcare IoT), using re-
search method RM5 (new architectures to enable the development of seamless platforms
for Healthcare IoT) and help achieve objectives O2 (develop experimental platforms for
interfacing medical sensors) and O5 (evaluate new architectural solutions that address
the integration and deployment of IoT platforms).

145



A limitation found during the development of the CRIP, CAMI and CARIOT gate-
ways was the lack of a common standard for seamless discovery of devices and gateways.
The integration standard OPC UA (OPC Unified Architecture) provides these features
that are attractive to healthcare platforms. A major advantage of this standard against
others is that it is open and there are many open source implementations available.
Other standards such as the Data Distribution Service (DDS) do not have many im-
plementations available and the more robust implementations are paid. Another major
factor for choosing this standard is its industrial nature and continuous development,
which boosts confidence for future use, and the ability to use custom information and
data models.

The OPC UA feature that was address on this work was the Address Space (AS),
that enables implementation of custom information and data models. Since HL7 FHIR
and IEEE 11073 are established healthcare standards, the possibility of adapting them
to the AS was considered and a subset of HL7 was implemented. Because both models
use an object oriented approach, adapting HL7 to the AS was possible and straight
forward. Although not presented on the publication, a small proof-of-concept applica-
tion was developed using Unified Automation’s OPC UA framework. A blood pressure
device was simulated as a client that was sending blood pressure measurements using
the HL7 format.

This publication, to the authors knowledge, is the first to mention the possibility
of using OPC UA for healthcare applications. Besides this, only two more works [82,
83] are known to use the previous version of OPC for healthcare applications. The
possibility of using OPC UA as a possible integration standard still needs to be further
evaluated, although this short evaluation provides promising results. As future work,
features such as services and devices discovery need to be evaluated regarding the
possibility to enable seamless deployment of healthcare devices.
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Abstract — This study presents an assessment of the OPC 

Unified Architecture as an integration framework for 
heterogeneous healthcare systems enabling compliance with the 
Industry 4.0 paradigm. The contributions of this work are: 1) a 
conceptual architecture with heterogeneous networks for enabling 
Internet of Things healthcare applications, 2) OPC UA data 
models based on the HL7 Reference Information Model for 
information exchange and storage, and 3) an analysis of how OPC 
UA can enable the healthcare sector to be part of the Industry 4.0. 

Keywords—ambient assisted living, pervasive healthcare, 
industry 4.0, OPC UA, HL7, wireless sensor networks, cloud 
computing, infrastructure 

I.  INTRODUCTION 
With the increasing pressure for efficiency and quality in 

healthcare sectors [1-3], a shift in medical culture is ongoing 
where continuous health and well-being is encouraged [4,5]. As 
a part of this shift, patients are being empowered to self-manage 
their health and providing them with monitoring technologies 
can help enhance their recovery and well-being. In order to 
achieve this goal, it is necessary to develop structures, both 
technological as well as organizational, that can support these 
changes. From a technological perspective, allowing seamless 
mobility of people under care, it is necessary that new distributed 
solutions must be researched and developed. Concepts such as 
Ambient Assisted Living (AAL) and Pervasive Healthcare have 
emerged in the last two decades with a focus on research into 
integrating Information and Communication Technologies 
(ICT) into daily life, in order to create and enhance well-being 
[6-8]. In the years following the introduction of these concepts, 
ICT paradigms such as Cyber Physical Systems (CPS) and the 
Internet of Things (IoT) emerged and promised to revolutionize 
how industries are structured; and these led to the coining of the 
Industry 4.0 concept. According to Wollschlaeger et al. [9], 
Industry 4.0 is built on the paradigms of the CPS and the IoT, 
which allude to distributed organizations based on ICT that 
provide smart products or services. As a service provider, 
healthcare can greatly benefit from this revolution, especially 
when attending to the challenges described previously. 

One of the most highlighted issues when integrating 
heterogeneous systems is the adoption and use of standards that 
ease that integration [8,10,11], which is something inherent to 
Industry 4.0. Regarding networks, it is widely accepted that they 
will converge to IP (Internet Protocol) and that is reflected in 
communication standards such as the mobile Fifth Generation 

(5G), IPv6 Low Power Personal Area Networks (6LoWPAN) 
for Wireless Sensor Networks (WSN) and Wi-Fi for computers 
and mobile devices. At the application level, protocols such as 
HTTP, MQTT (Message Queue Telemetry Transport) and 
CoAP (Constrained Application Protocol) have seen great 
adoption. Above these communication layers, the adoption of 
standard information models is necessary to improve the 
integration of heterogeneous systems, in order to truly enable 
Industry 4.0. In healthcare, efforts for providing these have been 
realized in standards such as the IEEE11073 and the Health 
Level 7 (HL7). Furthermore, initiatives such as UniversAAL 
[12], OpenTele [13] and CareStore [14], provide frameworks 
that ease the integration of healthcare systems. Although these 
are quite flexible regarding the software services they can 
support, they present some limitations regarding the deployment 
of sensors and communication with hardware devices, in 
particular the limited number of supported communications and 
the lack of a clear definition of data models and interfaces. This 
is an important issue, since future healthcare solutions might 
require massive deployments of complex hardware, such as 
gateways and WSNs. Here, already tested and accepted 
industrial frameworks such as OPC UA, can be an interesting 
solution, especially due to the heterogeneity inherent to the 
framework derived from the industrial requirements that it 
addresses. 

The aim of this study is to assess how OPC UA can be 
applied into healthcare applications as an integration framework 
for heterogeneous ICT healthcare systems, to enable Industry 
4.0 in the healthcare sector. The contributions of the present 
study are 1) an analysis of OPC UA characteristics and how they 
can enable integration of heterogeneous healthcare systems; 2) a 
conceptual architecture and data models based on OPC UA’s 
AddressSpace and HL7 RIM metamodels; and 3) an analysis of 
how OPC UA enables Industry 4.0 in the healthcare sector. 

II. RELATED WORK 
A thorough search of the relevant literature yielded only one 

article that directly uses OPC (the previous iteration of the 
current OPC UA) on a healthcare application, making this study 
the first assessing OPC UA. In Zaharia et al. [15], simple OPC 
clients that represent medical devices are designed and 
implemented, which can connect to a central OPC server where 
the collected vital data is stored. 

Due to the limited amount of research available on the topic, 
the authors conducted a survey on research that assesses the 
integration of commonly used technologies in healthcare, such 

This work has been supported by COMPETE: POCI-01-0145-FEDER-
007043 and FCT – Fundação para a Ciência e Tecnologia within the Project 
Scope: UID/CEC/00319/2013. 

978-1-5090-6505-9/17/$31.00 ©2017 IEEE 
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as Bluetooth/BLE, 6LoWPAN, HL7 and IEEE11073, with OPC 
UA, in order to contextualize how the last can help enhance 
healthcare applications. Shrestha et al. [16] assesses how OPC 
UA can be integrated into Bluetooth Low Energy (BLE), in 
order to optimize and ease data exchange between these devices 
and IP networks. The authors do this by reducing the size of the 
OPC UA frames and embedding them on the BLE frames. A 
proof of concept of OPC UA on a resource-limited embedded 
device is presented in [17], which meets the needs of the 
resource limited sensors used in a WSN. Kang et al. [18] propose 
a new architecture of IEEE11073 that supports IPv6 
communication over a BLE network, since, officially, 
IEEE11073 does not support IP communications, being limited 
to USB, Bluetooth/BLE and ZigBee. The supported IP protocols 
are: 6LoWPAN for transport; HTTP, and CoAP at application 
level; and the IEEE11073 Domain Information Model (DIM) for 
exchanging health data between the server and devices. 
Ramírez-Ramírez et al. [19] assesses the possibility to enhance 
semantic interoperability of sensors with cloud services. For 
that, the authors developed a microprocessor based gateway, 
able to read several IEEE1451 compliant transducers and 
translate its readings to a template HL7 message, which can be 
transmitted over IEEE802.15.4 and Wi-Fi to remote services. 

III. MATERIALS AND METHODS 

A. Materials 
OPC UA is a state of the art information modelling and 

middleware technology in the industrial automation domain. It 
provides a client-server (and now also a publish-subscribe) 
based architecture for efficient platform-independent 
communication between the various components in the 
automation pyramid. It provides a standard to describe the 
structure, behavior and semantics of an automation system [20]. 
This is done with the help of information models which are 
designed based on particular modelling purposes. There are 
several information standards that have been formulated with 
OPC UA as their base and specific models have been added on 
top of it to specify aspects of an automation system. For 
example, the Field Device Integration (FDI) standard was 
created to integrate the information at the field device level of 
the automation pyramid [21]. 

The Fast Healthcare Interoperability Resources (FHIR) 
Specification is an open standard API for exchanging healthcare 
information electronically, created by the Health Level Seven 
International (HL7) organization. The API provides 
specifications for resources (small blocks of data specifying 
health concepts), syntax definition of those resources (XML, 
JSON), methodologies and data exchange paradigms, e.g. REST 
and Messaging. The core information model of the HL7 FHIR 
is the Reference Information Model (RIM), inherited from HL7 
version 3, which represents a static class based model of health 
and health care information. 

B. Methods 
We initially surveyed the literature and state of art for 

healthcare IoT projects, in order to: 1) identify the prevailing 
types of services, network topologies, communication protocols 
and data information models that are mainly used on healthcare 
applications, and 2) investigate the limitations and challenges to 
be addressed upon the integration of these heterogeneous 

systems. With these identified, we analyzed how OPC can be 
integrated with healthcare standards, in order to overcome 
integration challenges on healthcare applications. Based on this 
analysis, a conceptual architecture involving heterogeneous 
networks and a simple data information model based on the OPC 
UA and HL7 meta-models were designed.  

IV. RESULTS 
From our survey, the prevailing integration technologies on 

healthcare remote services revolve around cloud computing 
running web services (REST or SOAP), while Bluetooth and 
BLE prevails for Personal Area Networks of sensors. A growing 
number of WSN projects was also found and they are mainly 
based either on 6LoWPAN or ZigBee. A common limitation on 
the surveyed projects is which data information models are used, 
with exception of the ones that use Bluetooth/BLE devices, that 
either use the standard IEEE11073 Domain Information Model 
(DIM) or the BLE Generic Attribute Profile (GATT). 

Based on these findings and after analyzing OPC UA (from 
now on also referred as OPC) architecture and features, we 
designed the conceptual architecture depicted in Fig. 1. The 
architecture can be separated in two sub-networks. The first is a 
local network (LN), e.g. a patient’s house, where WSNs and 
medical devices are connected to a gateway. The second is a 
central network where health web services are exposed and 
where LNs and other web clients can connect to. The proposed 
architecture follows the client-server paradigm used in most of 
the surveyed projects, as well as by OPC, but uses OPC’s 
transport and data layers in order to enable WSNs, gateways and 
web services to easily connect. An OPC Server has the ability to 
expose services and data that can be accessed by other OPC 
clients and servers. Attending this, the LN’s WSN’s router R (or 
border router BR) and gateway can act as OPC servers, so that 
they can expose the services and data they have available and 
enable other devices to access those. Remote web services can 
also be considered servers, by default, but they can also act as 
clients, if access to a gateway is necessary. Regarding 
information exchanges, on WSNs due to the constraints of its 
devices, the communication between the router R and the 
sensors S (or hosts H), may be made using OPC TCP over 
6LoWPAN, which is specifically designed for resource 
constrained devices. The data format can be either the 
IEEE11073 DIM or HL7 RIM. On health information exchange 

 

 
Fig. 1. Conceptual architecture with heterogeneous networks using OPC UA for 
integration and IEEE11073 and HL7 as companion data information models. 
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between gateways and web services, the HL7 RIM can be used 
to avoid data conversions. 

The specified data information models have to be mapped to 
the OPC AddressSpace, which can be achieved with companion 
specifications of the IEEE11073 DIM and HL7 RIM. Here, we 
opted for assessing the HL7 RIM because its implementation is 
open, as opposed to the first. Fig. 2 depicts the models for the 
four basic classes of the HL7 RIM mapped to OPC UA, namely 
EntityType, RoleType, ParticipationType and ActType, all 
inheriting from the OPC BaseObjectType and mapped, 
respectively, to Entity, Role, Participation and Act classes of the 
HL7 standard. With the use of these generic classes of HL7, any 
particular healthcare scenario can be modeled and thus, by 
transitivity, if we create corresponding OPC classes, it becomes 
more convenient to model a particular healthcare use case 
scenario. The attributes of the HL7 classes have been modeled 
as properties of their respective object types in OPC, and these 
properties have a OPC HasProperty reference to the object 
types. This means that whenever an instance of one of the said 
types is created, it will contain the respective properties 
highlighted by the corresponding OPC Type e.g. Entity is an 
instance of EntityType and it has a HasTypeDefinition reference 
with the EntityType OPC Object type. Therefore, the instance 
Entity will inherently contain the properties classCode, 
determinerCode, code, statusCode and id properties as outlined 
by the EntityType definition. 

A specific example for the above model is depicted in Fig. 3, 
for a blood pressure measurement, considered an Observation 
(which is itself an Act) according to the HL7 RIM. On the 
architecture of Fig. 1, these object instances would be generated 
either by the devices on the LN. The FDI companion standard 
built on top of OPC brings in the concept of device packages. 
These device packages describe the services provided by the 
device and how to access them. Once imported, the FDI OPC 
Server is configured with the information about the services 
exposed by the corresponding device. In this case, a service for 
blood pressure monitoring would be available on the gateway. 
A similar methodology can be adopted in our case, where the 
services exposed by the devices used to monitor the blood 
pressure can be imported with the help of their device packages, 
thus making configuration very easy. The HL7 RIM 
Observation class can be used in case of the blood pressure 
monitoring scenario. The ObservationType is a subtype of the 

OPC type ActType, depicted in Fig. 2. Some of the important 
properties of the HL7 RIM’s Observation class have been 
modeled as properties of the ObservationType in OPC. Instances 
of the ObservationType can be added to the OPC AddressSpace 
which can be then be subscribed to, in order to monitor the 
instantaneous values of the blood pressure continuously. 

V. DISCUSSION 
In this study we assessed two OPC UA features that may 

enable it as an integration framework in healthcare. The first is 
the client-server architecture of OPC UA, which is basic to most 
ICT systems. Moreover, the availability of IP communications 
enables OPC UA to be used as the communication stack. The 
second feature is the OPC UA AddressSpace, which allows the 
creation of companion data models, which becomes especially 
relevant when used with established information models. In this 
study, we used HL7 RIM, because it is a well-established open 
standard with a wide acceptance [8]. The standard is not limited 
to computers and servers, but it be expanded and used on smaller 
devices, as exposed in this work and demonstrated in previous 
research [19]. Despite not analyzed, we believe the same should 
be possible with the IEEE11073 DIM. With this proposal, we do 
not want to present a diverging framework for the already 
existing ones, but that combining these technologies they can co-
exist and potentiate integration between healthcare systems, as 
well as other industrial sectors. It is important to note that our 
proposal differs substantially from the OPC Serialization and 
Communication Standard (OPC-SCS) [22] provided by the OPC 
Foundation, because this is being developed for the vertical 
integration of the drug industry supply chain, which is out of 
scope of this work. 

In our perspective there are three main advantages of using 
OPC UA in healthcare applications. The first is the ability to 
bring healthcare into the Industry 4.0 paradigm, i.e. humans 
actors (patients, doctors, caregivers, etc.) are indistinguishable 
“things” (or physical entities regarding CPS), that provide and 
consume data that influence complex industrial systems, where 
healthcare is part of. The second is the sturdiness and flexibility 
of the framework itself, that results from its wide use in the 
industry. The third advantage is the number of implementations 
available, either open source or commercial, which enable its use 
by a wider number of developers. Moreover, many of the 

 

 
Fig. 2. Mapping of the HL7 RIM to the OPC UA. 

 

 

 
Fig. 3. Example of HL7 RIM Observation mapped to OPC UA AddresSpace. 
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capabilities of the framework, such as device discovery, events 
and alarms, and security at application and infrastructure level, 
can help harmonize several services that healthcare systems are 
in need of. A final aspect that makes OPC UA an Industry 4.0 
enabler is the possibility to converge several different industries, 
due to the wide adoption of the former. Using it in healthcare 
brings this into the picture, which can, ultimately, enable the 
shift towards well-being and continuous “healthcare to anyone, 
anytime and anywhere” [6]. Understanding that work is part of 
the daily routine of human beings and that these are part of CPS, 
it is important that industrial activities take an active role on this 
shift, both technologically as well as culturally. 

A. Limitations 
Our analysis did not contemplate several features of OPC 

that are desirable in healthcare systems, such as discovery, 
alarms, events, data access and security. They must be addressed 
in future research, but we highlight alarms, events and 
discovery, because they are interesting regarding human activity 
(e.g. can be used to signal a fall of an elderly) and pervasiveness 
of healthcare systems (e.g. device discovery and configuration). 

There are also some technical limitations that should be 
addressed. The first is the ability to translate to other 
communication protocols and architectures such as CoAP and 
REST. An Internet Engineering Task Force (IETF) Internet-
Draft regarding OPC UA message transmission over CoAP is 
available at [23]. Furthermore, OPC UA is not RESTful by 
nature; although the research by Gruner et al. [24] assessed that 
that is feasible and desirable, since REST is becoming a de facto 
standard in many industrial applications. Another aspect is the 
efficiency of messages exchange. On architectures such as 
REST, text based data formats such as JSON and XML are used 
extensively. Using these on low-power devices might have 
undesired implications such as inefficient communications due 
to the amount of data exchanged, which reflects on higher 
energy consumptions [25]. 

VI. CONCLUSIONS 
In this work we assessed OPC UA and proposed as an 

integration framework for heterogeneous healthcare systems, 
recurring to a conceptual architecture of a heterogeneous 
healthcare systems, as well as data models based on the OPC UA 
and the HL7 RIM. These provide an insight on the possibilities 
of OPC UA on healthcare applications and deployments. As 
future work, we plan to implement a proof-of-concept OPC UA 
infrastructure with the proposed companion data models in 
heterogeneous systems. Moreover, we intend to do more 
research on other enumerated features of OPC UA to assess how 
they can help deploy healthcare systems. 
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Scope

This chapter presents publication J3 and addresses research question RQ1 using re-
search method RM4, which addresses the use feasibility of health devices in IoT applica-
tions. The evaluation indicates that for slow walking speeds the evaluated pedometers
are not reliable. Wearable devices are regarded as an enabling technology of Healthcare
IoT, this conclusion is important to raise users’ awareness of the possible applications
these devices have. It also showcases the importance of evaluating devices and technolo-
gies to be used for pervasive healthcare purposes as they present risks, or be unreliable
for healthcare applications.

The first purpose of this study was to understand if these devices could be used for
assessing physical activity of sarcoma patients undergoing rehabilitation after surgery.
Usually, these patients walk at a slow speed, therefore it was important to evaluate
the reliability of these devices regarding their step counting, which influences other
parameters related with physical activity. This is the main rationale for investigating
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the devices counting reliability at velocities of 1, 2 and 3 km/h and check their feasibility
for the described application. Besides the case of sarcoma patients, these velocities can
also be observed in elder people and children might walk at these speeds [84].

The evaluation demonstrated that for the described speeds the pedometers present
high error rates, therefore their application in remote monitoring applications must be
carefully equated. Also, its reliability should be further evaluated for other medical
conditions, or health maintenance, since these pedometers might be feasible aid for
physical activity assessment.
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Abstract
Background: Pedometers are considered desirable devices for

monitoring physical activity. Two population groups of in-

terest include patients having undergone surgery in the lower

extremities or who are otherwise weakened through disease,

medical treatment, or surgery procedures, as well as the slow

walking senior population. For these population groups, pe-

dometers must be able to perform reliably and accurately

at slow walking speeds. The objectives of this study were

to evaluate the step count accuracy of three commer-

cially available pedometers, the Yamax (Tokyo, Japan) Digi-

Walker� SW-200 (YM), the Omron (Kyoto, Japan) HJ-720

(OM), and the Fitbit (San Francisco, CA) Zip (FB), at slow

walking speeds, specifically at 1, 2, and 3 km/h, and to raise

awareness of the necessity of focusing research on step-counting

devices and algorithms for slow walking populations. Materials

and Methods: Fourteen participants 29.93 –4.93 years of age

were requested to walk on a treadmill at the three specified

speeds, in four trials of 100 steps each. The devices were

worn by the participants on the waist belt. The pedometer

counts were recorded, and the error percentage was calcu-

lated. Results: The error rate of all three evaluated pedome-

ters decreased with the increase of speed: at 1 km/h the error

rates varied from 87.11% (YM) to 95.98% (FB), at 2 km/h

the error rates varied from 17.27% (FB) to 46.46% (YM),

and at 3 km/h the error rates varied from 22.46% (YM) to

a slight overcount of 0.70% (FB). Conclusions: It was

observed that all the evaluated devices have high error rates

at 1 km/h and mixed error rates at 2 km/h, and at 3 km/h

the error rates are the smallest of the three assessed speeds,

with the OM and the FB having a slight overcount. These

results show that research on pedometers’ software and

hardware should focus more on accurate step detection at

slow walking speeds.

Key words: rehabilitation, home health monitoring, tele-

health, sensor technology, e-health

Introduction

P
edometers are considered desirable devices by the

medical community, due to their affordability and

because they can be used to easily assess the level of

personal physical activity (PA).1 Many of these de-

vices have emerged on the market during the last years, but,

despite this growth, many of them do not match the ex-

pectations of physiologists. Two population groups where

walking problems have been observed are patients having

undergone surgery in the lower extremities, or who are oth-

erwise weakened through disease, medical treatment or sur-

gery procedures,2,3 and the senior population with slow

walking speeds.4 As for the first group, it is desirable to check

the patient’s adherence to the prescribed recovery activities,

which sometimes are provided by public or private health

organizations after hospital discharge.5 For some conditions,

like patients having undergone surgery for extremity sar-

coma, the rehabilitation process requires a combination of

physiotherapy with the patient’s self-training efforts per-

formed in an unsupervised environment.6 As for the second

group, it is well known that the number of senior citizens in

the general population is increasing5,7 and that PA can im-

prove their life quality.

For both populations any speed below 0.9 m/s (around

3.24 km/h) is considered a slow walking speed.4,8–11 These

speeds can be observed, according to Chandra and Bharti,12 in

about 2% of the population, specifically in children, se-

niors,11,13 and persons with some sort of disability or condi-

tion.14,15 In seniors and persons with some sort of condition,

slow speeds are observed because degradation of the muscles

occurs, either by physiological and neuromuscular degrada-

tion or by medical intervention. A recent review16 on gait

speed in ambulant older people in long-term care reported gait

speed between 0.5 and 3.3 km/h. Studenski et al.17 reviewed

nine studies with mean gait speed between 2 km/h to 4.3 km/h

that had participants with a mean age of 73.5 years who were

followed up for 6–21 years. In the elderly, it was observed that

reductions in the hip range of motion and plantar flexor
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kinetics are the main causes for the slow speed,18 which may

indicate a reduction on the acceleration on the upper ex-

tremities of the limbs, making a step detection based only on

acceleration more complex. Park et al.10 suggested that for

slow speeds there might not be enough vertical acceleration

(0.30 g) to exceed the minimum acceleration threshold of most

piezoelectric accelerometers. As most of the accelerometers

available on the market are of this type, this may represent a

general issue with most pedometers based on this technology.

Another challenge in designing accelerometer-based de-

vices is how to differentiate a step from other activities of

daily living such as sitting, climbing stairs, or involuntary

movements.

The majority of the available pedometers and research al-

gorithms are based only on accelerometer data, with very few

studies focusing on algorithms based on other sensors, like

gyroscopes,19 or on sensor fusion (e.g., combining several

sensor types to increase precision and accuracy). On the

commercial devices, we believe that some of the reasons for

only using accelerometers are mainly related with the eco-

nomic and energetic costs of having multiple sensors, as for

normal speeds an accelerometer-based pedometer appears to

have a good performance. Limited research efforts have been

reported on sensor fusion, but interest may start to rise due to

the availability of a range of sensors in small devices, like

the Shimmer3 (SHIMMER Research, Dublin, Ireland) and on

smartphones. Regarding the latter, there has also been a

growth on software-based algorithm development.19–24 This

may be due to two reasons: first, due to their wide availabil-

ity and usage, and, second, it is quick and easy to develop

applications due to the presence of many sensors and the

associated application program interface (API) in most con-

temporary smartphones.

There has been a consistent number of studies on pedometer

accuracy and usages, especially the ones done by Bassett and

his co-workers25–28 and, for slow walking speed, most of them

report problems.10,11,25,29 Two of the reasons pointed out are

(a) the type of sensor used, with some publications focusing on

the discussion between the use of piezoelectric accelerometers

or microelectromechanical systems accelerometers,30 and (b)

the use of techniques to filter false-positive steps, which in

some cases might incorrectly filter not so well-defined steps.

Usually, step detection is done in gait analysis studies by

identifying different stages of a step (i.e., toe-off, heel-strike,

and/or midswing31) using adaptive or static threshold-based

methods, based on the acceleration or frequency content of

the signal.32 These methods detect the gait events when the

induced acceleration crosses the threshold values defined for

these gait events.

There are also studies that focus on how pedometers can be

used to assess PA. These studies are usually based on step

counting and on an estimate of the distance that a person

walked. Also, the number of studies that have used these

populations is limited. From the selected bibliography for this

study, only three studies4,11,33 used a senior population to

assess the performance of pedometers. Other limitations that

are pointed out in these studies are (a) the necessity to assess

the accuracy of the available pedometers (i.e., what is the error

rate of the devices when counting steps), which can be directly

related to the calculation of other metrics, such as the distance

walked, (b) the participants of the study usually go for a free

walk, and the selected speeds are subjective to what that

person considers a slow, normal, or fast pace, and (c) the

participants usually are young and do not have any physical

disabilities.

The aim of this study is to evaluate three commercially

available pedometers—the Fitbit (San Francisco, CA) Zip

(FB), the Omron (Kyoto, Japan) HJ-720 (OM), and the Yamax

(Tokyo, Japan) Digi-Walker� SW-200 (YM)—at slow walking

speeds, specifically 1, 2, and 3 km/h (respectively, 0.28, 0.56,

and 0.83 m/s). The main contributions of this article are (a) an

analysis of the step count accuracy of three pedometers fo-

cusing on slow walking speeds, (b) an analysis of the FB step

count accuracy, as there is little existing research on the usage

of this device, and (c) to raise awareness for the necessity of

focusing research and development on new devices and al-

gorithms for the populations where slow walking speeds are

common, as they can be a feasible solution to monitor PA and

improve life quality.

Materials and Methods
PARTICIPANTS

The participants in the present study were 14 young people

(9 males and 5 females) 29.93 – 4.93 years of age, without any

known physical disabilities. All the participants were either

students or employees at the Department of Engineering at

Aarhus University, Aarhus, Denmark.

INSTRUMENTS
The instruments evaluated were mechanical (YM) and pie-

zoelectric accelerometer (OM and FB)-based pedometers that

were bought through online retailers. The instruments used

are described below. We chose the YM and OM pedometers

because they have been widely used in previous studies and

the FB because the amount of research is more limited and no

significant results for slow walking speeds could be found. The

price of each of the devices was less than $100.
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YM. The Yamax International Company presents a range of

step counters branded as Digi-Walker that can provide metrics

such as activity time, distance, and calorie consumption,

based on step counting. The devices differ on the number of

features they provide, but all of them share the same spring

mechanical system. The Digi-Walker used on this test, the

Digi-Walker SW-200, is the simplest one, which can be used

only for step counting. The device has a spring-suspended

mechanism that counts a step when a lever arm closes an

electrical circuit. The arm needs a minimal force of 0.35 g to

move. Compared with a piezoelectric accelerometer, this re-

sembles the behavior of a simple threshold algorithm, where

an acceleration value is either above or below a threshold.

OM. Omron provides a series of devices based on digital

accelerometers that can be used to track many parameters

based on the step counting. This specific device can provide

feedback on the number of consumed calories and the walking

distance. It can be worn on the waist or shirt pocket, around

the neck, or in a bag, and it has Omron-proprietary Dual-axis

technology that allows the device to work either vertically or

horizontally. The device allows introducing the user’s weight

and stride length; the device’s manual indicates the user

should perform a 10-step walk to get the average stride length.

It is not clear if these metrics are part of a calibration process.

The pedometer’s data can be downloaded to a companion

application through an USB cable that provides extra feed-

back besides the step counting.

FB. Fitbit Inc. provides a series of wireless activity monitors

that can be used to track PA (exercise and walk), sleep, and

food habits. The sensors are provided in two formats: bracelets

(Fitbit Flex, Fitbit Charge, and Fitbit Surge) and small dongles

(Fitbit Zip and Fitbit One). They all share the same electronic

architecture34–36 (i.e., an ARM Cortex M3 and an unidentified

accelerometer); some of the more advanced devices provide

extra sensors besides the accelerometer, which may be used for

more advanced vital measurements. The Zip is the simplest of

all devices offered by Fitbit and provides feedback on the steps,

calories, and traveled distance. It can be worn on the waist,

pants pocket, or chest. The acquired vital signs can be down-

loaded through Bluetooth� (Bluetooth SIG, Kirkland, WA) Low

Energy to a computer and be synchronized to a Web service

provided by Fitbit that reflects the PA habits. Third-party ap-

plications can access a Fitbit user’s data using Fitbit’s API.

PROTOCOL
Each participant was measured for weight, height, and

stride length. The participants wore the pedometers on the

waist belt according to the manufacturer’s instructions, and

they walked on a treadmill wearing their own usual walking

shoes. One hundred steps were walked four times at each of the

walking speeds of 1 km/h, 2 km/h, and 3 km/h. At each of

these walking speeds, in the first set of four trials the partic-

ipants wore the YM and FB, and in the second set of four trials

the participants wore the OM.

The participants climbed on the treadmill while the tread-

mill was stopped wearing the YM and FB on the left and right

side of the waist belt, respectively, spaced symmetrically

about 4–5 cm on either side of the navel. The participant

started the treadmill, set the walking speed to the desired one,

and then walked 100 steps that were manually counted by the

participant and the facilitator. When the 100 steps were

completed the participant stepped on to the sides of the

walking belt of the treadmill and had a break. Meanwhile

the step counts were recorded on paper and spreadsheet by

the facilitator. After the break the participant stepped on the

walking belt and repeated the 100-step walking trial three

more times following the procedure described above for

the first trial. Once the set of four walking trials at a particular

walking speed was completed, the participant stopped the

treadmill, the YM and FB were removed from the waist

belt, and the participant wore the OM on the right side of

the waist. The participant again started the treadmill, set

the speed to the desired one, and repeated the 100-step

walking procedure described above, always stopping after

100 steps in order to record the number of steps indicated

by the pedometer. After the participant completed four tri-

als of 100 steps each with the OM at a particular speed,

the treadmill was switched off, and the participant re-

moved the OM. This 100-step procedure wearing the YM, FB,

and OM was done for the desired walking speeds of 1 km/h,

2 km/h, and 3 km/h.

We chose speeds below 0.9 m/s (around 3.24 km/h) as any

speed below this is considered a slow walking speed,4,8–11

with the first be an extreme case, but still observed in some

situations,16 and the others being more common, namely for

populations with gait problems.

STATISTICAL ANALYSIS
Descriptive statistics of each sample were calculated using

Matlab (version R2013a; The MathWorks, Natick, MA) and

Microsoft (Redmond, WA) Excel�. The pedometer-measured

step counts were tested for normality using a Kolmogorov–

Smirnov test. As the data were not normally distributed, a chi-

squared test was performed to compare counts among the

pedometers, as well as to compare observed counts with the

expected manual ground truth counts. Bland–Altman plots

PEDOMETER STEP COUNT ACCURACY IN SLOW WALKING SPEEDS
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were used to show the agreement differences among the

devices in more detail.

Results
The results of the evaluation are presented in Table 1. For

each pedometer the average of counted steps by the device, its

standard deviation, and the error percentage (i.e., the per-

centage of missed steps) are presented. The manual counting

disagreement between each of the participants and the facil-

itator was 1% (disagreement of 1 step in 100). In cases where a

higher disagreement was verified, the counting was discarded,

and the walk was repeated.

The error percentage [ERR (%)] was calculated with Eq. 1:

ERR(%) =
ES - CS

ES
· 100 (1)

where ES is the number of expected steps

(100 in this study) and CS is the average

number of counted steps by the pedometer.

A graphical representation of the results is

depicted in the box plot of Figure 1. The

length of the whiskers is in the original in-

terquartile range. Figures 2 and 3 depict the

degree of agreement between FB and OM

measurements at 1 km/h and 3 km/h, in order

to clarify the differences between these two

devices, which is not totally perceivable from

Figure 1.

A statistical analysis on the count simi-

larities between the devices was performed.

For that a chi-squared test was used. Usually,

an analysis of variance test is used on these

kinds of studies to analyze the agreement

between the measurements. But, the results

of the Kolmogorov–Smirnov test showed

that none of the step count sample sets is

normally distributed, which is a requirement

for analysis of variance. Because the sample size in this study

is small (i.e., 14 persons), we cannot assess confidently whe-

ther the sample is normally distributed.

We started by testing two hypotheses between all three

devices:

. H01: All devices count steps with the same accuracy.

. H02. All devices count with an accuracy of 100%

(ground truth of 5,600 steps).

(This ground truth value is the number of steps of all partic-

ipants for a single speed [i.e., 14 participants walked for a total

of 400 steps at each speed].)

Table 1. Step Counting Results for the Three Devices, at Different Speeds

VELOCITY (KM/H)

YM OM FB

AVG SD ERR (%) AVG SD ERR (%) AVG SD ERR (%)

1 12.89 17.77 87.11 4.04 13.28 95.96 4.02 18.88 95.98

2 53.54 32.37 46.46 65.66 36.33 34.34 82.73 26.02 17.27

3 77.54 29.70 22.46 100.63 3.06 -0.63 100.70 3.48 -0.70

The results are presented as average of steps counted (AVG), standard deviation (SD), and error rate (ERR).

FB, Fitbit Zip; OM, Omron HJ-720; YM, Yamax Digi-Walker SW-200.

Fig. 1. Box plot of the step measurements recorded by the Yamax Digi-Walker SW-200
(YM), the Omron HJ-720 (OM), and the Fitbit Zip (FB) at treadmill walking speeds of
1, 2, and 3 km/h.
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For a confidence level of 99.99%, the null hypothe-

ses H01 and H02 were rejected at all speeds. In order to

clarify why, the same chi-squared test was performed

by pairing the devices. Two new null hypotheses were

formulated:

. H03: Both devices count steps with the same

accuracy.
. H04: Both devices count steps with an accu-

racy of 100% (ground truth of 5,600 steps).

At the same confidence level of 99.99%, H03 was

accepted for OM and FB at walking speeds of 1 and

2 km/h. Hypothesis H04 was only accepted for OM

and FB at 3 km/h; for all other pairs it was rejected.

At 1 km/h, referencing Figure 1, YM counted

very few steps (mean = 12.89 steps, median = 5

steps), which indicates a low accuracy, whereas OM

(mean = 4.04 steps, median = 0 steps) and FB

(mean = 4.02 steps, median = 0 steps) did not count

the majority of the steps, indicating poor accuracy.

For the last two devices it is worth noting that on

some occasions the devices may count some steps,

although no reasoning about it could be made. We

hypothesize that a reason for the different counts

among devices may be due to the different physical

constructions of the devices: the YM is a mechan-

ical spring-based mechanism, whereas the OM and

FB are piezoelectric based. This is also evidenced by

assessing the similarity of the counting accuracy

between device pairs where the digital accelerom-

eters agree between them ( p > 0.01), but the YM

does not agree with either the OM or FB ( p < 0.01).

In order to make the comparison between the OM

and FB clearer, the Bland–Altman plots in Figures 2

and 3 show that the level of agreement between

the devices is low.

At 2 km/h the error rate of all three devices de-

creased, especially with regard to the FB; its error

rate decreased from 95.98% to 17.27% (mean =
82.73 steps, median = 97 steps, error = 17.27%).

Despite that, there is a big difference on the counts

among the three devices, with none of them

agreeing ( p < 0.001). Also, the OM (mean = 65.66

steps, median = 79, error = 34.34%) and FB do not

agree on their counts ( p < 0.01), making the hy-

pothesis that digital-based devices count in a

similar way questionable. We hypothesize that this

is not related with the accelerometer itself, but with

the device’s algorithms and the filter techniques

that might be used. The OM starts counting after 4 s, as indi-

cated on the device’s manual, but for the FB it is unknown if

any technique of this kind is used. Our evaluation has a small

population, and it is difficult to conclude how the pedometers

would perform in the long term (i.e., if the step counting

Fig. 2. Bland–Altman plot of limits of agreement in measurement between the
Fitbit Zip (FB) and the Omron HJ-720 (OM) at 1 km/h.

Fig. 3. Bland–Altman plot of limits of agreement in measurement between the
Fitbit Zip (FB) and the Omron HJ-720 (OM) at 3 km/h.
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values would improve at longer ranges [e.g., 1,000 steps

or more]).

At 3 km/h we start seeing that the performance of the de-

vices increases in accuracy, as seen in previous research.

Again, a big difference among the YM (mean = 77.54, medi-

an = 85, error = 22.46), OM (mean = 100.63, median = 100,

error = -0.63), and FB (mean = 100.70, median = 101, error =
-0.70) is indicated. Despite the differences, OM and FB have

again a high agreement level ( p > 0.01), although counting

agreement among the three devices is again not observed

( p < 0.01). At this speed, the digital devices overcount rather

than undercount steps, but this could be a result of the manual

count agreements having a difference of 1%, as previously

discussed.

Discussion
COMPARISON WITH PREVIOUS STUDIES

A survey on previous research in step counting evaluation

was carried out as part of this study. Of the three selected

devices, the YM is the most evaluated device, with nine

studies,4,11,13,28,29,33,37–39 whereas the OM is present in three

studies28,29,38 and the FB in seven studies.37,40–45 In the pre-

vious research, only a few studies4,11,13,29,33,38,40 evaluated

pedometers at slow walking speeds. In some of them4,11,13,33

the evaluation was made using a senior population; others29,38

used a younger population, and only the walking speed of

3.24 km/h can be used for comparison, despite being slightly

higher than the limit velocity of our study. Giannini40 used

two populations, one of children and the other of adults, with

slow walking speeds observed in both groups. Six other

studies28,37,39,41,43,46 either did not provide enough data about

the population used, or the walking speeds do not match the

ones of the present study (i.e., they are above 3 km/h), making

a comparison unfeasible. We also found some lack of stan-

dardization of the presentation of the results; therefore

we opted to compare the results from these studies based on

the error rate of the devices, which we believe is a better

comparison-metric across studies.

The accuracy of spring-based accelerometers, like the YM,

has been highly researched,4,13,25,29,33,38,47,48 with most studies

pointing out that these type of sensors are not reliable for all

types of situations and users and are especially faulty at slow

walking speeds, usually undercounting steps, in accordance

with our findings. Due to the amount of available literature

with step counting data with the YM, a comparison can be

made, despite the different conditions and where the tests were

performed. The trend for a higher accuracy with the increase of

speed was observed, and the error rates are also similar, based

on the differences given by the standard deviation. As an

example, for 2 km/h our error rate was 46.46 – 32.37%, whereas

Cyarto et al.4 reported the error rate for a walking speed of

2.3 km/h (0.64 m/s) as 55.10 – 37.80%. The confidence intervals

for these error rates would be (14.05; 78.83) and (17.30; 92.90),

respectively. The two intervals meet for most of the values,

which shows that different populations and different conditions

may be comparable. It is important to note that the devices, in

both studies, are worn on the waist belt, which is not affected by

physical limitations as the lower limbs. We suggest focus on

comparing devices between different populations because

other studies show that there are physical differences among

the populations, which might affect the counting accuracy.

Previous studies evaluating OM’s accuracy for slow speeds

were hard to find, with only three studies25,29,38 offering re-

sults on the speed of 3.24 km/h. A comparison among these

studies does not offer many conclusions, and our study does

not provide sufficiently clear results that this device is reliable

at slow walking speeds. Also, the statistical analysis does not

permit us to do comparisons with any of the three devices at

2 km/h, as the counting among them does not agree ( p < 0.01).

We suggest that more research on the OM device must be

conducted if it is intended to be used by the studies’ target

populations.

To our knowledge this is the first study where the FB step

counting accuracy is evaluated at slow walking speeds. The

majority of the referenced studies where the FB was used tend

to focus on the PA and energy expenditure validity. Tully

et al.44 compared the FB with the Actigraph (Pensacola, FL)

GT3X to count the steps as a measure of free-living PA and

found that the FB appeared to count significantly more steps

compared with the Actigraph. A direct comparison between

our study and the remaining ones is unfeasible because part of

the data used for comparison is missing or the device was

assessed for different speeds than the ones used in our study.

Despite that, it is important to note that our results can provide

some insight into other studies because the step counting is

the metric used to calculate the PA and energy expenditure

parameters.

LIMITATIONS OF THIS STUDY
As stated previously, one major difficulty, when comparing

pedometer evaluation studies, is the lack of a standard proto-

col, making comparisons difficult and error prone. We iden-

tified three major variations in the literature on related work:

(a) the conditions where the study is performed, (b) placement

of the sensors on the body, and (c) the population used.

From our literature search, there are two main approaches:

(1) use of a treadmill and (2) free-living walk. The first ap-

proach is mainly used to limit the speed to which a person can
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walk, so that the pedometer can be evaluated at a known

speed, whereas the second approach is used mainly due to

arguments that treadmills can affect the gait and cadence of a

person, which can influence the performance of the pedom-

eter. Some research on the effects of using a treadmill on this

type of study is presented elsewhere.49–51 The most noted ef-

fects of a walk on a treadmill are a faster cadence and a shorter

stride length when compared with a free-living walk. Most of

the studies agree on these factors, but they disagree on how

they can impact the counting results, with some stating that

there is not a relevant difference,50 whereas others state that a

statistical significance is observed; therefore caution must be

taken with the results.49 In the case of this study, we consider

the described effects not to be a major impact factor because

we try to evaluate how the devices perform even when vari-

ations of gait and cadence exist. Therefore, we consider that

using a treadmill is an acceptable way for these kinds of

evaluations. Either way, it is unknown, with the exception of

the YM, how the devices’ algorithms are designed and how

they manage to recognize steps when the described factors are

present on the walk.

A factor that can limit the generalizability of the results is

the step sample size. Previous research28 presented evidence

that with the increase of gait epochs, the step counting will be

balanced; therefore many studies opted to assess the devices

under free-living conditions. We acknowledge this limitation,

but it will not be developed here as it falls outside the scope of

this article.

Another limitation of our study is that we evaluated the

pedometers only by placing them on the waist location. Other

locations such as ankle, chest pocket, and neck were not

considered. The placement of the sensors on the body has been

studied previously.10,38,52,53 All four referenced studies found

that posterior positioning of the devices does not affect the

counting. The same does not apply to lateral positioning, and

significant differences occur in people with higher body mass

indexes. Therefore, in our study, the placement of sensors for

each trial was minimized to two, in order to minimize possible

variations related with device placement. Still, when com-

pared with most of the referenced pedometer evaluation

studies,4,11,13,28,29,33,38,41,43,44 the placement of the sensors

may differ, and in some cases it might induce differences in

the counting. Also, positioning the pedometer on the dif-

ferent sides of the waist could have caused potential bias in

the results as the acceleration experienced on both the

locations may not be the same because the gait patterns may

not be symmetrical. Comparing the accuracy of the pedom-

eters using the data collected from different trials can also be

a limitation of this study. Finally, a common limitation of most

related work is the sample of test persons used. In our study, the

average age of the participants is around 30 years old and

without any impairment, and thus is a population where the

assessed speeds are not normally observed. Hence caution must

be taken using these results. In our case, not using any of the

individuals from the target groups is a weakness of the current

study. Nevertheless, it is our intention to do a follow-up study,

based on the knowledge gained, with the participation of senior

citizens.

As a side note about the population, we described that some

changes in gait and cadence may occur when walking on a

treadmill. We noticed this, but mainly because the participants

walked at speeds to which they are not accustomed. We col-

lected feedback from the participants on how they felt while

walking on the treadmill. Some participants noted that their

walk felt different when compared with a free-living walk.

Some of the reasons for that might be:

. the participant is more aware of the walk due to the step

counting
. the constant speed of the treadmill forces the movement

of the person to be rigid, while on a free walk it is more

fluid.

It was also observed that, especially at 1 km/h, the partici-

pants struggled more to keep the pace. Some tried to ‘‘correct’’

to a pace similar to how they would walk normally, whereas

others tried to adapt to the slow speed using shorter steps. In

some cases the ‘‘gait correction’’ looked similar to a debilitated

walk. We are not sure how these aspects can affect the devices

analyzed and we could not find any research that focused on

changes of gait.

Conclusions
This study assessed the step count accuracy of three pe-

dometers, YM, OM, and FB, at slow speed using 14 partici-

pants. It was observed that the three evaluated devices

produced high error rates at 1 km/h and mixed error rates at

2 km/h, and at 3 km/h the error rates were the smallest of the

three assessed speeds, with the OM and the FB having a slight

overcount. The study was performed with a sample of healthy

young participants without disabilities, and therefore the re-

sults of this study must be used with care when comparing

with other populations, including the elderly and disabled

population groups.

As future work we would like to do a follow-up study with

participants from the target population, to evaluate more

pedometers, and to compare the results among different

population groups in order to evaluate how the performance

of the devices differ among these groups.
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Part II

Conclusions





Chapter 11

Discussion

This chapter presents a discussion on the findings described in this thesis, as well
as some considerations regarding the limitations and challenges that still need to be
addressed. The chapter is divided in three sections (section 11.1 to 11.3) which are
presented as questions and addressed as such. Each of the questions follows the same
structure presented in section 1.5.

11.1 Why is Healthcare IoT not yet a reality?

In a way it is plausible to say that Healthcare IoT is already here: it is pos-
sible to buy sensing devices (wearables, smartphones, medical devices, etc) which
can be ubiquitously used everyday for the active management of a person’s health.
The gathered data can be processed and stored for reasoning and supporting health
decisions, which are enabled by mobile and cloud applications supported by complex
information and communication networks. But, to fully achieve the vision of Healthcare
IoT, a range of technological (modernist) and social (humanist, management, political)
challenges still have to be addressed.

The technological review of gateways, performed in P1 [9], proves that the tech-
nology currently available can leverage the vision of Healthcare IoT. There are still
challenges that have to be addressed concerning the integration of ICT standards. The
lack of standard-based open and extensible platforms for health applications is the main
challenge [46, 61, 74] as reported in challenge C2 (Table 1.2). Using as example the
Continua guidelines, similar initiatives with standard APIs and software frameworks
could be created to simplify the development of sensor based applications. The author
considers that this was partially addressed with the development of the CAMI and
CARIOT gateways (publication C4), which are open source and can be used to connect
to BLE GATT health profiles (supporting, at the moment, blood pressure, temperature
and weight). Another example is the Antidote framework which enables communication
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with IEEE 11073 based devices and services – this case is especially relevant because
the IEEE 11073 standard is complicated to implement, especially due to its extension
[85]. The growth of edge and fog computing will also bring new challenges, such as
management of a inherently distributed infrastructure and integration of heterogeneous
services [86, 87], but will also require new strategies to orchestrate devices and services
located on the edge and fog of the network [58, 68].

From a social perspective, the challenges are related with the value that applications
will add to healthcare stakeholders. For that, it is important to continue the evaluation
of the impact that technological solutions have on users’ health in remote monitoring
applications, so that health decision makers can invest in the integration of these health-
care solutions on health services [65, 74, 88]. To achieve this, multidisciplinary teams
must be created to design technologies that provide value to healthcare, as pointed
out in [16] and [63]. From a modernist perspective, it is important that besides the
technical development of new health devices, field evaluations are performed to assess
their accuracy. The same applies for humanists and management perspectives that
should be aware of the limitations some technologies might have, thus hindering the
realization of realistic applications. Naturally this is difficult to achieve since it requires
involvement and coordination between different stakeholders and it does take time and
money. But, ultimately, it can boost the development of healthcare technologies that
target specific health conditions [31]. Assuring that a healthcare technology has an effect
on a health condition, can also be an investment enabler to produce more accessible
technologies. The analysis of these challenges are out of the scope of this thesis, however
they must be highlighted since they were identified during the assessment of the chal-
lenges addressed here and were felt during the development of the research projects.

Based on the investigation developed during this thesis, six challenges were identified
that still have to be addressed to move closer to the vision of Healthcare IoT.

The first is access to health data, i.e. obstacles on acquiring data and sharing
it between health applications and systems. These can happen for different reasons
[89]: technical, motivational, economical, political, legal or ethical. On the scope of
this thesis, only technical challenges are addressed. Publications J2 and C1 addressed
challenges with data exchange between heterogeneous healthcare systems, targeting
challenge CH1 (pervasive interfaces able to seamlessly deploy healthcare application)
and CH2 (adoption of health data and information models), as summarized in Table
1.2. In publication J2 the integration of different IoT technologies (Bluetooth, RFID/
NFC, biometric authentication) was addressed by building a gateway, the CRIP, which
enabled a user interface platform, the CAALHP, to interface medical devices and
healthcare actors. The same was evaluated in publication C4 with the CAMI and
CARIOT gateways. Integrating such features on a gateway enabled different “things”
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(computers, mobile devices, sensors, people) to seamlessly connect to complex health-
care ICT systems. A limitation on publication J2 was that the integration with other
ICT systems had to be specifically handled, i.e. access to the CRIP had to be made
using its custom REST API. This problem was addressed in C1 with a conceptual
assessment using OPC UA as the interoperability standard. Specifically, OPC UA
provides mechanisms for creating structured information models and data access, such
as events and alarms, which are desirable features to have on healthcare ICT systems.
[63]

The second challenge is to improve users’ acceptance of health technology,
by removing barriers that hinders their understanding and continuous use, and better
grasp on the benefits of using technology for improving their life. This was discussed
in publications J2, C2 and C4, specifically by gaining insight into the user’s experience
with medical devices and by understating user’s needs and expectations, helping to
target challenge CH3 (validation of health and medical devices as tools fro remote
monitoring applications) presented in Table 1.2. With the growth of the health and
medical devices being offered commercially, especially on the wearables market, people
have been adopting these as health monitors. However, their efficacy regarding data
quality still poses a challenge to a wider adoption of such devices as proper remote
health monitors and thus induces reluctance of healthcare staff [24, 44].

This leads to the third challenge which is the acceptance by healthcare staff
of new technological tools. Besides the data quality challenges, the increase of
health information available implies that changes on the health services structures must
happen. Changes such as the introduction of assistive tools to help health staff to
remote monitor patients [28, 31, 65]. From the evaluation performed and reported
in publication C2, health staff understands and is willing to embrace Healthcare IoT
technologies. However, it is important to evaluate the long term impact these solutions
have [24, 65], in order to understand their effectiveness on the management of patients
conditions and well-being, as well as their sustainability regarding technological support
and cost.

The fourth challenge is the reduced evidence that supports health applica-
tions which can leverage the development, adoption and deployment of the Healthcare
IoT [42, 63, 80]. Although commercial and research technologies are available, as showed
and described in publication P1, few of these have been evaluated (3 out of 66) or the
results of their evaluations have not been made available. The ones who were evaluated,
including the evaluation of the CRIP presented in publication C2, did not followed any
standard protocol or method. The lack of a protocol can difficult the analysis of results
and studies comparison. Thus, methods and tools that allow to measure the impact
these solutions have must be developed [24, 64, 75] since their lack is an obstacle to the
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development and improvement of new health applications. Although the lack of evalu-
ations is an obstacle, it is plausible to say that there are not many evaluations available
due to the IoT field being relatively recent. A review of the field is presented in [90] and
it shows that the number of IoT related publications started to increase around 2008.
If evaluating these technologies to leverage the acceptance of medical staff takes as long
as evaluating medical treatments and procedures, the time span can be as long as 17
years, according to Morris et al. [91]. This is a problem because technologies changes
at a much faster pace.

Following the previous challenge, the fifth is the validation of healthcare tech-
nologies such as wearables, to improve the healthcare community’s confidence in using
them on remote monitoring scenarios. According to Keown et al.[92], health stakehold-
ers need to invest more in the deployment and evaluation of healthcare technology, or
as Keown writes, “getting rid of old ways of working and planning for the financial
and service consequences of dedicated learning and development”. This challenge is
addressed in further detail in section 11.3.

Finally, the sixth challenge is cost versus benefit of the technologies, i.e. using
technological solutions for remote monitoring applications may reduce the in-place mon-
itoring and, eventually, treatment costs of health organizations [25, 31, 89]. To do this
it is necessary to address challenges four and five, which will allow to create more
effective solutions eventually leading to cheaper solutions. The cost can be separated
in two parts: costs for treatment and costs for technology. On the long run, the second
cost will help reduce the first. As an example, Omboni et al. [31] provides insight
in remote hypertension management and the challenges in evaluating its costs due to
several factors (levels of risk factors, comorbidities, costs of personnel, telemedicine
devices, communication and data management infrastructures). Although the clinical
effectivity appears to be higher for blood pressure reduction, the costs also appear to
be higher. But, when compared with interventions on cardiovascular diseases, remote
monitoring seems to be cost-effective. Omboni et al. also note that some of the studies
used on his review employed rather old technologies, such as landline telephone, for
delivering telemedicine. A direct cost comparison between landline and more recent IP-
based technologies is erroneous, so it is necessary to evaluate the cost of using newer,
cheaper and more flexible technologies. In the review made for publication P1 it was
not possible to assess the cost of any commercial platform, despite the email inquiry to
the manufacturers. Still, assessing the cost of newly developed platforms is desirable,
although difficult, due to factors such as the investment in R&D, hardware, software and
the services maintenance costs. More evaluations such as Omboni et al. are desirable in
order to get a real understand of the telemedicine costs on other fields besides remote
blood pressure monitoring and cardiovascular diseases.
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11.2 Are gateways a necessary evil?

According to the IoT architecture, sensors enabled with a communication technology
can interface with services via complex networks, which, depending on the communi-
cation of the sensor, might imply the use of a gateway. As observed in Healthcare IoT
gateway review (publication P1 [9]), a gateway may have sensors embedded (architec-
ture 1) or it may be an external device that connects the sensors with the services
(architecture 2). The second architecture was the approach used throughout this thesis
as COTS sensors with Bluetooth and BLE were used. Modifying the devices was not
an option, since users are not able to do so and also because we intended to evaluate
their usability out of the box, to understand if they can be used to deploy Healthcare
IoT applications. Due to these requirements, an external gateway was required.

An external gateway is also the approach most manufacturers of medical devices and
wearables use, with the gateway being a mobile device such as a smartphone or a tablet
[60, 73]. The reasons for it are difficult to assert, especially due to the manufacturers lack
of information, but two possibilities may be mentioned: 1) high availability of mobile
devices and 2) the interactive user experience they provide based on a growing number
of mobile applications, which enables a user to manage their data more intuitively. But,
as described in section 1.2, this creates a strong dependency on the mobile platform
[77]. The use of Bluetooth/BLE as communication standards enabled the creation of the
covered gateways and, in our perspective, evidences how communication standards can
enable Healthcare IoT. As an example scenario, a user can use the gateway to interface
devices while at home or a smartphone while travelling. This mobility scenario meets
the concept of Pervasive Healthcare as described by Varshney [55].

An issue with the mobile centered approach is the fact that manufacturers make ap-
plications available for communicating with the devices, but after it is difficult to retrieve
the data stored in the devices by the applications, creating what can be called data
“silos”. This is the case, for example, of Fitbit. The device is equipped with BLE and, to
download its data, the user must download the mobile or computer application provided
by the manufacturer, which then synchronizes with the user’s account on the cloud. On
a scenario were no Internet connection is available, the data is stored on the application
for later synchronization. This is one of the issues that edge computing propose to
address [86], by moving the remote services nearer the user by creating cloudlets that
could be embedded on edge gateways [68]. However, it is important that these enable
other devices or applications to retrieve and process data, which can be accomplished
by “re-programming” the gateway, i.e. the gateway has the ability of installing services
and/or applications that enable near-zero configuration and seamless interaction with
the device. The seamless installation of applications is a current limitation of the mobile
platforms. Among the reasons that can be hypothesized are security issues (installation
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of malicious applications, for example) and lack of standard mechanisms that enable
seamless identification and configuration of devices.

The described near-zero and seamless approach was first researched within CareStore.
The CRIP was able to identify devices and indicate the CAALHP to install the applica-
tion/service that could interface the device. In comparison with the mobile platforms,
the CareStore platform leverages the usability of healthcare technologies by adding the
seamless configuration. Continuing on this investigation path, the CAMI and CARIOT
gateways aim to concentrate the CAALHP and CRIP seamless features on one device,
using microservices. One way to achieve this is by using microservices and platforms
such as OpenStack or Docker. These are still under development and must be evaluated
regarding the seamless interoperability possibilities they open. This will be the focus of
the research started and presented in publication C4, whose technical platform is still
under development.

Developing new devices that help the integration of various communications and
services could attenuate these issues, but a gateway connecting all these services is an
extra cost for a user. One of the major drawbacks of using proprietary platforms is
the difficulties they create to integrate those with other platforms. It is known that
the wide use of standards is necessary to leverage new technologies and architectures
and more platforms with open interfaces based on standards could help integration of
heterogeneous health platforms. One example of this are the cellular networks based
on GSM, were thousands of manufactures create mobile phones that just work when
turned on [93]. As an example for the lack of standards is the smart home market,
whose interoperability was limited due to difficult interaction between devices due to
the use of different communication and data models [94, 95].

Based on the previously described observations and on the work presented in pub-
lications J1, J2 and C4 [1, 2, 8], it is worth to explore how these interfaces can
“disappear” into the background, i.e. the user’s experience of using a medical device
is just performing a measurement without thinking about device connections and net-
works. As an analogy, the experience should be similar to using an electrical device;
it just needs to be plugged into a outlet and all the complex electrical grid, from the
house electrical installation to the power generation, should not be a concern.

The following paragraph showcase a scenario where the IoT can leverage remote
monitoring of senior citizens and how such interfaces are enablers of healthcare technol-
ogy deployment. This is scenario is presented to present the several aspects that involve
the deployment of a pervasive healthcare solution, specifically the user’s concerns, the
technology configuration (in this case as transparent as possible), users interaction with
the devices and interaction between healthcare users.

Alice is a lady with 80 years old living with her husband Bob, 82 years old.
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Alice has been diagnosed, a few years ago, with hypertension and has been
monitoring her health condition with recurring visits to a nearby pharmacy.
Bob also has hypertension due to being overweight, and also monitors it at
the nearby pharmacy. Recently, their doctor suggested them to enroll on
a program for monitoring their conditions remotely, supported by nursing
staff that regularly contacts them. Both agree to enroll on the program
because it will help them feel safer, although they feel a bit uneasy when
using new technologies, because they tend to be complicated to use. The
doctor explains that they will not need to worry with any technicalities and
will just follow a simple measurement protocol that will be explained. Also,
they are reassured that if any technical problems occur, they will also be
supported. Feeling more confident, the measurement protocol is explained
to them and how to install the remote monitoring system, which comprises a
blood pressure monitor, a weight scale, both with wireless capabilities, and a
gateway that just needs to be plugged on the power outlet. When they arrive
home, they setup the system by plugging the gateway. All configuration is
handled remotely, automatically and seamlessly without requiring Alice or
Bob to do anything. A few months after enrolling, the nurse that supervises
the couple inquires them if they are satisfied. Some of the reasons they
point out for their satisfaction are the non-invasive nature of the system,
its simplicity and the constant feedback they get from the medical staff
supervising them.

11.3 Can the available sensor solutions leverage Health-
care IoT?

The amount of sensing technologies available, especially the growth of affordable
wearables, is changing the way people manage their health; Vesnic-Alujevic et al.
describes it as “do-it-yourself ” healthcare [96]. However, it is important to keep in-
vestigating on the efficiency, reliability and validity of these devices for use in medical
applications [24, 38, 72, 79]. The pedometers evaluation published in publication J3
showcased the importance of that, i.e. using pedometers on slow walking populations
may lead to an erroneous assessment of physical activity. This conclusion can be
extended to other devices, since their clinical validity still has to be verified. Yet,
this evidence-based validity may leverage the acceptance of such devices by the medical
community.

Besides the technology, Vesnic-Alujevic et al. [96] also found and point out that the
community that is formed around the experiences with wearables can be as important
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as the self-monitoring. This reinforces the importance of human support on remote
monitoring applications. The state-of-the-art review presented in publication P1 showed
that most of the commercial platforms have some sort of software tools to which human
support can be provided, as the healthcare area is inevitably a sector with humans-in-
the-loop [57].

The valuation of medical and health devices evidenced some limitations of these
devices, that can be an obstacle to users. During the development of the CRIP on
CareStore, the issues with the Bluetooth devices were 1) the pairing process that
required the batteries to be removed and 2) the device could only be paired with one
Bluetooth manager at a time. These issues could represent an obstacle for an user that
is not acquainted with technology, which might lead to an eventual abandon of the plat-
form, especially because the technology handling is not seamless. During the CAMI
project new A&D devices were evaluated and these issues were solved: the pairing
process required only pressing one button and the device could be paired with multiple
gateways. Thus, it should be expected that technology improvements will be introduced
by manufacturers, which will improve the user’s experience. Also, such improvements
implies that most of the Bluetooth pairing problems will be solved in time, given that
we remember and recall these errors, in order to prevent them from happening on a
recurring basis. Creating solutions that address these issues is a step forward on the
realization of the Healthcare IoT vision
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Conclusions

Concluding this thesis, the objectives and research questions are revised in accor-
dance with the findings.

Research question RQ1 inquired “What are the current challenges with pervasive
sensing interfaces in Healthcare IoT?” The main challenge found through a state-of-art
review of literature, described in publication P1, is the necessity to create devices that
enable seamless deployment of Healthcare IoT infrastructures and applications. This
review accomplishes objective O1 (review of the state-of-the-art of sensor technolog-
ical solutions) and paved the way for the research that is presented in publications
C1 (novel architecture based in OPC UA) and J3 (evaluation of the CRIP gateway
at a nursing home), addressing objectives O2 (development of platforms for interfac-
ing medical sensors), O4 (evaluation of commercial off-the-shelf medical devices) and
O5 (new architectural solutions to address integration and deployment challenges of
Healthcare IoT), concerning the IoT architectures and technologies available, and the
challenges that need to be addressed in the future.

The review evidenced that although many research projects addresses the feasi-
bility of creating IoT directed gateways, few of them investigate seamless integration
regarding standard communications and information models. This integration leverages
interoperability and must keep being researched in an IoT perspective, as well as under
the new edge and fog computing paradigms.

The research work presented in publications J1, J2, J4, C3 and C4 evaluated this by
developing three gateways towards Healthcare IoT applications: the CareStore’s CRIP,
CAMI and CARIOT gateways. A limitation is that only Bluetooth/BLE interfacing
with sensors is supported since these are the communication protocols most used by
the medical devices available. This contrasts with the amount of sensors and gateways
reviewed on P1 that use different interfaces such as IEEE 802.15.4 or ZigBee. Also,
new WAN communication protocols such as LoRa, which are directed towards sensing
applications, must be evaluated.
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Research question R2 inquires “Which IoT architectures and technologies can enable
seamless deployment of healthcare remote monitoring applications?” A review of the
IoT technologies and architectures was made and presented in publication P1, thus
accomplishing objective O1. The results of the review are a taxonomy with the tech-
nologies, a communication stack and a framework with the topics that have to be
addressed towards the deployment of Healthcare IoT. The review also tries to clear the
concepts of edge and fog computing, and briefly addresses how gateway platforms can
be developed towards these paradigms. However, the main challenge when addressing
these is how to develop technologies that allow to create distributed systems that move
the current cloud-based paradigm to the periphery of the network. On the healthcare
domain, the main challenge is the formalization of evaluation methods to understand
the benefits of such applications.

Research question R3 inquired “How can IoT technologies be combined to support
the seamless deployment of Healthcare IoT and are they sufficient to address the current
challenges?” The solution investigated throughout this thesis was to develop and
evaluate edge gateways that interface sensors with remote healthcare services towards
seamless healthcare applications. These were evaluated at nursing homes and private
homes in four countries: Germany during the project CareStore; Denmark, Poland and
Romania during the project CAMI; and Denmark with the CARIOT platform. The
research work that lead to the development of these platforms achieves objective O2
and address challenges CH1 (pervasive interfaces able to seamlessly deploy healthcare
application) and CH2 (definition and adoption of health data and information models).
These gateways use standard technologies for communication with medical devices,
specifically Bluetooth and BLE, and were based on REST architecture. A limitation of
the platforms was not using a standard information model for the REST communica-
tions, which does not meet the recommendation of using standards for easier integration
of systems. This limitation lead to the research presented in publication C1, which ad-
dresses objective O5, were a architecture based on OPC UA could be used to achieve
an integration of heterogeneous healthcare systems. The information models of it are
based on IEEE 11073 and HL7 standards. As future work, this architecture can be
evaluated to verify if OPC UA is a suitable solution for the heterogeneity problem of
IoT, edge and fog architectures.

Research question R4 inquires “What is non-technical users’ experience and under-
standing of Healthcare IoT technologies and how do the Healthcare IoT technologies
meet their expectations?” Through the performed evaluations of the CareStore, CAMI
and CARIOT platforms, end-users seem to be receptive to integrate on their workflows
technologies that are easy to use and understand. The results obtained from these eval-
uations meet objectives O4 and O5, which target evaluations of medical devices and
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gateways for interfacing sensors and remote services, and were presented in publication
C2. These evaluations also address challenge CH3 (validation of health and medical
devices feasibility and reliability). The results are limited to CareStore since the CAMI
and CARIOT in-field evaluations are still ongoing. The results of the evaluation of
CareStore, focused on an initial utilization of the platform by the care staff, were very
positive. This encourages that this type of platforms must keep being developed so that
future evaluations can have a better balance between the stages of technical develop-
ment of the platform and the evaluations stages, which can provide results that give an
understanding of which types of pervasive technological solutions for healthcare must
be developed for providing true benefit to healthcare stakeholders.

Besides the research perspective, this thesis also had a more practical engineering
side that is reflected on the knowledge gained building IoT gateways and their deploy-
ment at nursing homes. During the CareStore projects, 30 platforms were built and
20 were deployed in a nursing home in Germany. The experience gained with Blue-
tooth, Continua devices and EMC evaluations, helped build the gateway for the CAMI
project, which was upgraded to support modern BLE enabled devices. CAMI and
CARIOT platforms are being used in ongoing clinical trials and are still under evalu-
ation with more than 30 gateways deployed so far. First preliminary results indicate
that the platform is stable, reliable and, most important, useful to healthcare users.

As future work, the microservices architecture discussed in chapter 8 will be devel-
oped. The aim is to evaluate and understand if seamless deployment of sensors can be
improved with the proposed approach, since the current approaches are limited to a
static coded configuration. The approach proposed on chapter 8 also enables to address
the challenges of deploying edge and fog gateways, by enabling “re-programming” of
the gateway.

On the sensors side, efforts on evaluating wearable devices towards identification of
users will be made. The goal will be verify that a combination of events such as presence
and health measurements, can help predict medical conditions. Here, a platform such as
the described previously, is useful because it enables the evaluation of different situations
with the use of only one platform, minimizing the time of development and, potentially,
improving the quality of the acquired data.
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